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Abstract—Security has become the primary concern in many
telecommunications industries today as risks can have high
consequences. Especially, as the core and enable technologies will
be associated with 5G network, the confidential information will
move at all layers in future wireless systems. Several incidents
revealed that the hazard encountered by an infected wireless
network, not only affects the security and privacy concerns,
but also impedes the complex dynamics of the communications
ecosystem. Consequently, the complexity and strength of security
attacks have increased in the recent past making the detection
or prevention of sabotage a global challenge.

From the security and privacy perspectives, this paper presents
a comprehensive detail on the core and enabling technologies,
which are used to build the 5G security model; network
softwarization security, PHY (Physical) layer security and 5G
privacy concerns, among others. Additionally, the paper includes
discussion on security monitoring and management of 5G net-
works. This paper also evaluates the related security measures
and standards of core 5G technologies by resorting to different
standardization bodies and provide a brief overview of 5G
standardization security forces. Furthermore, the key projects
of international significance, in line with the security concerns of
5G and beyond are also presented. Finally, a future directions
and open challenges section has included to encourage future
research.

Index Terms—Multi-access Edge Computing (MEC), Network
Function Virtualization (NFV), Network Security, Network Slic-
ing, Physical Layer Security (PLS), Privacy, Software-Defined
Networking (SDN) and Telecommunication, 5G.

I. INTRODUCTION

The evolution of mobile networks offered to satisfy the
new demands for enhanced performance, portability, elasticity
and energy efficiency of novel network services. 5G mobile
networks adopt new networking concepts to further improve
these features [1]. The telecommunication standardization
bodies are working on integrating novel networking con-
cepts such as Software Defined Networking (SDN), Network
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Fig. 1. Four phases of Network Transformation towards Network Softwariza-
tion in 5G.

Function Virtualization (NFV), cloud computing, Multi-access
Edge Computing (MEC), Network Slicing (NS) concepts to
telecommunication networks [2], [3]. The target of such efforts
is to design a new softwarized mobile network. It will help
innovate and develop new network services to satisfy demand
for the evolving the future mobile networks. The SDN concept
proposes to decouple the control and data planes of networking
devices [4]. The network control and intelligence of SDN
based network are placed in a logically centralized controller.
Moreover, it can offer an abstract of the underlying network
infrastructure for the control functions and business application
layer. NFV proposes a novel approach to create, deploy and
manage networking services. This concept aims to decouple
the network functions from proprietary hardware in order to
run them as software instances [5]. Cloud computing and
MEC will provide on demand scalability for the networks [6],
[7]. Network slicing improves the support for different traffic
classes in 5G Network [8]. Protecting the security and privacy
have become the primary concerns in this new telecommuni-
cation networks as risks can have high consequences.

Fig. 1 illustrates the four phases of network softwarization
which paves the path towards 5G. It illustrates how above
technologies has enabled the deployment of softwarized 5G
network, spanning from inflexible fixed-mobile architecture
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TABLE I
SUMMARY OF MAIN ACRONYMS.

Acronym Definition Acronym Definition
3GPP Third Generation Partnership Project 5G Fifth Generation Wireless Network
AI Artificial Intelligence AN Artificial Noise
APT Advanced Persistent Threats AKA Authentication and Key Agreement
ABE Attribute Based Encryption ARPF Authentication Credential Repository and Processing function
ASON Automatically Switched Optical Network AUSF Authentication Server Function
BS Base Station CJ Cooperative Jamming
CR Cognitive Radio C-RAN Cloud Radio Access Network
CSI Channel State Information DoS Denial of Service
D2D Device-to-device DDoS Distributed Denial of Service
DL Down-link DF Decode Forward
DREAMS Distributed Reputation Management System ETSI European Telecommunications Standards Institute
EST Effective secrecy throughput E2E End-to-end
ECG Electrocardiogram EAP Extensible Authentication Protocol
FDD Frequency Division Duplex FMEC Fog and Mobile Edge Computing
GMPLS Generalized Multi-protocol Label Switching GDPR General Data Privacy Regulation
HLPSL High-level protocol specification Language HW-PS Hard-working path selection
HPN High Power Node HIP Host Identity Protocol
HD Half Duplex HetNet Heterogeneous Network
IIoT Industrial Internet of Things IoT Internet of Things
ITU-T International Telecommunication Union Telecom IDS Intrusion Detection System
ICT Information and Communication Technology IPWAVE Internet Protocol Wireless Access in Vehicular Environments
IMSI International Mobile Subscriber Identity IETF Internet Engineering Task Force
KFDP Data based on Kalman filter KPTSABE Key-Policy Attribute-Based Encryption
LPN Low Power node LDP Laplace mechanism for perturbed data
LTE Long Term Evolution LDPC Low Density Parity Check Codes
LBS Location Based Service MitM Man-in-the-middle
MANETs Mobile Ad hoc NETworks MRC Maximum Ratio Combining
MIMO Multiple Input Multiple Output mmWave Millimeter Wave
MEC Mobile Edge Computing MCC Mobile Cloud Computing
MLT Machine Learning Technique MPWG Mobile Platform Work Group
MRT Maximal Ratio Transmission MTC Machine-type communication
MSN Mobile Social Network mmWave millimeter Wave
mMTC massive Machine Type Communication NIST National Institutes of Standards and Technology
NGMN Next Generation Mobile Networks NS2 Network Simulator Version 2
NS Network Slicing NOMA Non Orthogonal Multiple Access
NVF Network Function Virtualization OFDMA Orthogonal Frequency Division Multiple Access
ONF Open Networking Foundation PASER Position-Aware Secure and Efficient mesh Routing
PBS Pico Base Station PLS Physical Layer Security
P2P Point to Point QoS Quality of Service
RA Radio Access RAN Radio Access Network
RFC Request For Comment RS Relay Station
SPA Shortest Path Algorithm SISO Single Input Single Output
SDN Software-Defined Networking SDMN Software-Defined Mobile Networking
SCP sequential convex programming SAF Security Anchor Function
SHFRS Soft Hesitant Fuzzy Rough Set SIC Successive Interference Cancellation
SDP Semi-definite Programming TDD Time Division Duplex
SEAF SEcurity Anchor Function SERA Secure Ergodic Resource Allocation
SRERA Secure Robust Ergodic Resource Allocation SEEM Secrecy Energy Efficiency Maximization
SOP Secrecy Outage Probability SWIPT Simultaneous Wireless Information and Power Transfer
SUPI Subscription Concealed Identifier SUPI Subscription Permanent Identifier
TCG Trusted Computing Group UAV Unmanned Ariel Vehicles
UDM Unified Data Management UE User Equipment
URLLC Ultra Reliable and Low Latency Communication VEC Vehicular Edge Computing
VNF Virtual Network Functions WSN Wireless Sensor Networks
ZF Zero Forcing ZFBF Zero Forcing Beamforming

to a dynamic and agile software based network architecture.
These architectural changes in 5G are expected to fuel the
digital transformation that all the industry is witnessing [9].
This will also result in generating new service models and
new value chains which will lead to a significant socio-
economic impact. The definitions of frequently used acronyms
are presented in Table I.

Fig. 2 illustrates the high level architecture of 5G networks.
The network softwarization enabled the ability to represent the
5G network as a layered model similar to SDN networks. Here,
5G will support a wide range of devices, including mobile

phones and different IoT devices [10], [11]. IoT devices grow
from simple household appliances to sensors and other high
advanced technologies. Also, 5G will support different RAT
(Radio Access Technologies) to connect these devices. In
addition to the pre-4G radio, 5G will introduce a set of new
radio technologies such as NOMA (Non-Orthogonal Multiple
Access), massive MIMO, mmWave (millimeter Wave) and
several other IoT communication technologies [12].

The backhaul of 5G network can be divided in to three
different layers; Infrastructure layer, control layer and business
application layer. The infrastructure layer contains the basic
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connectivity devices such as BS (Base Stations), routers and
switches. In contrast to the pre-5G network, infrastructure
layer devices do not enable with an intelligence. All the
network control functionalities and decision making entities
are placed in the control layer. This control layer interacts with
the business layer. Also, it can translate the network service
requests from the business layer as control commands and
deliver to the infrastructure layer devices. Thus, all the network
services as well as business applications are implemented
in the business layer. In addition, The E2E (End to End)
management and orchestration layer is used in parallel to
synchronize the operation of all three layers.
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Fig. 2. The High level Architecture of 5G Network with different operational
layers.

The security associated with 5G technologies has considered
as one of the key requirements related to both 5G and beyond
systems. Moreover, the most of the security models in pre-5G
(i.e. 2G, 3G and 4G) networks can not be directly utilized in
5G due to new architecture and new services [13]. However,
some of the security mechanisms can be used with some
modification. For the backward compatibility with the previous
generation, Open Air Interface (OAI) platform [14] discussed
in the wide context of 5G and overview for the security
protocol improvement in 5G provided in [15].

In the past, the key ambition for security in the telecom-
munication network was to ensure proper functionality of the
billing system and the security of radio interface by encrypting
the communication data. In 3G, two-way authentication is
used to eliminate the connection establishment with fake BS.
Finally, 4G networks use advanced cryptographic protocols
for user authentication. It also offers the protection against
the physical attacks such as the physical tampering of base
stations, which can be installed on public and user premises.
Moreover, some of the privacy issues were solved to a certain
extent in pre-5G network since user data were stored in mobile
operator own databases. However, 5G security and privacy
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Fig. 3. The Overall View of 5G Security Impact for Heterogeneity of
Connected Devices and More Users.

issues are overpowering these mechanisms due to the change
of architecture and new services.

The security of 5G and beyond 5G networks has three main
components. First, almost all the above security threats and
security requirements related to pre-5G mobile generations are
still applicable in 5G and beyond. Second, 5G will have a
new set of security challenges due to the increased number
of users, heterogeneity of connected devices, new network
services, high user privacy concerns, new stakeholders and
requirements to support IoT and mission-critical applications
(Fig. 3). Third, network softwarization and utilization of new
technologies such as SDN, NFV, MEC and NS will introduce
a brand new set of security and privacy challenges. Fig. 4
illustrates the overall view of 5G Security requirements which
has built based on these three components.

A. Motivation of the Paper and Comparison with Other Sur-
veys

In this survey, we aim to provide an overview of the
cutting-edge technologies (e.g., SDN, NFV, MEC, etc.) that
are the main building blocks of 5G network. Another aim
is to understand the security and privacy advances from the
viewpoint of SDN, NFV, MEC, etc. To this aim, we mainly
focus on the contributions from both academia and industry
that are addressing security and privacy of 5G networks.
As highlighted in Fig. 4, this survey has also focused on


