Realizing Digital Identity in Government: Prioritizing design and

implementation objectives for Aadhaar in India

Umar Bashir Mir
Ph. D., Student
Indian Institute of Technology Delhi, New Delhi
National Capital Territory of Delhi, India
Email: umarmirl23@gmail.com

Arpan K. Kar
Associate Professor
Indian Institute of Technology Delhi, New Delhi
National Capital Territory of Delhi, India
Email: arpan_kar@yahoo.co.in

Yogesh K. Dwivedi
Professor
Swansea University, UK
Email: y.k.dwivedi@swansea.ac.uk

M. P. Gupta
Professor
Indian Institute of Technology Delhi, New Delhi
National Capital Territory of Delhi, India
Email: mpgupta@iitd.ac.in

R.S Sharma
Chairman
Telecom Regulatory Authority of India (TRAI), New Delhi
National Capital Territory of Delhi, India
Email: cp@trai.gov.in

Abstract: With the increasing levels of digital transformation, focus on digital
identities of individuals is increasingly getting prominence. It is the information

captured as part of the identity surrounding the citizens which decides what

services and products one is entitled to and can access. At present, there are still
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around 1.1 billion people in the world without any official identity. To address
this concern, United Nations through its 16th Sustainable Development Goals
(SDGs) recommended governments to provide their citizens with unique
identities by 2030. India’s Aadhaar is one significant step in this direction as it
has already reached over 1 billion enrolments in India. However establishing a
national digital identity program successfully requires expertise, time, and huge
financial commitments. This paper takes Aadhaar as a case study and uses Design
Theory (DT) and Critical Success Factor theory (CSF) as a theoretical lens and
attempts to evaluate design and execution choices made during the tenure of the
project. The study also identifies and prioritizes primary goals of Aadhaar based
on the secondary data, expert opinion through a Focus Group Discussion (FGD)
and subsequently systematic prioritization using mixed research methodologies.
The expert opinion from the FGD was analyzed using the Best-Worst method
(BWM), followed by the Total Interpretive Structural Modeling (TISM) method
and Matrix of Cross Impact Multiplications Applied to Classification (MICMAC)
analysis. The study identified uniqueness, security and privacy as the top priority
goals in an identity system and is 11 times more crucial than scalability which is
identified to be of lesser priority. These findings from this study could be
considered as a reference for other countries that aim to develop and implement
digital identity for its citizens.

Keywords: Digital Identity, Aadhaar, Design Theory, e-Governance, Critical

Success Factor, Best-Worst, TISM



1. Introduction

Identity is a multi-faceted concept, and defines an individual uniquely. It is comprised of
those attributes that makes an entity unique and distinguishable from others (Olson, 2015).
(Ben Ayed, 2014) also defined identity as a set of qualities and characteristics, by which an
entity can be defined, distinguished and recognized in comparison to other entities. With a
focus on context, International Telecommunication Union (ITU) has defined identity as a set
of one or more attributes that distinguish a particular entity within a context (ITU-T, 2010).
The International Organization for Standardization (ISO) defines digital identity as “item
inside or outside an information and communication system, such as a person, an
organization, a device, a subsystem, or a group of such items that has a recognizably distinct
existence.” (1SO, 2011). Further, World Economic Forum (WEF) defined digital identity as
“collection of individual attributes that describe an entity and determine the transactions in
which that entity can participate” (Mcwaters, 2016).

India became the first nation with a population exceeding 1 billion citizens to
implement digital identity for all its citizens. With a population of 1.3 billion (Bank, 2016),
India is second most populous country in the world. For such a country to roll out a program
like Aadhaar, which is world’s largest digital identity program as of July 2019, by Unique
Identification Authority of India (UIDAI) in itself is a big challenge considering various
practical challenges like high illiteracy rate (26% as per 2011 census), diverse cultures,
political beliefs, varied demographics and many more. The primary purpose of Aadhaar —
Unique Identification and Online Authentication, is achieved by the technological
advancements in biometrics (Gelb & Clark, 2013). Aadhaar is a combination of 12-digit
random number (Barnwal, 2015) tightly coupled with biometric details of an individual like a
photograph, fingerprints, iris and demographic information like age, date of birth, gender and

address. India has issued Aadhaar cards to more than 1 billion residents after initial launch



(Dixon, 2017). As of February 2019, more than 1.2 billion people have already been issued
Aadhaar numbers (UIDAI, 2019) and hence it surpasses the US's biometric project called
VISIT, which was earlier considered to be the world's largest biometric project (Epstein,
2008). This current study is much needed for giving a roadmap for implementation of digital
identity considering the recent recommendations by United Nations in its 16th SDG that each
individual should be provided a legal identity by 2030 (UN, 2016). One of the driving
motivation for this study is that at a global level, despite the focus brought out in the 16th
SDG of the UN, 24% of the developing countries do not have any form of digital identity
system, and among others only 3% of the countries have foundational identity system that
could be used in both online and offline domains (BankWorld, 2016; Segovia, Alvaro, &
Enriquez, 2018). Countries that do not possess any national identity scheme could use this
roadmap such that the desired objectives of identity for all is achieved in a timely and cost-
efficient manner. For meeting such an objective, this study is useful for benchmarking design
and execution objectives of digital identity programs, considering its developmental cost,
reach and the technologies used.

E-government projects fail because of the multiple reasons (Aladwani, 2016;
Anthopoulos, Reddick, Giannakidou, & Mavridis, 2016; Elkadi, 2013). One of the main
reasons for the failure of e-government projects is the divergent interests and differences in
the stakeholder expectations from the project (Sivamalai, 2013). Further, Sivamalai using
Social Construction of Technology (SCOT) framework studied how different stakeholders
perceive Aadhaar differently and how the analysis of design decisions before implementation
could solve this problem. The present study takes it forward from there and evaluates the
design and implementation decisions made during the tenure of the project such that the risks
of the possible project failure could be mitigated. This study makes an attempt to breakdown

the complexity of developing a digital identity system like Aadhaar in a way that it becomes



easier for others to follow the process and develop a biometric based digital identity system
based on their requirements.

To understand the implementation of Aadhaar, an in-depth analysis of Aadhaar from
planning to implementation phase is required. The selection of over-arching goals for
Aadhaar and multiple criteria associated with each goal can be considered as a MCDM
problem because each goal is dependent on multiple factors/criteria that need to be taken care
of right from the planning phase. From theoretical perspective this study uses CSF and DT to
study overarching goals and their design and executions choices respectively. Both the
theories have been used extensively in the e-government literature e.g. (Rana, Dwivedi, &
Williams, 2013) used CSF to identify challenges and barriers of e-government adoption,
(Akhtar Shareef, Kumar, Kumar, & Dwivedi, 2014) identified ability to use and assurance to
use as the critical factors in the adoption of electronic government, (Shah, Braganza, &
Morabito, 2007) identified organizational factors critical to e-business, and (Bergeron &
Bégin, 1989) highlighted the use of CSF in evaluating information systems. Similarly, extant
research literature about DT is nicely covered (Agogué & Kazakci, 2014). Studies have
proposed DT for market surveillance (Li, Sun, Chen, Fung, & Wang, 2015), digital platforms
supporting online communities (Spagnoletti, Paolo, Resca, & Lee, 2015), and for developing
policy alternatives (Pluchinotta, Kazakci, Giordano, & Tsoukias, 2019). Some of general
utility areas of DT are design and development of policies (Esfahlan & Valilai, 2019;
Howlett, 2014; May, P.J, 2003; Mintrom & Luetjens, 2016) and decision making (Le
Masson, Hatchuel, Le Glatin, & Weil, 2019).

This study attempts to address following research questions:

e What are the overarching design and implementation goals of India’s digital

identity — Aadhaar?



e How can we establish the priority among these overarching design and
implementation goals?

e What are the influencing factors that made it possible to design, develop and
implement such a large scale biometric digital identity program?

To answer these questions, a MCDM method, namely the Best-Worst MCDM method
has been adopted for evaluating the experts’ feedback gathered from a multi-stakeholder
workshop. All these experts were identified from the government and private sector having
direct and senior role in the implementation of Aadhaar. Inputs from experts are analyzed and
transformed into the list of weighted criteria based on their significance corresponding to the
primary goals of Aadhaar. This prioritization will be helpful in forming an implementation
and risk assessment roadmap for large projects similar to Aadhaar and can enhance the
probability of a project to be successful. It can also increase the transparency, acceptance and
utility of a particular project. Further, two well established methodologies, TISM and
MICMAC analysis are used to verify the BWM results.

The remaining sections are organized as follows: Section 2 describes the unique
identification concept primarily from biometrics perspective, including its functional utility,
technical architecture and process flow. Section 3 presents Aadhaar as a digital identity case
study. Section 4 discusses about the research gaps in the domain and contribution made. The
theoretical lens for this study is covered in section 5. Section 6 introduces the focus group
followed by data analysis part of the study using BWM for prioritization. Verification of
BWM output using TISM and MICMAC is covered in section 7 and finally, discussions
about the theoretical and practical contribution of this paper along with the future research

directions are explained in section 8.



2. Literature Review

This section is subdivided into three sub-sections. The first subsection focuses on the utility
of biometrics for citizens from a functional perspective. The second sub-section explores the
technical architecture for such a solution and process mechanism for biometrics in practice is
explained in the third sub-section.

2.1 Biometrics for Citizens — The Functional Utility

Biometrics could be used for identity recognition based on various biological traits like voice,
iris, face, fingerprints, palm, DNA, ear, retina or behavioral characteristics like handwriting,
signature and body movements, also called gait (Hoang & Caudill, 2012) Among all;
fingerprints are the oldest biometrics in use. Traditionally, fingerprints were used in ink and
paper documents for legal purposes. In the recent past, DNA as biometric has also gained
much interest among researchers. However, any biological or behavioral trait can be used as
biometric characteristics as long as it agrees to the criteria shown in Table 1.

Table 1: Biometric selection criteria

Criteria Description

Universal | Every individual should have the particular biometric attribute. The attribute
must be scarcely lost to accidents or health related illness.

Unique Biometric attribute should be different for each individual. Attribute should
possess distinct properties such that one individual could be distinguished from
other.

Permanent | Attribute should remain unchanged indefinitely. It should be constant over the
period of time and should not be subjected to any major change.

Recordable | Once captured, biometric attribute should be storable such that it becomes easy
to handle and perform operations on it.

Based on the unique features of biometrics, biometrics based technologies have a wide
scope of applications like logical or physical security (Hodeghatta & Nayak, 2014),
surveillance (Bouchrika, 2017), healthcare (Marohn, 2006), law enforcement (A K Jain,
Ross, & Prabhakar, 2004), time and attendance (Fenu, Marras, & Boratto, 2018), and

electronic signatures (Nunno, 2000). These studies highlighted that the design and execution




goals of any digital identity should address universality, distinctiveness, permanence,

collectability, performance, acceptability and circumvention.

2.2 Biometrics for Citizens — The Technical Architecture

It is found that researchers started publishing about biometric systems from 1960's. In the
year 1963, Mitchell Trauring published his work on fingerprint matching on automated
biometric recognition (Trauring, 1963). After that, other biometrics have been used in various
automated biometric systems like voice (Pruzansky, 1963), signature and Hand geometry
(Mauceri A.J, 1965) and iris (Daugman, 1993) systems were also developed subsequently.
Biometric systems have evolved over a period and have improved considerably
regarding performance, accuracy, and usability. Any new biometric technology is evaluated
against the benchmark set by National Institute of Standards and Technology (NIST) before it
can be made available for commercialization. NIST evaluation process is very complex and
takes into consideration various test conditions before finalizing the results (NIST, 2013).
The detailed explanation of these test conditions adopted by NIST is beyond the scope of this
paper. However, a few important parameters that Digital Identity Systems (DIS) use globally
has been illustrated in appendix section A.l. Some of the state-of-the-art biometric
technologies can achieve greater accuracy (Phillips, Flynn, & Bowyer, 2017). An overview of

the comparison of various biometric identifiers based on their application and design goals is

illustrated in Table 2.

Table 2: Important factors in biometric identity of citizens, extended from A. K. Jain et al.,
(2004)
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Permanence
Collectability
Performance
Acceptability
Circumvention
Inbuilt security
Processing cost
Convenience
Robustness
Utility

Where H = High, M = Medium, and L = Low labels are based on the authors perception.
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2.3 Biometrics for Citizens — Process Flow

The National Science and Technology Council provides the following overview of biometric
system components: “A typical biometric system comprises of five integrated components: A
sensor is used to collect the data and convert the information to a digital format. Signal
processing algorithms perform quality control activities and develop the biometric template.
A data storage component keeps information with which new biometric templates will be
compared to. A matching algorithm compares the new biometric template to one or more
templates maintained in data storage. Finally, a decision process (either automated or human-

assisted) uses the results from the matching component to make a system level decision.
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Fig. 1. Process blueprint for the verification process through a biometric system

Fig 1 illustrates a process flow of a typical biometric system and categorizes processes
into three stages, citizen enrolment, citizen on-boarding and decision making. Citizen
enrolment is the first stage where in data is collected from the citizens and made ready for

further processing by cleaning and filtering data from noise. In the second stage biometric



templates are generated after feature extraction and in the final stage these templates are
permanently stored in the database for decision making.

Classification of authentication systems can be done based on what an individual has
(e.g., tokens, smart cards), what the individual knows (e.g., PIN, passwords) and what the
individual comprises of (e.g., iris, fingerprints). As per Census 2011 there are about 104
million elderly people aged above 60 years who often forget access credentials and is
expected to grow to 173 million by 2026 (GOI, 2016). Also such users often share their
credentials to others to access the services, due to which two factor authentication systems
became popular (Singh, Cabraal, Demosthenous, Astbrink, & Furlong, 2007). Similarly,
biometric systems could also get compromised, as demonstrated by Professor Tsutomu
Matsumoto at Electric Imaging 2002 conference. He developed a fake finger with gelatin and
used a simple digital camera and a computer to fool a biometric device 80% of the time (BBC
News, 2002). However, with recent advancements in biometrics technology can detect fakes
by considering factors like sweat pores, conduction properties and finger on contorts the
surface of a biometric scanner (Anil & Sharathchandra, 2001).

It is important to note that biometric-based systems are not entirely foolproof (Pagnin &
Mitrokotsa, 2017). Even though biometric technology has come a long way in the last five
decades, it still has challenges and issues that are not sufficiently addressed yet (Béalint &
Bucko, 2013; Chandra & Calderon, 2005; Anil K. Jain, Nandakumar, & Ross, 2016; Uludag,
Pankanti, Prabhakar, & Jain, 2004). Resolving biometric technology issues in it-self is a
separate research area, and researchers are actively working in this field (Abate, Marcialis,
Poh, & Sansone, 2019; Arutyunov & Natkin, 2010; Baichoo et al., 2018; P.Down & J.Sands,

2004).



3. Aadhaar - The Indian Case Study

In 2009, Government of India came up with a proposal to provide every citizen of India a
Unique Identification which can be used to provide benefits of various government schemes
to desirable citizen directly. Considering the fact that India is the second most populous
country in the world it was extremely vital to use some technology which can effectively and
efficiently serve the purpose. With continuous improvement in accuracy and reliability of
biometric technology, it was one of the best options available for identifying people uniquely.
The primary purpose for rolling out Aadhaar was (a) to ensure proper utilization of
government subsidies (b) to provide a unique identity to every citizen of India which can be
accepted as identity and address proof throughout India (c) to tackle illegal immigrants (Dass,
2011; Ronald, Elizabeth, Noopur, & Neil, 2017; Zelazny, 2012). Technological architecture
of UIDALI is shown in Fig 2. For the implementation of Aadhaar, it was very vital to have a
mechanism that can deal with duplicates, be time efficient, scalable and should be feasible to
integrate with other existing systems like Public Distribution Systems (PDS). The
government took a transformational decision to implement AADHAAR which is based on the
demographic and biometric details of a person. To decide which biometrics to use, a
Biometric Committee was constituted which presented its report (Zelazny, 2012) to UIDAL.
Finally, demographic details, photograph, fingerprints of 10 fingers, and iris of both eyes
were included as necessary data inputs for the issuance of unique Aadhaar number (UIDAI,
2009). Rolling out an identity system which could suffice such a heterogeneous population
was a big challenge for UIDAI. Aadhaar was launched with the intention to provide legal
identity to the residents of the country so that they could avail various welfare benefits which
they were denied earlier because of the lack of official identity documents. In addition to that,

it was also intended to reduce corruption, reduce intermediation and agency costs, avoid



identity related frauds and most importantly to increase participation of people in various
government sponsored welfare schemes.

It can be observed from the Table 2 that no single biometric technique can out-perform
others in all factors and hence a combination of biometric technologies is required based on
the importance of each factor in a particular application. As a pre-study to establish the
feasibility of Aadhaar, we performed a first-hand check of the methods of digital identity, as
illustrated in Table 2. Our exploratory study indicated that biometrics used in Aadhaar -
Photograph, Finger-print, and Iris, complement each other in all factors. It indicates that
Aadhaar has required biometrics in place to deal with de-duplication, scalability, and

uniqueness of its Central ID Repository.
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Fig. 2. Technology Architecture of Aadhaar (Adapted from UIDAI, 2010)

Where, FK = Foreign Key, PK = Primary Key, PDS = Public Distribution System, POS = Point of
Sale, RDPR = Rural Development and Panchayath Raj, and PAN = Permanent Account Number



India is the only country with such a large scale for national identification of its citizens
(exceeding 1 billion) through Aadhaar. As of February 2019, more than 1.2 billion citizens
out of 1.3 billion have enrolled under Aadhaar (UIDAI, 2019). Notably, India is not the only
country to implement national identification program, some of the other countries as shown
in Table A.1 have similar identification programs like Aadhaar although their purpose varies.
4.  Research objectives
The utility, design and governance of digital identity system is an emerging area of research
which has not been studied much (McKinsey, 2019). Development, governance and
implementation of e-ID for public e-service delivery is quite challenging and requires a lot
coordination (Melin, Axelsson, & Soderstrdm, 2016). Some Journals have published special
issues specifically for electronic identity and eGovernment related research covering the
multi-dimensional perspectives of e-IDs and its challenges and applications (Gal & Whitley,
2011; Irani et al., 2016; Meier & Teran, 2019; Whitley, Gal, & Kjaergaard, 2014). In
(Lentner & Parycek, 2016), authors have examined different legislative approaches adopted
in four European countries with focus on identification and authentication in customer-to-
government eGovernment services, similarly, (Seltsikas & O’Keefe, 2010) studied challenges
faced by stakeholder in developing, implementing and maintaining trusted e-1Ds, (Hedstrém,
Karlsson, & Sdderstrom, 2016) identified usability, attitude, behavior and privacy concerns
as primary challenges in implementing elD in healthcare.

To the best of our knowledge, there is no such study found in the literature which has tried to
prioritize the attributes of any biometric identity project like Aadhaar and their
interdependence with each goal. Majority of the research on Aadhaar explores the application
side of it, e.g., electronic voting, payment systems, continuous verification of online exams,

financial inclusion, healthcare sector and in government welfare schemes. Therefore, the



motivation for this research is to analyze Aadhaar project from design and implementation
perspective thoroughly. This study deals with three main objectives:
e To identify overarching goals of Aadhaar and their significance in a biometric based
digital identity system.
e To identify design and execution goals of Aadhaar corresponding to each overarching
goal and their significance and inter-linkages with respect to goals.
e To establish how these goals are linked to each other in meeting the overarching

objectives of the project.

This study contributes to three perspectives. First, it prioritizes the attributes of Aadhaar
for each goal based on the expert opinion. It gives us an opportunity to uncover how Aadhaar
project was approached during its incremental implementation phase which led to its
successful implementation. This study could act as a reference for implementation of similar
large size biometric programs in future.

Second, methodologically, we also attempt to demonstrate the application of the BWM
method on a real world, highly complex group decision-making problem. This study could be
used as a valuable case for the validation of BWM on real-world decision problems involving
more than a single decision maker. Further, the results of BWM is again verified by TISM
and MICMAC methodologies for identifying consistency in results. The case study highlights
how such an approach can be effectively used for prioritization and decision making, for
complex problems involving multiple factors.

Thirdly, from theoretical perspective, DT for digital identity system is integrated with
CSF for a better understanding of digital identity systems. Both these theories are well
explained in the literature as mentioned in the introduction section and in the section for

theory development.



5. Theoretical lens

Theories like Deferred Action Theory (DAT), systems theory, and stakeholder theory are
options available that could have been used in this study, but DT is chosen over others
because DT is more suitable for this study as elaborated subsequently.

DAT is relatively new as compared to DT. The basic building blocks of DAT are
planned action, emergence, and deferred action (Schneberger, 2012). It helps to discover the
impact of emergence on the company and system design (Patel, 2007). DAT is suitable for
conceptualizing systems that are operating in a dynamic neighborhood and thereby causing
systems and organizations to be emergent (Patel & Hackney, 2010). DAT is relevant and
could have been used in this study as the primary theoretical lens but DT is preferred over
DAT because the researchers across specializations have widely accepted the former one
when stable systems are planned. Moreover, this study analyses an existing systems rather
than conceptualizing a new non-existent system and the possibility to evaluate a product and
its development process followed makes DT a better choice.

In similar lines, systems theory is used to explore a complex set of interacting
elements in a system (Daniél F M Strauss, 2002; VVon Bertalanffy, 1956). Systems theory and
its variants have been widely applied in various research areas like personality development
(Millova & Blatny, 2015), motivational development (M.E. Schneider, 2001; Marianne E.
Schneider, 2015), organizational behaviour management (Ludwig, 2015), healthcare
(Champion, Kuziemsky, Affleck, & Alvarez, 2019; Clacy, Goode, Sharman, Lovell, &
Salmon, 2019), governance (Timoshenko, Kuruppu, Badshah, & Ambalangodage, 2020;
Zahra Mansoor & Williams, 2018), and marketing (Mele, Pels, & Polese, 2010). Systems
theory does not provide a sophisticated mechanism to identify the problems that designers
may encounter (Buchanan, 2019). The theory is based on the assumption that a system is

composed of the entities that interact with one another, which in turn depicts a system as a



self-regulating entity. The focus of this study is to analyze the development and
implementation of Aadhaar which is not the main focus of systems theory and this does not
make systems theory a best choice for this study as compared to DT.

Further, Stakeholder Theory (ST) is a proven and widely applied theory in various
areas of research for focusing on groups which are vital to the survival of the organization
(Freeman, 1999; Stieb, 2009; Schneberger, 2012; Singh, Kar, & llavarsana, 2017). The
significance of stakeholders in e-governance research has been extensively acknowledged in
the literature (Knol, Janssen, & Sol, 2015; Brooks, Janssen, & Papazafeiropoulou, 2018;
Janssen & Estevez, 2013; Singh et al., 2017). ST is relevant in the context of this study and
could be used as a central theoretical lens, but because the main focus of this study is to
analyze the design and implementation process of Aadhaar explicitly, we have strictly
restricted our analysis to single stakeholder category that is primarily responsible for the
development and implementation of Aadhaar. While extending this study, we will be taking
multiple stakeholders into consideration like citizens, NGOs, and other public and private
sector participants.

This study attempts to validate the Aadhaar biometric identity system through the lens of DT.
DT is often applied to both processes and/or products (Gregor & Jones, 2007). In this
research we have used the lens of information systems DT (Walls, Widmeyer, & El Sawy,

1992) as a baseline for analyzing the project of Aadhaar system.

5.1 Design Theory

DT is a widely accepted and implemented theory (Hatchuel et al., 2016). DT focuses on the
importance of early stakeholder engagement (Liedtka, King, & Bennett, 2013). It evaluates
and examines design as a concept and enables us to verify if the product and the process

followed to develop this product, satisfies the fundamentals of the DT,



DT has been defined through multiple lenses like prescriptive by (Walls et al., 1992),
practical by (Goldkuhl, 2004), principle based by (Markus, Majchrzak, & Gasser, 2002)
,basis for action by (Gregor & Jones, 2007) and dualist construct by (Simon, 1996; Walls et
al., 1992). Walls divided DT for information systems into two major components “Design
Product” and “Design Process” and defined DT for information systems as “a prescriptive
theory based on theoretical underpinnings which says how a design process can be carried out
in a way which is both effective and feasible”.

In this study we have applied DT to analyze the process of developing a digital identity
system in India. Purpose of understanding and breaking down the whole developmental
process of Aadhaar using the DT is to validate the approach adopted which in turn will be
beneficial for the countries that might consider Aadhaar as a reference to build their own
similar biometric identity system. We use DT to provide an explanatory view of an already
implemented digital identity system —Aadhaar. Theoretical approach stresses upon “why”” and
“how” aspects of the system components. Meta-requirements justifies why a particular goal is
important and meta-design explains how to achieve a particular goal with the help of design
and execution choices. Components of digital identity DT using CSFs are shown in Fig 4.

5.2 ldentification of CSFs of digital identity system

Identification of vital parameters in Aadhaar system is studied through CSF theory approach.
Data was collected from the existing academic research articles, official reports from UIDAI,
news articles, and from experts who were directly involved with the Aadhaar project right
from the beginning. Focus was to cover all the preliminary goals of Aadhaar no matter how
latent they are (refer Table A.2 in appendix for details).

Critical success factors theory: Our research is rightly placed within the theory of CSF.
CSF theory is defined as “the limited number of areas in which results if they are satisfactory

will ensure successful competitive performance for the organization”. CSFs were originally



defined by (Boynton & Zmud, 1984) as “those few things that must go well to ensure
success”. For any large project, the most tedious and challenging tasks are to take right
decisions at right time, without taking any risk for granted. The implementation of CSF
theory enables to facilitate stakeholders to focus on the significant factors that could lead to
achieve a desired goal successfully (Bai & Sarkis, 2013). Thus any initiative taken by an
organization must ensure that the performance of critical factors remains high or else there is
a possibility that the target goals of an organization may not be achieved.

We conducted a comprehensive literature review of various secondary data and research
papers related to digital identity across economies from the Scopus database. Apart from
research articles, we also considered official reports from government especially UIDAI and
news articles published by some of the leading online news portals. A total of forty
preliminary goals were identified that are refined regrouped, renamed and classified into
fourteen generic themes out of which nine were selected as CSFs (these form the Meta-
requirements) by experts (see Table A.2). Initial classification was done by the authors based
on their experience and understanding of literature and classified forty preliminary goals into
fourteen themes. Out of fourteen themes, nine were selected by experts after building
consensus for the same in three iterations. The final nine accepted labels are shown in Table
A.2 in appendix section, and are used for further analysis and address our first research
objective i.e. to identify CSFs of Aadhaar. The overall research roadmap is shown in Fig. 3

below.
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5.3 Meta-Requirements of digital identity system derived from CSFs

It identifies the list of goals on which theory is applied. For the identification of goals
literature review is done that resulted into an extensive list of objectives which was then
refined i.e. duplicates were removed, similar ones were combined, and loosely related ones
were dropped from the final list based on expert opinion. From the initial forty preliminary
objectives, nine goals were shortlisted using CSF theory. These nine goals form meta-

requirements for this study.



5.4 Design Method of digital identity system

Design method in this case is a composition of two sub-processes, identification of design
choices and execution choices. It was observed that some of the design choices are related to
multiple meta-requirements but vary in degree of significance. Dependence of design and
execution choices on each meta-requirement is shown in Table A.8 in appendix section. The
design and execution choices focus on three aspects of implementation i.e., operational part
focusing on the “how” aspect of fulfilling meta-requirements, technological part focusing on
the set of technologies needed in the system and social aspect focusing on the societal
parameters that play a vital role in the acceptance and effectiveness of the system.

Design choices: Corresponding to nine meta-requirements identified, a total of 17
design choices were made during the tenure of Aadhaar system. The set of design choices
were identified from the extensive literature review and verified by the experts before
processing it further in the study. Design choices ensure that corresponding to each meta-
requirement, a set foundational design criteria are fulfilled.

Execution Choices: Corresponding to 9 meta-requirements identified, a total of 23
execution choices were identified in a similar manner as meta-requirements. It is observed
that some of the choices are common in design and execution choices of meta-design (see

Table A.8 in appendix). The relation between design and execution choices is many-to-many.
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5.5 Meta-validation of system

Aadhaar digital identity system is tested in two phases. Based on the meta-requirements and
meta-design, UIDALI in 2010 conducted a proof-of-concept study in the three states of India
i.e. Bihar, Karnataka, and Andhra Pradesh. This helped in identifying the lacunas in the initial
version of the scheme. The gaps identified in critical areas like workflow, policy, and system
design were addressed in the modified version of scheme and then launched in other parts of
the country with corrective measures in place (Zelazny, 2012). Prototyping is considered as a
good low-cost tool to gain design information in the early part of design process (HALL,
2001). Another signal depicting successful implementation of Aadhaar could be that more
than 20 countries are keen to implement Aadhaar and its underlining technology for its
citizens (OECD, 2018). We tried to summarize impact of Aadhaar corresponding to its goals

and understand if intended goals of Aadhaar are being achieved in practice or not. Evidences



suggest that goals are being achieved to a larger extent but there are some cases were

progress is still slow. List of evidences corresponding to each goal are shown in Table 3 and

provides a birds-eye-view about the accomplishments of Aadhaar. It tries to explain the

impact of each goal in practice.

Table 3: Validation of Aadhaar

Goal Validation check

Building it as a Linking 252 welfare schemes; distributed compute platforms; serving

platform billions of requests daily; data sharded across multiple databases

Future-proofing of Use of open-source technology; open APIs for linking services;

technology Aadhaar number is blocked on the death of the holder;

Data Security and Option to generate Virtual ID via Aadhaar; limited access to stored

privacy personal information; No option to download data; 2048 bit
encryption with 256 bit hash

Scalability Use of open standards; supports large scaling of enrolments and
authentications;

Inclusion 99% Coverage; 0.14% failure to enroll; started face ID for enrollment

Uniqueness of IDS

Random number; necessary inclusion of Iris demonstrated with proof-
of-concept

Cost Optimisation

less than 100 Indian Rupees per person

Speed

Time required to enroll a single person is approximately 3 minutes; 1
to 4 million enrolments a day; demand based allocation of manpower
for enrollment

Resident
Convenience

36000 enrolment station operated by 83 agencies via 400 registrars
across 32 states and union territories; started face 1D for enroliment;
home delivery of Aadhaar via speed post in less than 30 days;

Another approach used for meta-validation of the system is by analyzing the research

literature on Aadhaar. We searched for “Aadhaar” keyword on Scopus which is the largest

peer-reviewed database. Only journal articles were taken into consideration and a total of 76

articles were retrieved out of which 38 articles were found relevant for the study. Authors

classified 38 articles manually into three categories based on whether article is in support (17

studies), against (15 studies) or neutral (6 studies) towards the Aadhaar project.

6. Research Methodology

This study adopted focus group methodology to identify the confidence levels between the

over-all objectives, design, and execution of Aadhaar project as it is cost effective (Morgan,

1996) and time efficient (Caroline Tynan & Drayton, 1988) in case of in-depth information




retrieval about a particular topic is needed. FGD is very useful when there is not much
research literature available on a particular topic (Krueger & Casey, 1994), which holds true
for this study. Focus group methodology also known as group interviews is a well-known
interactive and systematic technique for receiving the opinion of experts on particular issues.
It has been used in the various domains like supply chain management (Lambert & Enz,
2017), smart city selection (Kumar, Singh, & Gupta, 2018), business communication
(Hartman, 2004), information systems (Burgess, 2010), and logistics (Coule, 2013;
O.Nyumba, Wilson, Derrick, & Mukherjee, 2018). FGD is an amalgamation of people from
similar backgrounds or experiences together to discuss a particular topic. It falls under the
qualitative research category where questions are asked based on the perception, beliefs,
opinions or ideas. All members of FGD are free to talk with each other and have discussion
based communication. Typically the number of people in a group varies from 6 to 12 people
(Wilkinson, 1998). This whole discussion is led by an interviewer specifically called

moderator who is responsible for directing the overall discussion.

In this study, an eight-member focus group was formed, each related to Aadhaar project
directly and having more than fifteen years of experience in developing and implementing
eGovernment projects. The eight experts ranging from senior management professionals,
Indian Administrative Service Officers, Deputy-Directors and Secretaries were directly
involved in identifying the CSFs of Aadhaar. Identified factors were filtered and validated by
the experts, and the final list of CSFs was selected based on the consensus of all the experts.

Details of the focus group members are shown in appendix section A.2. Since it was not
feasible to arrange a face-to-face meeting with all the group members (many of who were
very senior government officials) at a particular location because of their geographical

dispersal, a tele-conferencing focused group discussion was conducted. Finally, documents



were collated by the authors after consensus was achieved, and results were analyzed using
the BWM Method.

5.1 Data Analysis

MCDM Methods

Since this study is based on the evaluation of multiple criteria's for making a final decision,
we should use some MCDM method. There have been various MCDM methods applied in
the literature (Triantaphyllou, 2013) (Wang, Chen, & Richards, 2018) (Kubler, Robert,
Neumaier, Umbrich, & Le, 2018). MCDM allows us to evaluate numerous criteria with
varying weights. From the literature, we found multiple MCDM methods being proposed and
their applicability in various sectors. Each MCDM method has its own advantages and
disadvantages. In Table A.3 we tried to summarize some of the commonly used MCDM
methods which could also have been used in our study. We mainly focused on preferred
application area, advantages and disadvantages of a particular MCDM method.

Prioritization Approach - Best-Worst Method (BWM)

Many MCDM methods are available among those we choose recently developed MCDM
know as Best-Worst Method (Rezaei, 2015, 2016). The reason to choose BWM is because it
produces more consistent results, requires fewer data points, does not rely on complete
pairwise comparison matrix like AHP and has sophisticated pairwise comparison procedure
(Rezaei, 2015). It is also believed by the decision makers that, BWM is very close to how
they actually process and make decisions in real life scenario. Because of its simplicity and
capability to produce consistent results, this method has been used in many problems like
identification of factors that influence standard dominance in business to government data
exchange (Kaa, Janssen, & Rezaei, 2018), supplier classification (Torabi, Giahi, &
Sahebjamnia, 2016), risk assessment (Torabi et al., 2016) innovation management (Gupta &

Barua, 2016) supply chain management (Badri Ahmadi, Kusi-Sarpong, & Rezaei, 2017; Wan



Ahmad, Rezaei, Sadaghiani, & Tavasszy, 2017) , logistics performance measurement

(Rezaei, Roekel, & Tavasszy, 2018), measurement of research and development performance

(Salimi & Rezaei, 2018), and scientific output evaluation (Gupta & Barua, 2016).

Based on the academic literature and official government reports published by UIDAI from

time to time, (Ronald et al., 2017; UIDAI, 2010; Zelazny, 2012) a list of nine over-arching

goals were identified. Inputs provided by the focus group were evaluated against these goals.

The complete list of identified goals is shown is Table 4 and explained in detail in appendix

section A.2.

Table 4: Identification of Goals

Goal Definition/description Supporting References

Uniqueness | Signifies that an identifier is unique in the database. | (Laurent & Bouzefrane,
De-duplication achieved by using multiple attributes. | 2015; UIDAI, 2010)
Enables one-to-one association between identifier
and individual.

Inclusion Every resident of the country has to have one (Jacobsen, 2012; Sharma,

Aadhaar number.

2016; UIDAI, 2010)

Convenience

Getting Aadhaar should be easy in terms of
enrolment, collection and modification of details for
beneficiary.

(UIDAI, 2010)

Cost- To reduce the overall costs of Aadhaar project such (Ronald et al., 2017,
optimization | that it is economically feasible for both government | Sharma, 2016)
and residents.
Speed To ensure coverage of target beneficiaries in a (UIDAL, 2010)
limited time frame.
Scalability To utilize such technologies and algorithms which (UIDAL, 2010; Zelazny,
are scalable and can keep up with the continuous new | 2012)
enrolments in Aadhaar.
Platform To develop Aadhaar as a technology platform that (Dass, 2011; Ronald et al.,

Development

can provide yes/no answer such that it could be used
in number of different domains.

2017)

Technology
Adaptation

To adopt to information and communication
technologies which have lesser chances of becoming
obsolete in near future.

(Zelazny, 2012)

Security and
Privacy

The data of 1.2 billion Indian residents is stored and
hence the criticality of information security and
privacy

(Agrawal, Banerjee, &
Sharma, 2017; UIDAI,
2010)




7.  Results

In this study, multiple criteria which are vital for each goal were identified and BWM s
applied to compute weights of these criteria. Prioritization is done at two stages, first
corresponding to each goal its design and execution choices are prioritized which depicts the
importance of each criterion and second nine identified goals of Aadhaar are prioritized to
develop a final hierarchy of goals based on their significance making it easier to follow and
replicate. It will help in taking up the most important goal and then, based on their priority
order of design and execution choices could be followed to ensure success in implementation.
Next, as an example, we have shown implementation of BWM on design choices of
uniqueness goal in appendix section A.3. Similarly prioritization of each criteria for each goal
is computed which depicts the relative importance of a particular criteria in achieving a
particular goal. Detailed results for remaining goals are added in the appendix section A.2.

In addition to prioritizing criteria for each identified goal, we have attempted to
prioritize the over-arching goals of Aadhaar. Here also BW method is used for prioritizing
these goals. From the Table 5 below it could be observed that out of nine goals Uniqueness
has the highest priority followed by Data Security and Privacy, Resident Convenience, Cost-
optimization, Speed, Inclusion, Building it as a platform, Future-proofing, and Scalability.
This prioritization could help in resource/budget allocation for each goal based on its
importance for designing similar biometric identification programs.

Table 5: Prioritization Summary of Goals of Aadhaar

Goal Weight | Priority | #Design | CR of | #Execution CR of

Criteria | Design Criteria | Execution
Criteria Criteria

Uniqueness of | 0.294 1 3 0.090 5 0.001

IDS

Inclusion 0.059 6 3 0.134 4 0.150

Resident 0.119 3 8 0.075 6 0.070

Convenience

Cost 0.089 4 9 0.046 10 0.06

Optimisation




Speed 0.071 5 3 0.135 9 0.064
Scalability 0.025 9 1 _ 4 0.091
Building it as 0.051 7 1 _ 6 0.084
a platform

Future- 0.044 8 1 _ 5 0.071
proofing of

technology

Data Security 0.179 2 8 0.05 7 0.079
and privacy

Where, CR is consistency ratio
Further to verify our results, we used TISM Methodology for analyzing the
relationship among the goals; and MICMAC analysis to identify the driving and dependent
power of each goal. Idea is to check if computed priorities of goals are also supported by
TISM and MICMAC analysis or not. To keep it less textual we have used shorter labels for
goals and assigned code to each goal for computation as shown in Table A.4 in appendix.

6.1 TISM/ISM

Total Interpretive Structural Modeling originated from Interpretive Structural
Modeling — a process which is employed to transform unclear and ambiguous mental models
into clear visible models (Sushil, 2012). TISM tries to address the limitation of ISM by
answering one basic question of “why”. TISM and ISM has been widely used, (Kumar et al.,
2018) used it for choosing a city for smart city project, for food logistics (Shankar, Gupta, &
Pathak, 2018), (Shibin, Gunasekaran, & Dubey, 2017) used for explaining sustainable supply
chain performance, (Shukla & Mattar, 2019) used it to identify barriers in application of
Bigdata analytics based sustainable auditing system . In this study, it is used to prioritize the
goals of Aadhaar.

We have implemented TISM methodology elaborated by (Sushil, 2012) and (V. Jain
& Raj, 2015). The first phase in TISM is to identify and define elements whose priorities’ are
to be identified. Second, contextual relationships among factors are identified via pair-wise

comparisons. Third, interpretive logic — knowledge base is developed and each pair-wise



comparison is interpreted based on directional relations that operate in a given context by
answering interpretive query “A is of higher priority than B. All detailed matrix computations
are not shown in this paper as the purpose of applying TISM is to compare the results with
BWM.

In the next step, paired comparisons in the interpretive logic—knowledge base (see
Table A.9) are translated into initial reachability matrix. If the entry in knowledge base is “Y”
then corresponding cell in the reachability matrix is marked 1 or else 0. Once initial
reachability matrix is developed it is checked for transitivity property and finally converted
into final reachability matrix (Dubey & Ali, 2014; Sushil & Sushil, 2005). Transitivity
property means if p helps g and g helps r, then p helps r also. The final reachability matrix is
shown in Table A.5 in appendix.

Next, factors are arranged into hierarchical form based on their ranking. Reachability
set (RS) and antecedent set (AS) corresponding to each factor is computed as shown in Table
A.6. Corresponding to each factor, intersection set (IS) is computed between RS and AS.
During iteration process if RS and IS are same for any factor then that factor is kept in the top
level of hierarchy. In the subsequent iterations, factors with levels assigned are removed from
the partition matrix and whole process is repeated for remaining factors. This iteration
process is continued till all factors are assigned a level (Warfield, 1974) and (Sushil, 2012).
After portioning is completed, canonical matrix is developed as shown is Table A.7 in
appendix. In our case it took six iterations to determine the level of each element. The final
partition matrix is shown in Table 6 below.

Table 6: Final Partitioning Matrix

Element Reachability Antecedents Inters- | Levels
F1 {F1,F2,F4} {F1,F3,F5,F6,F7,F8,F9} {F1} Il
F2 {F2} {F1,F2,F3,F5F6,F7,F8,F9} | {F2} |
F3 {F1,F2,F3,F4,F5,F7,F8,F9} {F3,F6} {F3} V
F4 {F4} {F1,F3,F4,F5,F6,F7,F8,F9} | {F4} I
F5 {F1,F2,F4,F5} { F3,F5,F6,F7,F8,F9} {F5} "




F6 | {F1,F2,F3,F4,F5,F6,F7,F8,F9} {F6} {F6} | VI
F7 {F1,F2,F4,F5F7} {F3,F6,F7} (Fy | v
F8 {F1,F2,F4,F5F8} {F3,F6,F8} {F8} | IV
F9 {F1,F2,F4,F5,F9} {F3,F6,F9} {For | v

Once final partitioning matrix is generated, it is converted into graphical TISM

hierarchy model as shown in Fig 5. The TISM model indicates the prioritization and

arrangement of factors based on their significance level through a systematic computation. It

could be seen from the hierarchy model that uniqueness is the most significant goal followed

by security and privacy (bottom level of the hierarchy means most significant whereas top

most level means least significant). Speed, cost and convenience are at the same level which

depicts they are of same importance followed by less significant one, inclusion which is rated

higher than platform. The final level of TISM model is shared by two least significant goals

i.e. future-proofing and scalability.

Scalabilitv

Speed S

== Convenience

Uniqueness

Fig. 5: TISM Hierarchy Model




When we compare results of TISM with BWM results (see Table 7), it is found that both
results complement each other and are very similar. This similarity of results between BWM
and TISM methodology further validates the output of this research.

Table 7: Comparison of Prioritization based on BWM and TISM

Significance in Significance in
Goal BWM TISM Comparison
Rank | Weight | Rank | Level
Uniqueness 1 0.294 1 6 Strongly Agree
Security and Privacy 2 0.179 2 5 Strongly Agree
Cost 4 0.089 3 4 Agree
Speed 5 0.071 3 4 Agree
Convenience 3 0.119 3 4 Strongly Agree
Inclusion 6 0.059 4 3 Strongly Agree
Platform 7 0.051 5 2 Strongly Agree
Future-proofing 8 0.044 6 1 Agree
Scalability 9 0.025 6 1 Strongly Agree
6.2 MICMAC

MICMAC was evolved by Duperrin and Godet in 1973 (Hu, H.-Y, Chui, S.-I, Yen, 2009).
Based on the output of ISM methodology, it categorizes list of factors into four quadrants i.e.
drivers, linkages, dependents and autonomous. Each quadrant classifies factors based on their
position, which is identified by the driving and dependence power of a particular factor.
MICMAC and its variants have been used to solve different problems like identifying barriers
of mobile-commerce adoption in small and medium enterprises (Rana, Barnard, Baabdullah,
& Rees, 2019), identification of CSF for reusable plastic packing (Gardas, Raut, & Narkhede,
2019), categorization of critical infrastructure sectors in India (Narain, Gupta, & Ojha, 2014),
analysis of obstructions in the reduction of agri-food supply chain in India (Gokarn &
Kuthambalayan, 2017), identification of reasons behind changing project management offices
(Bredillet, Tywoniak, & Tootoonchy, 2018) etc.

We used MICMAC methodology to analyze the hierarchical relationship among

factors based on their driving and dependence power. Nine factors were categorized into



three categories. It was observed that F6 (Uniqueness) and F3 (Security and Privacy) possess
higher driving power and F1 (Platform), F2 (Future-proofing), and F5 (Inclusion) possess
higher dependent power whereas F7 (Cost), F8 (Speed) and F9 (Convenience) form linkages

with somewhat balanced driving and dependent power.
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Fig. 6: MICMAC Analysis of Aadhaar Goals

Where, F1 is Platform; F2 is Future-proofing; F3 is Security and Privacy; F4 is Scalability;
F5 is Inclusion; F6 is Uniqueness; F7 is Cost; F8 is Speed and F9 is Convenience

Cluster classification scatter diagram is developed based on the output of MICMAC analysis.
It differentiates between the set of goals based on their significance. From the Fig 6 above,
group of clusters is formed based on the driving and dependence strength of a particular goal.
Highest ranked goals in BW and TISM form driving factor category, and lowest ranked
goals form dependent factor category in MICMAC analysis whereas remaining goals form
linkage category. This way, MICMAC analysis also verifies the consistency, correctness and
significance of goals as computed in BWM and TISM methodologies.
8.  Discussion
The success of any Biometric Identification Systems is related to the biometrics employed in
that system and how well they are performing. Purpose of the biometric system varies based
on its application, e.g., Security, Education, Sports, Healthcare, Human identification,

Government, Law enforcement, Banking, Manufacturing (llie-Zudor, Kemény, van



Blommestein, Monostori, & van der Meulen, 2011). In the literature section, the study on
biometrics has been done based on (i) Functional utility (ii) Technical architecture and (iii) its
process flow. In the recent past, many countries have thought of having a unique
identification identity for its citizens for providing benefits to its citizens directly, some
countries have already implemented, and some are starting now. Considering the complexity
involved in terms of budget allocation, manpower required, technological requirement, and
policy development in implementing a large-scale biometric identification program for
citizen identification at country level, a stringent action plan is needed to avoid any
unnecessary risks that might occur in the tenure of the project which could result in
substantial losses. To the best of our knowledge, we did not find any study in the literature
related to the prioritization of design and execution choices made during the development of

any biometric identification system.
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Fig. 7: Prioritization and Classification of Goals

Fig 7 illustrates the final prioritization and classification hierarchy of digital identity goals.
High priority goals are labeled as drivers and less priority goals are labeled as dependents
whereas goals under linkage label have medium priorities. This prioritization could be very
helpful when implementing a biometric identification system from scratch as it depicts what
goals should be taken up first and what goals could be taken up in the later stages of the

project development.



8.1 Implications for theory

This study contributes to the theory on digital identity in a sense that it uses combination of
two theories to explain the phenomena of designing and developing a digital identity system.
This is for the first time that CSF and DT has been used together to explain the design and
development process of any digital identity system. The adoption of guidelines for
developing a digital identity system is always a good practice. Considering the
implementation and developmental cost of a typical digital ID scheme which is around £100-
250 million (ldentity, 2018), in case of Aadhaar the total cost of Aadhaar project is INR
60,000 — 70,000 crores (McKinsey, 2010; Venkatanarayanan, 2018), it is essential to evaluate
each decision beforehand with utmost importance such that no significant setbacks occur
afterwards. Having a sophisticated digital 1D scheme in place could save £5-10 billion by
reducing identity-related fraud and improving operational efficiency (ldentity, 2018). E-
government schemes are complex and involve different actors, ambitions and perspectives
(Larsson & Gronlund, 2014). E-government schemes have multiple stakeholders, and it is
vital to give due diligence to their needs and aspirations right from the initial stages of the
project development such that the probability of project failure is minimized. Studies to
evaluate the significance of decisions taken during the design, development and
implementation phases with focus on stakeholder aspirations is said to have high impact in
the field of information and communication technology development. This study contributes
to understanding the overall developmental process of e-government projects. It adds to the
Social Construction of Technology (SCOT) study on Aadhaar (Sivamalai, 2013), that tries to
explain how perception of different stakeholders vary about Aadhaar based on the SCOT
framework. The result of this study not only supports the concept of stakeholder involvement
during e-governance project development but also suggests that the development and

implementation of project should be guided by the priorities of CSFs of that particular



project. The results of this study are also consistent with the previous research that
highlighted that confidentiality must be enforced over enrolment (this study found security
and privacy as second most important goal) (Belanche-gracia, Casal¢-arifio, & Pérez-rueda,
2015; Mali & Avila-Maravilla, 2018).

Failure of UK's National ID could be considered as a validity check for this research.
One of the primary reasons for scarping this project was its cost (Travis, 2010). UK
government spent around £4.5 billion from July 2002 to February 2010 on NID and had spent
£250 million on developing it. The price of a single ID card was £30 which was considered
too expensive. The significance of cost has been detrimental for National ID and this
significance is reflected in our research as well as cost is the fourth most important goal for
an identity system. Our study strengthens the understanding surrounding the factors which
impact the outcome of such digital identity projects, even in developed economies.
Considering the digital identity as domain, no such study was found from the literature which
has prioritized the goals of Aadhaar and decisions taken during design and development of
Aadhaar system. With a focus on identifying linkages among goals of Aadhaar and multiple
decisions evaluated during the design and implementation of the Aadhaar system, this study
is unique in its own way.

The study is unique for its methodological contributions as well. From the research
methodology point of view, the main contribution of this study is the combination and
application of three different methodologies i.e. BWM, TISM and MICMAC, on a single
large scale project and to analyze the process and factors taken into consideration for decision
making in such a massive and critical national project. Also, the knowledge obtained through
the method and technique implemented for collecting data may be helpful in other studies on

analyzing large scale government initiatives. The integrated usage of three different



methodologies also ensures higher rigor in the methodology which brings more confidence
on the reliability and validity of the outcome.

Overall findings from three different methods reveal that in an identity scheme
uniqueness of an entity and privacy and security of individual’s data is of utmost importance
and is the main driving factors of the whole scheme. The inclusion of entire population,
building identity project as a platform rather than a single standalone system, making project
capable of withholding dynamic technological innovations and a mechanism to scale project
as and when needed are those objectives which are vital in an identity system but could be
taken up in later stages of the project development. These four objectives are highly
dependent on drivers and linkages, and hence it is logical to focus on drivers and linkages
first as shown in prioritization hierarchy diagram. Linkages which comprise of cost, speed
and convenience act as intermediaries between drivers and dependent factors and have higher
priority than dependents. Based on the results we recommend to follow priority order
however in case of linkages, three objectives, i.e. cost, speed and convenience could be
shuffled if situation demands for it.

8.2 Implications for practice

Aadhaar has received much attention across the globe ever since UN recommended to
provide the legal identity for all in its SDG 16 (UNGA, 2016). Aadhaar being a massive
biometric project at present with more than 1.2 billion Aadhaar numbers issued, it has
become a system which other countries may contemplate replication while implementing a
biometric digital identity system. To start any such critical mega-project requires a lot of
planning while focusing on budget estimation, implementation policy, and development plan
and to identify various types of risks associated with the project at each stage. For developing
nations, it may not be feasible to reinvent the wheel and conduct this analysis because of

time, budget and expertise constraints. This research is intended to contribute in this space by



bringing out both design and implementation factors for public policy makers of future digital
identity systems. It will act as a reference for all those nations who are working on UN’s
SDG 16 for providing legal identity to all its individuals. It will be helpful in taking up a
biometric identification program in a systematic manner by giving specific attention to high
priority tasks. It will help concerned nations to save significant amount of time and money
which otherwise would have been mandatory for conducting a pre-launch analysis. It will
also enable governments to identify different types of risks associated at various stages of
program and will allow them to have mitigation measures thereby increasing chances of
having a successful, efficient project in place. In this study, we have shown how important
each criterion is for accomplishing a particular goal. We also found how priority of same
criterion varies among different goals. Further, we also illustrated through a case study on

Aadhaar how BWM could be used in real-world complex decision-making problems.

9. Conclusion

We conclude our study of prioritizing goals of Aadhaar by verifying our results with the help
of two more methodologies- TISM and MICMAC analysis. Original prioritization results are
also supported by both TISM and MICMAC results which further strengthen our findings.
Digital identities, in general, have the capacity for both bliss and misery. A well planned
digital identity system, having necessary measures in place that can address issues like
security, privacy, inclusion and citizen empowerment could unfold remarkable economic
values. In this work, we conducted a detailed study to identify the primary goals that are must
for any biometric identification system. India's biometric identification program- Aadhaar has
been used as a case study and has been analyzed from the perspective of DT in this study.
After prioritizing design goals of Aadhaar using Best-Worst Method and verified using TISM

and MICMAC, it was observed that three clusters of goals were formed. All three clusters are



critical for any biometric identification program but with varying priorities. First cluster (i.e.
drivers) has the highest priority and must be dealt on priority in the initial stages of the
program, second cluster (i.e. linkages) is the second most significant one and could be taken
right after the first cluster, and third cluster (i.e. dependents) which has comparatively less
priority as compared to drivers and linkages and could be taken up in the later stages of the
program development. This study also tests the application of BWM method on a real-world
complex problem for evaluating the opinion of focus group members.

Since this research is limited to only one case study —Aadhaar, we do not claim priorities
of goals as an absolute one. We hope to inspire researchers across the world to conduct
similar studies on other national biometric identity projects and develop a universal
prioritization hierarchy. Future research direction is to verify the prioritized goals on some
more existing biometric identification system and use the results of prioritization in designing
the real-world biometric identification system. Also, security and privacy have emerged as
the second most crucial goal in this study. However, frequent complaints related to the
security and privacy of Aadhaar highlights that something is still lacking. This gap could be
another exciting area to explore.
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