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“A commercial, and in some respects a social, doubt has been started within the last year or two, whether or
not it is right to discuss so openly the security or insecurity of locks. Many well-meaning persons suppose that
the discussion respecting the means for baffling the supposed safety of locks offers a premium for dishonesty, by
showing others how to be dishonest. This is a fallacy. Rogues are very keen in their profession, and know already
much more than we can teach them respecting their several kinds of roguery. Rogues knew a good deal about
lock-picking long before locksmiths discussed it among themselves, as they have lately done.

If a lock (let it have been made in whatever country, or by whatever maker) is not so inviolable as it has hitherto
been deemed to be, surely it is to the interest of honest persons to know this fact, because the dishonest are tolerably
certain to be the first to apply the knowledge practically; and the spread of the knowledge is necessary to give fair
play to those who might suffer by ignorance. It cannot be too earnestly urged, that an acquaintance with real facts
will, in the end be better for all parties.”

A.C. Hobbs

Rudimentary treatise on the construction of locks

1853

Abstract

No person whom has any knowledge of security in the Internet of Things (IoT) would claim the
current landscape is desirable, as exceedingly poor security of devices is routinely exhibited in an
ecosystem experiencing exponential growth of devices. If these devices follow past trends in Cyber
Security, it is not unreasonable to assume that without intervention another decade of exponentially
growing costs attributed to Cyber Crime may lay ahead. After the failure of the voluntary approach to
IoT Security, works are now being taken to legislate a minimum security standard.

Building from existing proposals, this paper outlines real improvements that could be made to
current ongoing works, with the intention of providing incentive for manufacturers to improve device
security in the IoT sector and reduce the timeline for routine deployment of secured devices.

Incorporating strategies developed in other industries, as well as security requirements from across
international borders, a point-of-sale user focused label is proposed, which can be easily interpreted by
non-technical users. Intending to provoke curiosity and fully reassure the end-user, a two-layer system
is chosen which allows the conveyance of more detailed information than could fit on a physical label.
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Part 1

Introduction

1 Rationale for Cybersecurity research and corrective
actions

Every invention of a secure system is also an invitation to those who would challenge it, whether the creator
realises it or not. The world of computing is a new one, and as such not all lessons learnt in other disciplines have
yet made their way across. Shop owners do not leave their stock unguarded at night, governments keep sensitive
records in secure filing systems and Operational Security is a well established principle in the armed forces [[1].
Yet, as the majority of the world’s population were raised without computers [2 3]], this natural “common sense”
has yet to permeate globally. Adding to this societal unpreparedness for such an interconnected world,
corporations have been reactive [4] in their response to cyber threats, rather than proactive. For example, the
Windows NT Kernel (which Microsoft Windows builds upon even now [5]) was developed before malware had
ever been deployed for malicious purpose [6,(7,|8]]. As such, it was not designed with such threats in mind and
consequently throughout the 2000s it was “normal” to have your computer compromised [9]], with the expectation
that a user simply remove the infection with a third party anti-virus program. Patch Tuesday for Windows is
infamous as a monthly patching of newly discovered security vulnerabilities [[10]]; there is an expectation that the
currently deployed software is going to be compromised, and that there will be so many incidents exploiting
different vulnerabilities that inconvenience to users for updating has had to be factored in, rolling updates into
bulk and deploying on a regular, recurring timeline.

General purpose computers are now beginning to incorporate resilience against cyber attacks into their designs,
the first out-of-the-box protections deployed before a user asks for them rather than being reactive [11]]. While
things are far from ideal, and there are still innumerable avenues for attack, it is far rarer for a computer to be
compromised without some form of user error. Security has reached a level where a “normal user” may use their
computer for simple tasks without compromising their system in the process, but they would have no resilience
against a targetted attack. However, it can be stated that (generously) this has taken 20 years of users being left
vulnerable, with a tremendous cost to both corporations and the individual [[12]. Now, the Internet of Things has
emerged, and is seemingly set to take a similarly long time to develop adequate security precautions and
procedures [[13[]. After ten years, there is still just talk of changes and regulation, but devices are patched
reactively (if they are patched at all) rather than secured by design. Meanwhile, as of 2020, the total cost of
cybercrime has now crossed 1% of global GDP, surpassing projections from 2018 by 50% [/14].

1.1 The Internet of Things; Why focus efforts here?

The Internet of Things is defined in the Oxford English Dictionary as “a proposed development of the internet in
which many everyday objects are embedded with microchips giving them network connectivity, allowing them to
send and receive data.” [[15[]. Although first coined as a phrase describing a hypothetical, it has rapidly developed
from a niche into mass market adoption. As of 2020, there are now more IoT devices connected to the internet
than the cumulative total for all other types of device [|16].



Three primary factors were responsible for the rapid growth of the Internet of Things. The increasing awareness
that big data has incredible value [17,|18]], particularly when it can be paired with machine learning. This has
created an incentive for corporations to gather as much as possible, from anywhere possible. The growth of the
miniature electronics market due to the advent of the smartphone, featuring high efficiency parts produced
en-masse, with no expectation of an attached bulky interface [[19]]. This reduced the manufacturing costs [20] for
deployment of data collection devices [[18]]. Finally, the expansion of internet coverage that can support a
relatively consistent data stream [21]]. This allows the retrieval of that data, with near zero cost, in tremendous
quantities [22]]. As the primary motive of manufacturing these devices has been to retrieve that valuable data, the
development of the Internet of Things has thus-far had more in common with a gold rush than the kinds of
organised deployments that the world of computing was previously familiar with. The low cost to produce allows
rapid iteration of physical devices [23]], while the internet connection allows updating of software without an
expensive recall of devices. By the time investigation is concluded on a device and consumers made aware of
flaws, the company may have already shipped a successor device, and the issue buried. This leaves those
elsewhere to bear the cost, with incredible security breaches and financial loss occurring at record breaking levels
year-on-year [24].

When attempting to accurately determine the true scale of Cyber Attacks, it is difficult to even estimate the true
number of attacks against IoT devices and how many devices may be compromised. Given the goal of most of
these attackers is to remain undetected (such that access may be retained for future use), it is likely that a
significant proportion of those compromised are unaware. Additionally, many businesses whom are compromised
may choose to withhold this information from the general population, for fear of financial impacts [25} 26]. As
such, relying on reports from defenders of their own compromised devices is likely to leave large gaps in the

data [27]]. Relying on attackers to self-report the numbers of devices they have compromised is also likely to
result in inaccurate figures. Hackers may boast and claim large numbers of compromised devices for “marketing”
of their services, inflating their numbers [28]]. Conversely, those not in the business of marketing their abilities are
unlikely to want to report their activities. Reporting is in-fact so unreliable that it is inadvisable to even try and
negate opposing factors, as estimates may have error to orders of magnitude [28].

Bearing all these factors in mind, the most well regarded statistics around cybercrime in the cybersecurity world
come from Honeypots [28]]. These have their own inaccuracies and limitations, however the results from
honeypots are more likely to fall within “sane” values (upper estimates not exceeding total number of devices
sold, or lower estimates below known compromised devices from alternate sources). However, this author advises
that numbers from honeypots should still always be regarded with a degree of scepticism, and such factors taken
into account as the following statistics are discussed.

The Oxford English Dictionary defines Exponential Growth as “growth whose rate becomes ever more rapid in
proportion to the growing total number or size.” [30]. Bearing the aforementioned important considerations in
mind, data obtained of attacks on IoT devices exhibit this behaviour, with rapid growth on the y-axis rapidly
diminishing any previously impressive value from prior years. It can be hard for the human mind to comprehend
exponential growth [31]], a lesson further reinforced during decisions made around the world during the Covid-19
pandemic, which may be a contributing factor to the delay in action from the legislature when tackling a problem
with such a growth rate. However, [31]] shows that simple visualisation of the data can help quite effectively to
reduce the handicap when analysing exponential trends. [Figure 2|and [Figure 3|are provided to aid with this.

In 2017, with the 2016 Mirai Internet of Things botnet making headlines, this was the first time an attack on IoT
devices had made it’s way into the public consciousness. There had been prior cyberattacks and botnets involving
IoT devices [34], but the fact that properties inherent to the Internet of Things were making them prime targets for
slaving to a botnet was being noticed. Always on devices, with a permanent internet connection, copy-paste
designs and largely unmonitored by both users and system administrators.
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Figure 1: Public Health vs Scientists [29]. An illustration of how a trend of exponential growth may be interpreted
differently by those without experience (made specifically in reference to Covid-19 pandemic response)

7242

7000

6000

5000

4000

3000

2000

1000

193

2013 2014 2015 2016 2017

Figure 2: ’Internet of Things’ Malware Collection by Kaspersky Lab’s IoT honeytraps until Q2 2017 [32]]
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Figure 3: IoT Malware Collection by Kaspersky Lab’s IoT honeytraps until Q2 2018 [33]]

The insecure nature of these IoT devices making their way out into the general public had already been raised as
an issue [35, (36} 37]], Cyber Security organisations had already recommended action [38},39] (which
coincidentally seems eerily familiar to the advice still not being heeded in 2021) and had begun preparations for
the expansion of work in the sector [40, |41], but this was the first attack of sufficient scale to garner additional
attention. As such, predictions for the future were for increases in Cyber Security breaches in this new zone of
interest [42]]. Estimates varied wildly, but few reputable sources would have predicted the sheer scale for how
quickly this area expanded.

In 2019, f-secure [43] claimed to have captured a three-hundred percent increase in traffic attempting to
compromise IoT devices since 2018, during just the first half of 2019. This value is one of the last observations of
this “normal” exponential growth, as measurements from 2020 became erratic with the development of the
Covid-19 situation.

As of 2021, the true effects of the SARS-CoV-2 Coronavirus on IoT based cyber attacks are still not known.
Initial results [44] |45]] suggest that the gradient in exponential growth of IoT security breaches may have been
reduced by lockdowns and work-from-home, as attackers switched to exploit the newly opened attack surface
with phishing. Although the rate of acceleration appears to have decreased, the absolute value of breaches is still
increasing on an exponent, with Kaspersky’s particularly alarming number of 1.5 Billion hits on just their
Honeypots. Ipsos MORI (commissioned by the DCMS) additionally found households self-reporting a 57%
increase in smart devices in the first six months of the Coronavirus pandemic [45]], setting up a potential
tremendous expansion as the viability of phishing returns to prior values.



2 Contributions

In this paper, a framework is outlined for rapid advancement of the current frontline of Cyber Security in Internet
of Things devices. For clarity in the following section, the group of plans, actions and proposals proposed by the
United Kingdom Department for Digital Culture Media and Sport will be referred to as the UK Secure by Design
Proposal (or simply the UK proposal). The mandate given to ENISA by the European Union, their plans, and
their works is referred to as the EU Proposal (Or the ENISA proposal). Within each of these, there is a section of
requirements. The UK proposal contains the UK Secure by Design Requirements (UK Requirements) and the
ENISA proposal contains the ENISA/EU requirements. This usage of Proposal and Requirements is important to
note and remember in this fashion.

The United Kingdom “Secure by Design” proposal was first deconstructed, followed by the parallel ENISA
proposal, such that they are expressed in similar fashion. Plan, action and proposal are intertwined extensively in
each, and each are also distributed across many different documents. For any further action to be taken, the
complete conglomerate proposal of each had to be assembled first, to then be distilled down to simple properties.
Any future works can reference these simple well referenced decompositions, and understand both the “Secure by
Design” proposal and the ENISA equivalent in respect to each other.

This continues into a targetted deconstruction of the UK requirements expressed in the UK Secure by Design
proposal. The initial proposal was rushed to fill a gap post-Brexit, so concerns existed about the suitability of
these requirements and whether they were well reasoned. The guidance and justification given for each was
examined, with commentary on any possible oversights that may have been made.

The UK requirements were then mapped into the ENISA requirements. Originally this was supposed to be an
analysis and joining to create a new superset of requirements better than each individually, however the UK
requirements were found to entirely be a subset of the ENISA requirements. As such, it was instead decided to
expressly show this superset, and make the links between each UK and ENISA requirement clear, for easy
conversion between the two competing standards by future readers. For example, those whom have devices
meeting the first UK requirement have now access to corresponding ENISA requirement codes that express that
express that same standard of security. This works the other direction too, with collections of ENISA codes that
can map into a UK requirement.

To determine if the UK Proposal with the UK requirements was likely to succeed in it’s stated aims, a
semi-random selection of popular IoT devices were taken, and graded (as far as was possible) using the UK
Requirements. Based on the stated aims and context given in the UK requirements, if many devices passing was
observed it would be an indicator that the requirements were likely to be a bad driver for change. This method
yielded many devices passing, indicating the need for an overhaul of these requirements.

Utilising the terminology of the UK Requirements and the specificity of the ENISA requirements, the former
were then expanded to entirely include the latter. This resulted in three requirements being added and two UK
requirements being dissolved into logical components of other requirements. This, when combined with some of
the author’s recommendations, forms a new superset of requirements (referred to as my own requirements”) and
is intended to wholly supersede the UK requirements for any other works on IoT security.

Recognising a favoured proposal from Harris Interactive to create a consumer-facing label building from the
original UK Requirements, support and justification for using a point-of-sale label is outlined. However, the
potential harm that may be caused by the existing proposal is noted, wherein a poorly developed solution may be
more harmful to security than no solution at all. In an effort to cover this eventuality, some “quick-fix”
recommendations/alterations are made for the existing solution, which may prevent harm to the cybersecurity
ecosystem (primarily, including reference to a date of certification, or a versioning system).

For creating a more comprehensive solution, successes and failures from other relevant areas were analysed.
Returning to the basics of label design, the gained insights were used to develop a user-focused prototype for an
alternate proposal, without the failings of the existing Harris Interactive label.



Building on the idea that this should be user focused, the prototype is taken to testing with a real-world user study
of everyday people. To ensure that higher-level feedback is not neglected, focus groups were hosted for both
Cyber Security professionals and Cyber Relevant academics. Specifically attempting to extract information about
variables that may not been considered when the label was designed, these all contained significant open-ended
segments. From this, good feedback was received for iterating a new label version. Analysing the user study data
itself also reveals some interesting trends noted for the future, and used to help interpret focus group answers. The
focus groups also feed in additional changes to the design of the label, which when combined with the
aforementioned insights from the user studies, further refined the proposed label.

Taking all this feedback, a more refined label is presented along with a concept second-layer (in such a way that it
should be compatible with the UK Government style guidelines, such that a true solution with maximal
accessibility may be better envisioned). The author of this paper hopes that by taking so any simultaneous steps
forward, future works may be able to start from a position far ahead of where they may have previously expected,
significantly reducing the timeline for improvements to security in the Internet of Things. Additionally, by laying
such a clear emphasis on the end user, future works may continue with this in mind and carry the mindset into
circles it may not have previously been prioritised.

Part I1

Understanding UK IoT ‘““Secure by Design” in a
Cybersecurity context

3 Existing Proposals

3.1 UK Proposal Overview

Despite repeated assurances that cooperation between the EU and UK would continue in Cyber Security

matters [46| 47], in the wake of the 2016 Brexit referendum the Civil Service was tasked with filling the
prospective legislative gap that could come from a severing of ties between the two bodies. Prior to this the UK
was a partner and contributor towards European Union cybersecurity frameworks, however decided to pursue it’s
own policy distinct from those organisations after the 2016 referendum [48]]. Cooperation in this regard was not
negotiated for the withdrawal agreement [49]], despite initial recommendations supporting the mandate of ENISA
for Cybersecurity [50]. This new UK Cybersecurity framework first manifested as the “Code of Practice for
consumer loT security”, published October 2018 , but drafted March 2018 as part of the Secure by Design

report [51]]. The rushed necessity of the UK’s larger Cyber Strategy has left it open to criticism by the Public
Accounts Committee, which concluded in a 2019 report that this approach “lacks the robust evidence base it
needs to make informed decisions about cybersecurity” [52].

10



The Code of Practice for Consumer IoT Security [53]] forms the foundation of current-day IoT security proposals,
with only minor alterations to the body-text observed throughout the process. It is based on recommendations
from a broad range of organisations, but particularly the Internet Security Foundation and ENISA (with it’s
Baseline Security Recommendations for IoT, published November 2017) [54]. This code of practice is
outcome-focused, leaving implementation an open question, but makes mention of potential collaborations with
retail. Although the recommendations themselves have changed little since first being published in March 2018,
there seems to have been a gradual dilution of enforcement. The original draft report states “The Code of Practice
is written in priority order, with an indication provided as to which parties each guideline primarily applies to.
The first three guidelines are of particular importance because action in these areas will bring about the largest
improvement in security in the short term.” [51]] The latest security requirements and guidance based in this Code
of Practice is ETSI EN 303 645 [55]], a Baseline Requirements document building from the earlier technical
specification. As a formal specification document, recommendation can be distilled from requirement through the
use of the keyword “should” as opposed to “will” or “shall” (as per the ETSI drafting rules, section 3.2 [56]). In
this document, in the first three requirements with twenty-four subcategories, eleven of them use the optional
keyword “should” instead of the mandatory keyword “shall”.

Requirement 1 Requirement 2 Requirement 3
Should (Optional) 5.2-2,5.2-3 5.3-1,5.3-4,5.3-5, 5.3-6, 5.3-9, 5.3-11 ,5.3-12, 5.3-14, 5.3-15
Shall (Mandatory) 5.1-1,5.1-2,5.1-3,5.1-4,5.1-5  5.2-1 5.3-2,5.3-3,5.3-7,5.3-8, 5.3-10, 5.3-13, 5.3-16

Table 1: ETSI EN 303 645 Mandatory vs Optional wording of First Three Requirements

This analysis is a simplistic and direct method being applied to requirements that can carry substantial nuance, so
the author recommends not using this as a baseline for future assumptions and instead visiting the source material
to judge it in it’s entirety. For example, section 5.3 includes “Each provision from 5.3-3 to 5.3-12 is dependent
upon an update mechanism being implemented, as per provision 5.3-1 or 5.3-2.”. As 5.3-1 is Optional and 5.3-2
Mandatory, to what extent and under what circumstances the Mandatory requirements that follow would apply is
unclear in this context. This could result in six mandatory components being avoidable.

Requirement 1 Requirement2 Requirement 3
Should (Optional) 4.2-2,4.2-3 4.3-1,4.3-2,4.3-5,4.3-6, 4.3-7, 4.3-8, 4.3-9
Shall (Mandatory) 4.1-1 4.2-1 4.3-3,4.3-4

Table 2: ETSI TS 103 645 Mandatory vs Optional wording of First Three Requirements

“IoT products primarily intended to be employed in manufacturing, other industrial applications and healthcare
are not in scope of the present document.” - ETSI TS 103 645

In the earlier technical specification [57]], there were four “shall” and nine “should”. This initially seems a move
forward in security, however the author would again advise that the details in the newer document are important
here. A single mandatory point in this older document (4.1-1) has been expanded into five mandatory points in the
newer revision, as such the author has concerns that this may in-fact be a regression on enforcement. The focus
has been on the first three requirements here, but peering further back in documentation these three requirements
were considered simply the priority for short term gains, not the extent of intended coverage [51]]. Other potential
assistants to raising the baseline of Cyber Security have also been dropped, with a consumer-focused mandatory
label proposed by Harris Interactive [|58] dropping to voluntary [59]], with a promise to revisit the topic in Spring
of 2019, and later removed from recommendations altogether over a response to a Call for Views that had just 25
participants [[60] (respondents were split three ways on the best approach to labelling).

11



As ETSI EN 303 645 is the latest work that is building from the Secure by Design heritage, comparison between
the original document and this latest revision can provide insight into the current legislative trajectory. For
background, this ETSI standard is intended to exceed the “baseline” of Secure by Design, as such readers should
consider that devices may be certified as suitable for sale in the UK even if they do not comply with the ETSI
requirements. To summarise ETSI EN 303 645 in relation to the original proposal: Only the device itself is within
scope, any services or interactions beyond have been placed out-of-scope. Smartphones are not within scope,
despite the Department for Culture, Media and Sport explicitly adding them into scope of the UK Secure by
Design legislation [61] The standard is intended to provide a mandatory security baseline, but no more.
Recommendations beyond this are made, but these are the same recommendations that have been made since
2014 by many other organisations 38| |39|]. The mandatory baseline is in excess of the aforementioned proposals
from the UK secure by design proposals in most areas, with some mandatory components in areas declared purely
optional by the Secure by Design report. However, the Secure by Design report mandates the first three
requirements be mandatory. Of the twenty-four sections covering those first three requirements in the ETSI
standard, approximately half are labelled as mandatory (even then, with caveat). This leaves the potential for a
device to far exceed the Secure by Design requirements in most areas to comply with ETSI, but leave the device
falling short on the essential “core” requirements. How this interaction is handled is a case for the future, as
devices are assessed for compliance with both standards. A likely compromise is for ETSI to raise the standard
for the first three requirements, or for the UK to declare that meeting those 50% is “good enough” for compliance.

The remainder of the first three requirements, as well as most other content, is retained as guidance and
advisement for an organisation which desires to go further. There is no conferred benefit to this action within this
proposal (such as being distinguished amongst other devices by the standard), but other schemes are mentioned
by name for manufacturers to look into. The text states that the authors expect compliance with this standard will
interact in some way with future European legislation. As consumer IoT products become increasingly secure, the
authors further elaborate that they envision future revisions of the document will mandate provisions which are
currently only recommendations.

3.2 EU Proposal Overview

The EU proposal, when compared to the UK alternative, is a lot less iterative in nature and more comprehensive.
The approach of ENISA to tackling large issues seems to be to start from a well defined central concept. Then,
once that initial work is completed, dismantle the topic into it’s component elements which each receive their own
specific analysis for their own stakeholders.

For example, the initial well-defined baseline study for securing IoT devices is “Baseline Security
Recommendations for IoT”, published 2017 [62]]. It includes Eighty-Three requirements and recommendations
for improving IoT device security, and it describes itself as aiming to “provide insight into the security
requirements of IoT, mapping critical assets and relevant threats, assessing possible attacks and identifying
potential good practices and security measures”

In the years following, five additional documents have been released, each targetting a specific subset of IoT
devices. Each makes use of that groundwork set in the 2017 paper, and multiple specifically state their purpose is
to build on this prior work, with the 2020 paper “Guidelines for Securing the Internet of Things” stating “The IoT
threat landscape ... has been analysed exhaustively by ENISA studies that cover the specific elements of the IoT
ecosystem. ... This study builds up on existing ENISA studies on IoT security, the baseline IoT security
recommendations and the secure software development lifecycle for IoT, and thus should be considered as
complementary to the work that has been produced from ENISA the previous years” [63]] and the 2021 paper
“Good Practices for Security of IoT” stating “...this study tackles one aspect for achieving security by design, a
key recommendation that was highlighted in the ENISA Baseline Security Recommendations study” [64]]. These
works augment the original proposal, such that direct mapping of requirements to subject areas is available for
stakeholders, and provide a more high-level overview of the subject. They additionally serve as a more accessible
point-of-reference for those in the relevant area, not including materials which would be irrelevant when trying to
determine the IoT recommendations that are applicable to a specific area.

12



As such, in terms of technical content, these additional documents can be regarded as a subset of the original
2017 document. Their primary focus being accessibility, focus, and clarity; they add content only by way of
context and explanation. While valuable to the stakeholders the documents were designed for, they add no
technical insight when viewing the whole scope of IoT devices from a recommendations perspective, and will
subsequently be excluded from analysis.

These works by ENISA are initiated by directives from the EU (or by specific request of a member state), and as
such their works and publications are often processed and encoded into law by the EU. This approach of the
security policy being commissioned by the legislature and then enforcing what returns onto member states gives
recommendations from ENISA a lot of “weight” behind them, such that it can be difficult to ignore them for long.
The EU Cybersecurity strategy was proposed by the European Commission in 2013 [|65] and supported with a
legal directive three years later [[66] referred to as NIS (Network of Information and Systems). ENISA was then
given a mandate to support this directive which resulted in the 2017 Baseline Requirements for IoT. This fed back
into the Commission, which resulted in new initiatives, proposals and a specific proposal “for a stronger mandate
for ENISA, so that it can become a true EU Cybersecurity agency” [67]]. This proposal was approved in 2019 [|6]]
and a subsequent directive for ENISA nicknamed “NIS2” has been proposed [69]], which is one full cycle of the
iterative process used by the European Commission. As the citations show, it can take some time for this cycle to
complete, but the reliability of recommendations making their way into legislature is what gives ENISA
recommendations such legitimacy and power.
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4 Relevant Works to understanding the Cybersecurity
context

Looking closer into the current IoT landscape, it became clear that there is strong support and justification for a
system to improve availability and accessibility of information to consumers. The report “What security features
and crime prevention advice is communicated in consumer [oT device manuals and support pages?” [[70] works to
analyse the current information available to the consumer through trawling product-adjacent online content,
including manuals. It highlights the poor state of communication to consumers, as even if they were to read the
complete manual, most information is missing. This is unsurprising, as trying to explain a concept of encryption
and how it protects a user would be exceedingly challenging. The report argues for “government intervention in
this space to provide assurances around device security”. This concept of providing reassurance is something
intended to bring in-scope to the works outlined in this paper, as an important quality beyond just providing
information. Some success stories for communication can be seen within the NCSC and their Cyber Aware
program. Information is clearly conveyed in few words, with deeper explanation only if the user desires it [[71].

The results of this study which informed that author’s strong stance are (based on this author’s own classification
of existing devices) likely to be low estimates, due to their listed methodology. When determining if a device will
be certified as meeting a requirement (example: requirement two, have a vulnerability disclosure policy) the
methodology listed is to search using the query [‘Device name’ AND ‘security’ or ‘encryption’ or ‘password’ or
‘updates’ or ‘vulnerability disclosure’]. This will bring up few positive results, as information can be dictated on
the company level and inherited by all products. In the example of Requirement Two, vulnerability disclosure
policies are usually listed as a singular policy for the manufacturer, not on each product page. Were the search to
even expand to a more spider-like “search the entire domain for a vulnerability disclose policy”, many
brand-name companies are actually subsidiaries of larger organisations and as such have the policy dictated on the
higher domain (for example, Nest being part of Google and Alphabet inherits the Alphabet Vulnerability Disclose
Policy, hosted on a Google domain). The study concludes that the information provided through manuals and
support pages is inadequate, with recommendations to store security information in a centralised repository and to
find a way to communicate device security in a more accessible format, outright recommending a labelling
scheme.

This support of a labelling scheme is a common theme in recent literature. Blythe 2018 [[72]] provides a report that
outlines the successes of previous labelling schemes and makes the case that a similar approach could be taken for
IoT devices, with the intention to rectify information asymmetry between the consumer, retailer and
manufacturer. Through analysis of labels in other industries, the report recommends that “the choice of the most
appropriate format of the labelling scheme needs to be evidence based and derived from research on consumer
behaviour and subsequent consumer testing”. The three broad observations about what makes a successful label
that are observed in other studies are that Colour Grading Schemes are the most preferred option, but that
companies may be unwilling to subscribe to this implementation without it being mandatory. A binary “approved
or not-approved” is simpler and likely to be adopted even without being mandatory, but it has the potential to lead
consumers into a false sense of security and are less effective for their intended purpose of informing consumer
choice. Lastly, that a descriptive information-only label (while potentially an adequate way to communicate the
most important information to consumers) would have to undergo significant user testing. Specifically, issues
were observed with misunderstanding symbols in the EU Energy Labels and consumers were giving weight to
certain types of information in a manner that lead to biased search behaviour [[73].
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Following this, there are moves by the DCMS to improve device security in Britain. As such, they began
commissioning reports on the current IoT landscape (such as the PETRAS Literature Review [54]]), as well as
potential strategies to tackle the issues. One particular report of interest is “Consumer Internet of Things Security
Labelling” [58]]. Harris Interactive were commissioned by the DCMS to analyse four draft label designs, such that
the best design for informing the public about safety and security features for IoT devices could be determined.
The direct cause for investigation was “to investigate both the effectiveness of the labels and potential premium
pricing for label-carrying products”. Harris Interactive weighted a total sample of 6,482 usable responses by the
census data for ages 16+ and distributed these blindly across both the four label designs and four different smart
devices, allowing testing of devices with each label. The resulting distribution of participants is displayed in
IFigure 4} created by Harris Interactive as part of the report.

Shield with Shield with Icons with Full Lozenge
Text Text Inside Text
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Important security
features included
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Abbl;:\l:iealtion Label 1 Label 2 Label 3 Label 4
Smart TV 404 405 412 406
Wearable Device 403 407 403 409
Smart Toy 405 406 403 403
Smart Thermostat 404 402 407 403

Figure 4: The participant distribution for a survey performed by Harris Interactive. Four labels were tested (labels
1 through 4) and four different mock-devices were tested. These are a “smart TV”, "Wearable device”, ”smart
toy” and “smart thermostat”. Within, it can be seen that around four hundred participants were exposed to each
combination for label and device. Specifically, the lowest value is 402 participants, whilst the highest is 409. [58]]

Lots of useful data was gathered during this survey around consumer expectations and intentions with their
devices, and a clear superior label design of the four presented was determined. However, the report was
commissioned with a price-point premium in mind rather than label effectiveness as their primary concern.
Although an interesting question whether price-point premium is the correct way to design a label, we leave that
question for device manufacturers and adopting companies to contemplate.

Additionally, only the four provided labels were able to be considered, with no opportunity to test variation of the
messaging system. The label design which Harris Interactive concludes to be the best choice will be used during
the author’s own works as the “mark to beat” for the criteria that both independent research and the DCMS have
identified as priority.
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This need for IoT device labelling has also not gone unnoticed in academia, with a study from Carnegie Mellon
University running in parallel to this author’s own. “Ask the Experts: What Should Be on an IoT Privacy and
Security Label?” [[74] is a report that is intended to complement efforts by legislators to incorporate labels for
security purposes, by analysing expert opinions on priority factors in conveying security risk to consumers. The
report supports a label which conveys advanced features, promoting competition and differentiation between
companies. A prototype design is demonstrated at the end of the report, which is intended to show the findings
and recommendations from their studies in a visual manner. “Based on the results of our expert elicitation and
consumer studies, we propose a prototype privacy and security label to help consumers make more informed
IoT-related purchase decisions.” However, this prototype label contains many unworkable information displays
and sources of confusion. By including printed-on firmware versions and date of last update, this disincentivises
updates to any stored stock that has already left the factory, as product packaging would have to be replaced.
Additionally, many fields can be rendered out-of-date immediately. As seen with the ESRB game ratings for
“In-Game Purchases”, printing on-box negatives is ineffective. Many games leave the factory for rating as “no
in-game purchases”, but will update themselves to include such features after receiving the label [[75]]. This can be
avoided by providing information of what a product does include or operate with, rather than what it does not do.
While possible to still move backwards and lose features with patches, little incentive is provided for such evasion
by device manufacturers, due to the cost of feature implementation already being paid. The two-layer label also
relies on a QR code for transfer from the physical label to the more detailed online component.

4.1 A note on QR Codes

A recurring feature or request by many researchers is for a QR code to feature on consumer packaging and be
integrated into any proposal for a two-layer system. In 2020, the Office for National Statistics recorded 16% of
the population do not have a smartphone for private use [76]. However, of particular note is that this ONS data
was collected via online survey, and as such will have results biased towards those with smart-device competency.
Statistics around recognition of QR codes are not up-to-date (it is expected that reach should broaden year on year
with greater market penetration, so old statistics could be misleading) however Harris Interactive explored the
concept in 2019 when making design decisions around their own label [58]]. With a representative sample of UK
demographics (however still polled online) 46% of participants were identified as not knowing how to scan a QR
code. It would be inappropriate to exclude (at least) 16% of the population, especially when that figure is likely to
contain those most in-need of guidance around smart devices. Any adopted method of reaching more information
should include instructions for operation, and be accessible without any specific device prerequisite. The UK
Government had guidance it provides to it’s public sector bodies for this topic, under “Assisted Digital

Support” [[77,(78L[79]. Since these bodies also have the same target, of being accessible to all the UK populace,
their guidance has been kept in mind when choosing to exclude QR codes and instead adopt a more supportable
method of accessing online information.
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5 Existing Proposal Analysis and Deconstruction

5.1 Analysis of UK IoT “Secure by Design” Requirements

For a deeper analysis of the UK Government proposal, the prior materials used to justify the choices made have
been examined. It should be noted that there are many silent revisions of these 13 requirements, with sources
appearing and disappearing along with accompanying text. The existence of these revisions at all was only
noticed due stringent author record-keeping, and there is no indication given by the DCMS that a source
document has been altered since it’s initial upload. It is possible an update may have silently occurred during a
single period of analysis, as such minor inconsistencies may be observed between recurring analysis of the same
materials. The only listed document preceding the draft review is the PETRAS Literature Review [54]], however it
should be noted that there are still other sources, just listed internally to the document and standard instead of
externally. The PETRAS Review’s stated objectives are to “identify the key themes emerging from the literature
and identify international consensus around core Security by Design principles for the IoT”, and the paper author
wishes to firstly remark that this seems ill-fitting for background research into creating a foundation for security.
To expand this critical analysis, the most immediate oddity upon reading this document is that occurrences were
only counted to inform the literature review, not analysed. By this, it is meant that when determining what
requirements would be passed forward into creating the Secure by Design standard, no analysis beyond “How
often do people mention X?” is performed. This is due to the keyword “Identify” being used during those
objectives. Were the data truly enormous, such stripping of analysis may be justified, however such a weak
determination of importance headlining as the sole listed justification for requirement choices is concerning.
Unfortunately, a true critical analysis of this work and it’s methodology is beyond the scope of this document, so
the decisions made during (and around) the PETRAS literature review are left to the reader to interpret.

When reviewing how this counting of occurrences is processed into a requirement, there is a mapping within the
document that can be reviewed. The Mapping provided simply lists all the occurrences, and quotes the exact point
the authors found it. This results in a “fuzzing” of the guidance from the source documents, where rather than the
guidance directly informing a requirement, it instead goes through a counting screen that strips it of context
before requirements worth acting on are chosen.

Were these proposals scrapped and the project started again, the subjective opinion of this researcher is that the
guidance gathered by PETRAS is of good quality, and could form a significant foundation of successor works.
The largest single reason for the shortcomings in the PETRAS report is the stripping down of the quality
guidance, which is a fault easily remedied. Reducing dimensionality of data is an essential part of analysis, but
reducing each report to just a binary bit representing ’if a topic is mentioned’ appears to have harmed the integrity
of the proposal. A stronger link between each recommendation and the requirements they inform would make it
clear which advice has been deliberately rejected due to being unsuitable, as opposed to which guidance was
simply overlooked.

1. No default passwords
“All IoT device passwords shall be unique and not resettable to any universal factory default value.”

“Many IoT devices are being sold with universal default usernames and passwords (such as “admin, admin”)
which are expected to be changed by the consumer. This has been the source of many security issues in [oT
and the practice needs to be eliminated. Best practice on passwords and other authentication methods should
be followed. Further details are available on the NCSC website.
https://www.ncsc.gov.uk/guidance|”

Devices should ship with unique default usernames and passwords. They must also not be resettable to any
non-unique pairs (for example, those used in factory testing). No mention is made about including no
password as a default.
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Advice to the government for this section has come from the NCSC [80] and NIST [81]]. The
recommendation defends against few of the attacks mentioned in both reports. Given that the government
intends to take a secure by design approach, whereas the guidance given is more user focused, it is
unsurprising that they do not line up well. However, this author would have expected a secure by design
approach to prevent these user security issues from arising when implemented correctly. Instead, the author
finds little would change for end user security requirements if the government’s guidance were followed. For
example, of the six recommendations made by the NCSC to improve system security, the government
recommendations do not address or attempt to address the risks posed by any. All would still occur on
devices certified as meeting the government’s password requirements.

Although a good policy in isolation, a secure by design approach has the ability to take security here further
with little extra effort or cost from device manufacturers. If sensible password minimum requirements were
also included here (or sensible password alternatives allowed as a substitute) along with a statement about
lockouts for incorrect passwords, roughly half of the NCSC recommendations for improving system security
would no longer be necessary for IoT devices. Further recommendations can be rendered moot if some
helpful guidance were included with the device, specifically regarding password choice. Since 10T devices
always have an internet connection, checking against a centrally stored database of common and frequently
compromised password hashes would be an easy improvement that can further enhance security, adding
enhanced defence against dictionary attacks and rainbow tables.

Implement a vulnerability disclosure policy

“All companies that provide internet-connected devices and services shall provide a public point of
contact as part of a vulnerability disclosure policy in order that security researchers and others are able
to report issues. Disclosed vulnerabilities should be acted on in a timely manner.”

“Knowing about a security vulnerability allows companies to respond. Companies should also
continually monitor for, identify and rectify security vulnerabilities within their own products and
services as part of the product security lifecycle. Reports of vulnerabilities can be sent to:

security @ncsc.gov.uk. Companies are also encouraged to share information with competent industry
bodies. Competent industry bodies include the GSMA and the IoT Security Foundation. Guidance on
Coordinated Vulnerability Disclosure is available from the IoT Security Foundation which references
the ISO/IEC 29147 standard on vulnerability disclosure. The GSMA’s industry level Coordinated
Vulnerability Disclosure programme is located at: https://www.gsma.com/cvd’

A mandatory point of contact for vulnerability disclosure leaves a paper trail on any disclosed
vulnerabilities. Previously, many companies have had no mechanism for reports and have been able to
simply ignore any they receive, pleading ignorance upon investigation. Although no hard limits are imposed,
the requirement does state the de facto standard for a patch is no longer than 90 days.

The government has modelled this after the GSMA’s coordinated vulnerability disclosure policy [82], which
is held as an example of how to conduct vulnerability disclosure correctly. Additionally, reference is made to
ISO/IEC 29147 [83]]. However, the recommendation in the report seems to only superficially resemble the
guidance they have been given, and indeed the guidance they are giving out for what responsible disclosure
looks like.

For example, the GSMA importantly includes guarantees for the reporter of a vulnerability which are crucial
for the system to work. Reports are treated confidentially or can be given anonymously, credit for
vulnerabilities is offered and a guarantee of responding within ten working days is given. ISO/IEC
29147:2018 has been withdrawn by the time of this document.

18


https://www.gsma.com/cvd

There would be no extra cost associated with adding these amendments to the proposal, their existence
would simply reinforce the intended use of this requirement. There have been many cases where those
reporting bugs are punished rather than praised for their finds, even by large companies [84, [85]. Including
protections for those reporting issues in the requirement will foster an environment where disclosers can feel
confident in reporting their findings directly to a company, which seems to have been the original intent of
this requirement.

Keep software updated

“Software components in internet-connected devices should be securely updatable. Updates shall be
timely and should not impact on the functioning of the device. An end-of-life policy shall be published
for end-point devices which explicitly states the minimum length of time for which a device will receive
software updates and the reasons for the length of the support period. The need for each update should
be made clear to consumers and an update should be easy to implement. For constrained devices that
cannot physically be updated, the product should be isolatable and replaceable.”

“Software updates should be provided after the sale of a device and pushed to devices for a period
appropriate to the device. This period of software update support must be made clear to a consumer
when purchasing the product. For constrained devices with no possibility of a software update, the
conditions for and period of replacement support should be clear.”

Updates should be delivered in a secure manner as to prevent delivery of malicious software upgrades. No
information is given on whether updates should be mandatory, the possibility of “kill the device” updates is
also left open for arguments of security (to prevent a device from being used once it is no longer secure,
versus to force a replacement purchase). Additionally, there is a non-mandatory request for the device to
remain functioning during an update.

Guidance for this requirement is not included with the document (or any subsequent requirement), so the
PETRAS literature review that informed these requirements will be relied upon. This requirement largely
corresponds with the guidance given, with just a few recommendations not being implemented. These are
that devices should ship with the most up-to-date stable version, that updates be thoroughly test, that devices
have a fallback/rollback option and that devices use signatures to verify the updates are from a trusted source.

No guidelines are laid out for timely deployment of updates, meaning interpretation of this law will be
decided in the courts. Additionally, as mentioned there is no consideration for user choice in this guideline.
Are all updates now mandatory? Or are only security updates mandatory? What if security updates are
bundled with anti-features? Apple and Samsung were found guilty of shipping updates that slowed older
devices, with the accusation that this was a deliberate choice to encourage the purchase of new phones [86] ,
a practice that IoT devices may similarly be vulnerable to.

Devices remaining functional during updates removes the possibility of resetting to safe states, and would
not be possible for firmware updates. An alternative proposal is that devices should indicate to the end user
when they are resetting for an update, with some communication provided for how long the system will
likely be inoperable. Removing the recommended “fallback/rollback™ option for updates leaves devices
vulnerable to updates which unintentionally damage the device, as was the case with an AMD driver update
in 2015 [87,[88]]

Securely store credentials and security-sensitive data

“Any credentials shall be stored securely within services and on devices. Hard-coded credentials in
device software are not acceptable.”
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“Reverse engineering of devices and applications can easily discover credentials such as hard-coded
usernames and passwords in software. Simple obfuscation methods also used to obscure or encrypt this
hard-coded information can be trivially broken. Security-sensitive data that should be stored securely
includes, for example, cryptographic keys and initialisation vectors. Secure, trusted storage
mechanisms should be used such as those provided by a Trusted Execution Environment and associated
trusted, secure storage. Stored credentials in services should follow best practices.
https://pages.nist.gov/800-63-3/sp800-63b.html#sech’

Outside of credentials, examples of security-sensitive data can include cryptographic keys, device identifiers
and initialisation vectors. “Securely store” does not give any indication of what an implementation may look
like, or any specific recommendations for those looking to meet this requirement. In the PETRAS literature
review, the only point that seems to correspond to this requirement is that “Salt, hash and/or encrypt
credentials”. Elaborating on this further using the OWASP recommendations [89]], hashing the password
should be one of several steps (to prevent DOS through long passwords, or truncating lengthy passwords)
and the salt should be cryptographically-strong. Encryption through adaptive one-way functions or keyed
functions are both recommended.

Addition factors which should be considered are that even if credentials are kept in a secure medium, they
should be stored assuming the medium will eventually be compromised. If the storage medium relies on
being inaccessible for security, then the storage medium is only as strong as it’s secrecy, and security through
obscurity is no security at all. Relying on a third-party solution for securely storing keys (for example,
Google’s project Vault) leaves all devices of a kind vulnerable once that third-party is compromised, with no
avenue to simply reissue new keys.

The primary challenge with securing encryption keys for IoT devices is that, as they are a single device, keys
will always be stored in the same location as the data they decrypt. Integrating sub-processors to act as a
“separate machine” that can store the keys are one possible option, but this may not always be possible and
provides additional attack surfaces that may be exploited [90] (see requirement six for additional information
on the importance of reducing attack surfaces).

Communicate securely

“Security-sensitive data, including any remote management and control, should be encrypted in transit,
appropriate to the properties of the technology and usage. All keys should be managed securely.”

“The use of open, peer-reviewed internet standards is strongly encouraged.”

This requirement is unfortunately vague. Traffic encryption will prevent MITM attacks which could
compromise privacy, device functionality and more. Any attempt to clarify further on encryption quality for
standards could unintentionally exclude low power devices, and attempting to compensate can leave poor
implementations on high-power devices open to still matching the requirement. The PETRAS literature
review conducted to support the report is similarly vague, with no dedicated category and simply a “Use best
practice cryptography protocols” justifying this requirement.

The NCSC guidance on this topic is far more clear on what would constitute secure, providing details on
what would constitute good practice with regards to TLS and being clear about how devices should handle
their connections through the internet [91]. The provided information was out of date, however, not
including any information on TLS 1.3 until (if their self-declared publication dates are correct) three years
after 1.3 first began deployment.
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While not specifying specific cryptographic protocols is good for a requirement, lest they are unsuitable for a
device or are compromised, this requirement is currently too vague for any company to comply with.
Specifying an “average compute hours to crack, for currentYear computers” requirement would go a long
way to fleshing out this requirement, having the advantage of increasing in difficulty automatically each year
to correspond with advances in both cryptographic cracking algorithms and computer architecture. While it
does not solve the issue of low power devices that cannot realistically provide cryptographically secure
encryption for real-time traffic being unable to meet the requirement, attempting to lower the bar such that
they can compete would compromise the integrity of the entire requirement. Advances are still being made
in the field of low-power encryption [92]], so the exclusion of these devices may be regarded as only
temporary until the field catches up.

Minimise exposed attack surfaces

“All devices and services should operate on the ‘principle of least privilege’; unused ports should be
closed, hardware should not unnecessarily expose access, services should not be available if they are
not used and code should be minimised to the functionality necessary for the service to operate.
Software should run with appropriate privileges, taking account of both security and functionality.”

“The principle of least privilege is a foundation stone of good security engineering, applicable to IoT as
much as in any other field of application.”

An often over-looked aspect of reducing attack surfaces in cybersecurity is to secure not only internet-facing
attack surfaces and physical access points, but also local area threats. With the range of 802.11n setting the
current realistic max range of around 100 metres for each device [93|] and the increased emphasis on
mesh-networks for 802.11ax [94]], a weak-link device on the internal network could potentially compromise
other local area devices, even outside the current premises. The literature review accompanying the report
further elaborates on how some controls could be implemented, disabling connectivity or ports which are
unnecessary for the core product functionality.

Little mention is made within the literature review of this important requirement, with a single point being
“Build in controls to disable connectivity or disable ports to mitigate potential threats, while maintaining
core product functionality” covering the scope and intention of this requirement.

This recommendation is broad and sweeping, but conveys it’s intent well. Having controls to disable
surfaces which are surplus to requirement is a good step, but still leaves the burden on the user to know both
what to disable and how to do it. One improvement may be to include some pre-set behaviours tailored to
some expected use cases of the product. An example of this which has seen great success is the network
security settings for Microsoft Windows. As Windows has such a broad user-base with customers using the
same product for home as well as commercial applications, when first connecting to a new network a prompt
will appear with three different presets suitable for different use cases (along with a short description of
each, so the customer can easily identify which category they fall into). Prompts with different presets would
be easily implemented for most IoT devices, with possible additional settings than “work” and “public”
being related to the network in the home (connected directly to the internet, connected to another IoT device,
connected to a router) or how the user intends to utilise the device (keep my data only on this device, allow
my data to be communicated to other specified devices on the local network with an authorised key, allow
my data to be accessible from the internet through an API) helping ensure that the device is properly
configured for the use case the customer needs.

Ensure software integrity

“Software on IoT devices should be verified using secure boot mechanisms. If an unauthorised change
is detected, the device should alert the consumer/administrator to an issue and should not connect to
wider networks than those necessary to perform the alerting function.”
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“The ability to remotely recover from these situations should rely on a known good state, such as
locally storing a known good version to enable safe recovery and updating of the device. This will
avoid denial of service and costly recalls or maintenance visits, whilst managing the risk of potential
takeover of the device by an attacker subverting update or other network communications mechanisms.”

Reverting to a known “safe” version is a good strategy but a vulnerability all in itself. If release 1.0 is
compromised and patched, resetting a device can be a tactic to gain control of a device. The requirement
additionally elaborates on this avoiding denial of service (when a large number of devices are taken offline,
them reconnecting to host servers all at once can cause a ripple of denial of service. See requirement nine.),
but this seems to imply that an order can be given to reset devices back to the 1.0 software remotely in case
of widespread compromise. In addition to the included requirements, the literature review conducted by
PETRAS also identified some additional features which could be integrated with a Reset mechanism. They
seem to focused around providing a customer and the manufacturer with the tools they need to both
determine when a Reset would be needed, and providing support to the customer during the process. Given
that the additional support to the customer would require a phone line or other manned support line (and
would therefore incur a non-trivial cost) it is unsurprising but disappointing that it was omitted from the
requirements. It provided significant benefits for removing the burden of security from the consumer and
back onto the manufacturer, one of the stated goals of these requirements, but additional works
commissioned by the DCMS included cost as a primary concern [58]. The suggestion of making Secure
Boot mandatory would likely also face legal challenge from consumer advocacy groups, especially with the
manufacturer retaining the ability to reset their devices remotely.

Ensure that personal data is protected

“Where devices and/or services process personal data, they shall do so in accordance with applicable
data protection law, such as the General Data Protection Regulation (GDPR) and the Data Protection
Act 2018. Device manufacturers and IoT service providers shall provide consumers with clear and
transparent information about how their data is being used, by whom, and for what purposes, for each
device and service. This also applies to any third parties that may be involved (including advertisers).
Where personal data is processed on the basis of consumers’ consent, this shall be validly and lawfully
obtained, with those consumers being given the opportunity to withdraw it at any time.”

“This guideline ensures that:

i. IoT manufacturers, service providers and application developers adhere to data protection obligations
when developing and delivering products and services;

ii. Personal data is processed in accordance with data protection law;

iii. Users are assisted in assuring that the data processing operations of their products are consistent and
that they are functioning as specified;

iv. Users are provided with means to preserve their privacy by configuring device and service
functionality appropriately.”

Within the literature review, the issue(s) of privacy are raised frequently, often with regard to the GDPR.
Excluding GDPR related recommendations, disclosure of what happens to data when ownership is
transferred of a device, providing a user with the option to delete personal data on company services when
ending service with the company (and control personal data at any point of the lifecycle, including choices
about what data is collected) and that consent has to be granted for personal data to be shared with third
parties are all included.

Although security and privacy often cover similar ground, they are distinct topics. This requirement is a
more privacy focused point, seemingly included to bring the GDPR in-scope. The recommendations beyond
the GDPR are largely lost from the requirement.

Make systems resilient to outages
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“Resilience should be built in to IoT devices and services where required by their usage or by other
relying systems, taking into account the possibility of outages of data networks and power. As far as
reasonably possible, IoT services should remain operating and locally functional in the case of a loss of
network and should recover cleanly in the case of restoration of a loss of power. Devices should be able
to return to a network in a sensible state and in an orderly fashion, rather than in a massive scale
reconnect.”

“IoT systems and devices are relied upon by consumers for increasingly important use cases that may
be safety-relevant or life-impacting. Keeping services running locally if there is a loss of network is one
of the measures that can be taken to increase resilience. Other measures may include building
redundancy into services as well as mitigations against DDoS attacks. The level of resilience necessary
should be proportionate and determined by usage but consideration should be given to others that may
rely on the system, service or device as there may be a wider impact than expected.”

Of particular note is the “rather than in a massive scale reconnect”, which is intended to stop ripples of high
demand following a service interruption which could themselves cause further interruptions simulating a
DDOS attack. As IoT devices are expected to be integrated further into everyday life, it is reasonable to
expect they can either continue functioning if they serve a critical role even if they receive an update. An
interruption to a device controlling the electricity supply, for example, could cause a chain reaction of other
failures (which may even be life threatening). An interruption to an IoT door lock is another scenario that
highlights why simply resetting the device when it updates may not be an option. If the device simply reset,
either a customer could be locked out of their home while their device updates or there may be no locking at
all.

There is little to add to this requirement, except to emphasise the difficulty of what is being asked and how
this could unintentionally leave devices in a more compromised and hard to troubleshoot position. In terms
of verification, if you have identified that there exists a compromised or otherwise faulty state (or set of
states) Y which exhibit unexpected behaviour, then without a reset to a “safe state” of intended behaviour
(X) you cannot guarantee any patch will not leave the machine still in that compromised state (either the
same Y, or an entirely new Z introduced through this effort to escape Y). This difficulty is why most devices
choose to reset to apply updates, to ensure that the state of the machine is within the domain that defines the
bound of expected behaviours when an update is applied.

Monitor system telemetry data

“If telemetry data is collected from IoT devices and services, such as usage and measurement data, it
should be monitored for security anomalies.”

“Monitoring telemetry, including log data, is useful for security evaluation and allows for unusual
circumstances to be identified early and dealt with, minimising security risk and allowing quick
mitigation of problems. In accordance with Guideline Eight, however, the processing of personal data
should be kept to a minimum and consumers shall be provided with information on what data is
collected and the reasons for this.”

This rule puts a responsibility to companies collecting this extra data to provide some benefit back to the
consumers. It may provide justification for extraneous data collection, however.

This rule contradicts some recommendations made in the literature review, which is a contradiction
acknowledged by the requirement, and states that personal data should be avoided where possible to prevent
clashing with requirement eight. The literature review goes further than this though, stating “Design to
collect only the minimum amount of data necessary”, while the requirement has the keyword “Personal”
added as a modifier. Additionally, another section of the literature review mentions providing choices for
data collection beyond what is necessary for device operation. Generally speaking, the literature review
seems to favour consumer choice and freedom while the proposed requirements provide more lax restrictions
for companies collecting data.
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Collection of system diagnostic data is useful for companies looking to improve their product. However, it
cannot be ignored that the users receive little benefit for providing this information. Providing a mandate that
’if the data is collected, it must be used to provide a security benefit to the consumer’ is a large step forward
in this regard, however the “Personal” keyword modifier should be removed, returning to the suggested
version. The original recommendation’s additions should be retained, to help keep this requirement in-line
with the message of both requirement eight and the GDPR.

Make it easy for consumers to delete personal data

“Devices and services should be configured such that personal data can easily be removed from them
when there is a transfer of ownership, when the consumer wishes to delete it and/or when the consumer
wishes to dispose of the device. Consumers should be given clear instructions on how to delete their
personal data.”

“IoT devices may change ownership and will eventually be recycled or disposed of. Mechanisms can be
provided that allow the consumer to remain in control and remove personal data from services, devices
and applications.”

Given the nature of IoT devices to be tightly intertwined with data collection and the internet, a way to
control this data in case of disposal or resale is necessary.

The literature review provides a request for a mechanism to reset to the manufacturer state, just as it appears
in the requirement, but makes further recommendations with respect to user data, including that companies
disclose what happens to user data when ownership is transferred. This mechanism is unfortunately omitted
from the DCMS proposal. The importance of including a way of securely wiping data is highlighted in the
justification for a security label [58]], where Harris Interactive reveal that the most common methods of
device disposal leave data left on a device open to exploitation.

Even the literature review recommendations do not go far enough for this requirement. Although a factory
reset is perceived as a way of securely removing personal data, this is not the case. Recovery of data on
Android devices, for example, is not only possible but trivial [95]]. This shortcoming is especially notable as
mobile devices will have similar power constraints to IoT devices. A better practice for wiping data will be
to first encrypt the device volume before wiping it. This drastically reduces the risk of leaking sensitive data,
as any information which can be recovered will be useless without the decryption key. Even that can not be
enough, however, as mobile devices in particular tend to use short decryption keys for ease of input, which
opens them to brute force attacks [95]]. Given the interfaces for IoT devices tend to be similarly compact, it is
not unreasonable to expect that similar decisions regarding password length could be made.

Make installation and maintenance of devices easy

“Installation and maintenance of IoT devices should employ minimal steps and should follow security
best practice on usability. Consumers should also be provided with guidance on how to securely set up
their device.”

“Security issues caused by consumer confusion or misconfiguration can be reduced and sometimes
eliminated by properly addressing complexity and poor design in user interfaces. Clear guidance to
users on how to configure devices securely can also reduce their exposure to threats.”

Where a secure-by-design approach cannot give security, devices should be hard to misconfigure. Some
good steps to this would be “recommended” safe options for standard users, with other options being
labelled for advanced users. Maintenance is less clear.

No guidance in the literature review lines up particularly well with this requirement, it is more implied
through the implementation of other requirements. For example, “Provide controls to edit privacy settings”
would be of little use without also making sure these controls are easy to use, with minimal steps and best
practice for usability.
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Implementing a set of recommended common configurations, as mentioned in the suggestions for
requirement six, would go a long way to help users with the installation of their devices. Prompts for
recommended maintenance actions (“your device is a running a little slow, here are a few actions which
could help speed it back up”) would expand on this existing user experience, promoting an environment
where the burden of knowledge is lessened for the end user and they instead are relying more on quality
recommendations for their circumstance. This does bring a danger of bad recommendations souring the user
experience, so care should be taken to ensure that if a manufacturer is going to include recommendations that
they aspire to meet the expectation of quality from the end users.

Validate input data

“Data input via user interfaces and transferred via application programming interfaces (APIs) or
between networks in services and devices shall be validated.”

“Systems can be subverted by incorrectly formatted data or code transferred across different types of
interface. Automated tools are often employed by attackers in order to exploit potential gaps and
weaknesses that emerge as a result of not validating data. Examples include, but are not limited to, data
that is:

1) Not of the expected type, for example executable code rather than user inputted text.

ii) Out of range, for example a temperature value which is beyond the limits of a sensor.”

More “Software Design” than anything specifically related to IoT devices, attention should be paid to the
dangers of values outside expected parameters. No safe values should be presumed, especially when
working with other devices, else errors could cascade throughout an entire network of devices from a single
bad sensor.

Like the previous requirement, this requirement is more implied by other recommendations. The
recommendation of “Undergo a secure development process”, for example, would flag lack of validation of
input data as a serious issue.

The narrowing of scope from the general “Undergo a secure development process (such as threat modelling,
inventory of codes)” to just validating input data has changed a robust requirement which only the best of
devices would be able to meet into a low floor. Any company with even the most modest of knowledge of
good coding practice would be able to meet such a requirement. While this easy-to-meet requirement is good
for stakeholders who want to make meeting these security requirements as simple as possible, it indirectly
harms companies who have an interest in securing their devices as strongly as possible, as there is no longer
an incentive to push for the high ceiling. By providing no consumer communicable method of differentiating
themselves in the market, they have removed a major benefit for companies who have a desire to make
security on their devices as robust as possible. This is especially problematic for industry, where a true
Secure by Design supply chain has long been recommended [63]].

5.2 Mapping UK IoT “Secure by Design” into ENISA Baseline Security
Requirements for IoT

As mentioned in the EU requirements are (collectively) far more comprehensive when compared
to the UK requirements, and wholly encompass the UK proposal (Demonstrated below). With eighty-three
specifically focused objectives that can be treated as a “checklist”, they are each clearly worded such that there is
as little room for interpretation as possible. Consequently, when trying to suggest wording alterations to any
specific requirement, their absolute specificity and clear meaning left naught to improve. Each individual
requirement is given a code (for example, GP-TM-09) such that they can easily be referred to, which I will also
use here.
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To prove the UK requirements are wholly a subset of the EU requirements, extended features drawn from EU
requirements have also been included rather than strictly aiming for parity. There is additionally some crossover
in categories, where some requirements can logically be deconstructed into components of other categories
without effecting the coverage. This emerges when incorporating EU requirements related to the subject area but
that are considerably beyond the limited UK requirements. These are included under a “Additional related
elements” label, such that a reader can reason the dissolution of UK requirements 11 and 12 while still
maintaining the statement that the UK requirements are a subset.

For a more visual proof, [Table 3|expresses this mapping (subsection 5.2)) as a table.

. No default passwords
Stated UK Requirement
All IoT device passwords must be unique and not resettable to any universal factory default value.

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which
are expected to be changed by the consumer. This has been the source of many security issues in IoT and the
practice needs to be eliminated. Best practice on passwords and other authentication methods should be followed.
Further details are available on the NCSC website.
https://www.ncsc.gov.uk/collection/passwordshttps:
//pages.nist.gov/800-63-3/sp800-63b.html#sech

EU Requirement Mapping:

GP-TM-09: Establish hard to crack device individual default passwords. Usernames and passwords for IoT
devices supplied by the manufacturer are often never changed by the user and are easily cracked, and a hard to
crack default password is still a weakness if it is used for more than one device.

GP-TM-22: Ensure default passwords and even default usernames are changed during the initial setup, and that
weak, null or blank passwords are not allowed.

GP-TM-23: Authentication mechanisms must use strong passwords or personal identification numbers (PINs),
and should consider using two-factor authentication (2FA) or multi-factor authentication (MFA) like
Smartphones, Biometrics, etc., and certificates.

Additional related elements:

GP-TM-25: Protect against ‘brute force’ and/or other abusive login attempts (such as automated login bots, etc.)
by locking or disabling user and device support account(s) after a reasonable number of invalid log in attempts, or
by making the user wait a certain amount of time to login again after a failed attempt. This protection should also
consider keys stored in devices.

GP-TM-26: Ensure password recovery or reset mechanism is robust and does not supply an attacker with
information indicating a valid account. The same applies to key update and recovery mechanisms.

. Implement a vulnerability disclosure policy

Stated UK Requirement

All companies that provide internet-connected devices and services must provide a public point of contact as part
of a vulnerability disclosure policy in order that security researchers and others are able to report issues.
Disclosed vulnerabilities should be acted on in a timely manner.
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Knowing about a security vulnerability allows companies to respond. Companies should also continually monitor
for, identify and rectify security vulnerabilities within their own products and services as part of the product
security lifecycle. Vulnerabilities should be reported directly to the affected stakeholders in the first instance. If
that is not possible vulnerabilities may be reported to national authorities
https://www.ncsc.gov.uk/contact!| Further details of the different approaches to take in different
circumstances are included in the explanatory notes. Companies are also encouraged to share information with
competent industry bodies https://www.gsma.com/cvd

EU Requirement Mapping:

GP-OP-06: Coordinated disclosure of vulnerabilities, including associated security practices to address identified
vulnerabilities. A coordinated disclosure policy should involve developers, manufacturers, and service providers,
and include information regarding any vulnerabilities reported to a computer security incident response team
(CSIRT).

GP-OP-07: Participate in information sharing platforms to report vulnerabilities and receive timely and critical
information about current cyber threats and vulnerabilities from public and private partners. Information sharing
is a critical tool in ensuring stakeholders are aware of threats as they arise.

GP-OP-08: Create a publicly disclosed mechanism for vulnerability reports. Bug Bounty programs, for example,
rely on crowdsourcing methods to identify vulnerabilities that companies’ own internal security teams may not
catch.

Additional related elements:

GP-PS-06: For IoT hardware manufacturers and IoT software developers it is necessary to implement test plans
to verify whether the product performs as it is expected. Penetration tests help to identify malformed input
handling, authentication bypass attempts and overall security posture.

GP-TM-57: The auditing of security-relevant events and the monitoring and tracking of system abnormalities are
key elements in the after-the-fact detection of, and recovery from, security breaches. Conduct periodic audits and
reviews of security controls to ensure that the controls are effective. Perform penetration tests at least biannually.

. Keep software updated
Stated UK Requirement

Software components in internet-connected devices should be securely updatable. Updates shall be timely and
should not impact on the functioning of the device. An end-of-life policy shall be published for end-point devices
which explicitly states the minimum length of time for which a device will receive software updates and the
reasons for the length of the support period. The need for each update should be made clear to consumers and an
update should be easy to implement. For constrained devices that cannot physically be updated, the product
should be isolatable and replaceable.

The provenance of security patches should also be assured and they should be delivered over a secure channel.
The basic functions of a device should continue to operate during an update wherever possible, for example a
watch should continue to tell the time, a home thermostat should still operate and a lock should continue to
unlock and lock. This may seem primarily a design consideration, but can become a critical safety issue for some
types of devices and systems if not considered or managed correctly.

Software updates should be provided after the sale of a device and pushed to devices for a period appropriate to
the device. This period of software update support shall be made clear to a consumer when purchasing the
product. The retailer and/or manufacturers should inform the consumer that an update is required. For
constrained devices with no possibility of a software update, the conditions for and period of replacement support
should be clear.
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EU Requirement Mapping:

GP-OP-01: Develop an end-of-life strategy for IoT products. Security patches and updates will eventually be
discontinued for some IoT devices. Therefore, developers should prepare and communicate a product sunset plan
from the initial stages to ensure that manufacturers and consumers are aware of the risks posed to a device beyond
its expected expiry date.

GP-OP-02: Disclose the duration and end-of-life security and patch support (beyond product warranty). Such
disclosures should be aligned to the expected lifespan of the device and communicated to the consumer prior to
purchase.

GP-TM-18: Ensure the device software/firmware, its configuration and its applications have the ability to update
Over-The-Air (OTA), that the update server is secure, that the update file is transmitted via a secure connection,
that it does not contain sensitive data (e.g. hardcoded credentials), and that it is signed by an authorised trust entity
and encrypted using accepted encryption methods, and that the update package has its digital signature, signing
certificate and signing certificate chain, verified by the device before the update process begins. Failing to build in
OTA update capabilities will leave devices exposed to threats and vulnerabilities for the entirety of their lifetimes.

GP-OP-03: Monitor the performance and patch known vulnerabilities up until the “end-of-support—" period of a
product’s lifecycle. Due to the limited life cycle of many IoT devices, critical, publicly known security or privacy
bugs will pose a risk to consumers using outdated devices.

. Securely store credentials and security-sensitive data

Stated UK Requirement

Any credentials shall be stored securely within services and on devices. Hard-coded credentials in device
software are not acceptable.

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames
and passwords in software. Simple obfuscation methods also used to obscure or encrypt this hard-coded
information can be trivially broken. Security-sensitive data that should be stored securely includes, for example,
cryptographic keys, device identifiers and initialisation vectors. Secure, trusted storage mechanisms should be
used such as those provided by a Trusted Execution Environment and associated trusted, secure storage.

EU Requirement Mapping:

GP-TM-24: Authentication credentials including but not limited to user passwords shall be salted, hashed and/or
encrypted.

GP-TM-35: Cryptographic keys must be securely managed. Encryption is only as robust as the ability for any
encryption based system to keep the encryption key hidden. Cryptographic key management includes key
generation, distribution, storage, and maintenance.

GP-TM-49: Avoid provisioning the same secret key in an entire product family, since compromising a single
device would be enough to expose the rest of the product family.

. Communicate securely

Stated UK Requirement

Security-sensitive data, including any remote management and control, should be encrypted in transit, appropriate
to the properties of the technology and usage. All keys should be managed securely.

The use of open, peer-reviewed internet standards is strongly encouraged.
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EU Requirement Mapping:

GP-TM-34: Ensure a proper and effective use of cryptography to protect the confidentiality, authenticity and/or
integrity of data and information (including control messages), in transit and in rest. Ensure the proper selection
of standard and strong encryption algorithms and strong keys, and disable insecure protocols. Verify the
robustness of the implementation.

GP-TM-39: Ensure that communication security is provided using state-of-the-art, standardised security
protocols, such as TLS for encryption.

Additional related elements:

GP-TM-07: Use protocols and mechanisms able to represent and manage trust and trust relationships. Each
communication channel must be trustworthy to a level commensurate with the security dependencies it supports
(i.e., how much it is trusted by other components to perform its security functions).

GP-TM-36: Build devices to be compatible with lightweight encryption and security techniques (including
entities secure identification, secure configuration, etc.) that can, on the one hand, be usable on
resource-constrained devices, and, on the other hand, be scalable so to minimise the management effort and
maximise their usability.

GP-TM-37: Support scalable key management schemes. It has to be considered that tiny sensor nodes cannot
provide all security features because they have lots of system limitations. Thus, the sensed data carried over
infrastructure networks may not have strong encryption or security protection.

GP-TM-38: Guarantee the different security aspects -confidentiality (privacy), integrity, availability and
authenticity- of the information in transit on the networks or stored in the IoT application or in the Cloud, using
data encryption methods to minimise network threats such as replay, interception, packet sniffing, wiretapping, or
eavesdropping.

GP-TM-41: Guarantee data authenticity to enable trustable exchanges (from data emission to data reception -
both ways). Data is often stored, cached, and processed by several nodes; not just sent from point A to point B.
For these reasons, data should always be signed whenever and wherever the data is captured and stored.

GP-TM-52: Ensure web interfaces fully encrypt the user session, from the device to the backend services, and
that they are not susceptible to XSS, CSRF, SQL injection, etc.

GP-OP-04: Use proven solutions, i.e. well known communications protocols and cryptographic algorithms,
recognized by the scientific community, etc. Certain proprietary solutions, such as custom cryptographic
algorithms, should be avoided. Purely proprietary approaches and standards limit interoperability and can
severely hamper the potential of the Digital Single Market. Common open standards will help users access new
innovative services, especially for SMEs, the public sector and the scientific community. In particular, the
portability of applications and data between different providers is essential to avoid lock-in.

. Minimise exposed attack surfaces

Stated UK Requirement

All devices and services should operate on the ‘principle of least privilege’; unused ports should be closed,
hardware should not unnecessarily expose access, services should not be available if they are not used and code
should be minimised to the functionality necessary for the service to operate. Software should run with
appropriate privileges, taking account of both security and functionality.

The principle of least privilege is a foundation stone of good security engineering, applicable to IoT as much as in
any other field of application.
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EU Requirement Mapping:

GP-TM-33: Ensure that devices only feature the essential physical external ports (such as USB) necessary for
them to function and that the test/debug modes are secure, so they cannot be used to maliciously access the
devices. In general, lock down physical ports to only trusted connections.

GP-TM-50: Ensure only necessary ports are exposed and available.

GP-TM-08: Enable security by default. Any applicable security features should be enabled by default, and any
unused or insecure functionalities should be disabled by default. Strong security controls should be something the
consumer has to deliberately disable rather than deliberately enable.

GP-TM-43: 10T devices should be restrictive rather than permissive in communicating: When possible, devices
should not be reachable via inbound connections by default. IoT devices should not rely on the network firewall
alone to restrict communication, as some communication between devices within the home may not traverse the
firewall.

GP-TM-45: Disable specific ports and/or network connections for selective connectivity. If necessary, provide
users with guidelines to perform this process in the final implementation.

GP-PS-12: Identify the intended use and environment of a given [oT device. This will help developers and
manufacturers determine the most suitable technical features for the IoT device’s operation, and the security
measures required. This will also help to effectively handle bugs or enhancement requests.

Additional related elements:

GP-TM-30: Ensure a context-based security and privacy that reflects different levels of importance (e.g.
emergency crisis, home automation).

. Ensure software integrity
Stated UK Requirement

Software on IoT devices should be verified using secure boot mechanisms. If an unauthorised change is detected,
the device should alert the consumer/administrator to an issue and should not connect to wider networks than
those necessary to perform the alerting function.

The ability to remotely recover from these situations should rely on a known good state, such as locally storing a
known good version to enable safe recovery and updating of the device. This will avoid denial of service and
costly recalls or maintenance visits, whilst managing the risk of potential takeover of the device by an attacker
subverting update or other network communications mechanisms.

EU Requirement Mapping:

GP-TM-03: The boot process initialises the main hardware components, and starts the operating system. Trust
must be established in the boot environment before any trust in any other software or executable program can be
claimed, so the booted environment must be verified and determined to be in an uncompromised state.

GP-TM-04: Sign code cryptographically to ensure it has not been tampered with after being signed as safe for the
device, and implement run-time protection and secure execution monitoring to be sure malicious attacks do not
overwrite code after it is loaded. Only run signed code and never unsigned code. Measuring the bootprocess
enables the detection of manipulation of the host OS and software, so that malicious changes in the behaviour of
the devices can be detected. It enables boot-time detection of rootkits, viruses and worms.

GP-TM-06: Restore Secure State - Enable a system to return to a state that was known to be secure, after a
security breach has occurred or if an upgrade has not been successful.
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Additional related elements:

GP-TM-01: Employ a hardware-based immutable root of trust. The Hardware Root of Trust is a trusted hardware
component which receives control at power-on. It then extends the chain of trust to other hardware, firmware, and
software components. The Root of Trust should then be attestable by software agents running within and
throughout the infrastructure.

GP-TM-02: Use hardware that incorporates security features to strengthen the protection and integrity of the
device — for example, specialised security chips / coprocessors that integrate security at the transistor level,
embedded in the processor, that provide:

- Chain of trust boot-loader which authenticates the operating system before loading it

- Chain of trust operating system which authenticates application software before loading it

- Hardware secure boot process and Locking Critical Sections of Memory

- Protected memory (NVM/RAMY/Cache) to avoid snooping and reverse engineering

- Encryption and anonymity

- Random Number Generation (RNG)

- Tamper detection

- Environment monitoring and internal control

- Trusted Execution Environment. Secure Code fetching & Execution (Integrity checks)

- Code and data signatures, built during compilation and stored and verified during execution

- A trusted storage of device identity and authentication means, including protection of keys at rest and in use
- Protection against unprivileged accessing security sensitive code.

Protection against local and physical attacks can be covered via functional security.

GP-TM-05: Control the installation of software on operational systems, to prevent unauthenticated software and
files being loaded onto it. In the event that the product is intended to allow unauthenticated software, such
software should only be run with limited permissions and/or sandbox.

GP-TM-16: Mechanisms for self-diagnosis and self-repair/healing to recover from failure, malfunction or a
compromised state.

GP-TM-28: Device firmware should be designed to isolate privileged code, processes and data from portions of
the firmware that do not need access to them, and device hardware should provide isolation concepts to prevent
unprivileged from accessing security sensitive code. in order to minimise the potential for compromised code to
access those code and/or data.

GP-TM-56: Implement regular monitoring to verify the device behaviour, to detect malware and to discover
integrity errors.

. Ensure that personal data is protected
Stated UK Requirement

Where devices and/or services process personal data, they shall do so in accordance with applicable data
protection law, such as the General Data Protection Regulation (GDPR) and the Data Protection Act 2018. Device
manufacturers and IoT service providers shall provide consumers with clear and transparent information about
how their data is being used, by whom, and for what purposes, for each device and service. This also applies to
any third parties that may be involved (including advertisers). Where personal data is processed on the basis of
consumers’ consent, this shall be validly and lawfully obtained, with those consumers being given the opportunity
to withdraw it at any time.

This guideline ensures that:

i. IoT manufacturers, service providers and application developers adhere to data protection obligations when
developing and delivering products and services;

ii. Personal data is processed in accordance with data protection law;

iii. Users are assisted in assuring that the data processing operations of their products are consistent and that they
are functioning as specified;
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iv. Users are provided with means to preserve their privacy by configuring device and service functionality
appropriately.

EU Requirement Mapping:

GP-TM-10: Personal data must be collected and processed fairly and lawfully. The fairness principle specifically
requires that personal data should never be collected and processed without the data subject’s consent.

GP-TM-13: IoT stakeholders must be compliant with the EU General Data Protection Regulation (GDPR). The
complex mesh of stakeholders involved asks for/implies the necessity of a precise allocation of legal
responsibilities among them with regard to the processing of the individual’s personal data, based on the
specificities of their respective interventions.

GP-OP-12: Data processed by a third-party (i.e., if the organisation utilises a cloud email provider), must be
protected by a data processing agreement with the third-party. With the transference of data, the responsibility of
protecting that data also should be transferred and compliance verified.

GP-TM-11: Make sure that personal data is used for the specified purposes for which they were collected, and
that any further processing of personal data is compatible and that the data subjects are well informed.

GP-OP-13: Only share consumers’ personal data with third parties with consumers’ affirmative consent, unless
required and limited for the use of product features or service operation. Require that thirdparty service providers
are held to the same polices including holding such data in confidence and notification requirements of any data
loss/breach incident and/or unauthorised access.

Additional related elements:

GP-PS-08: Privacy must be a guiding principle when designing and developing systems, in order to make privacy
an integral part of the system.

GP-PS-09: Perform privacy impact assessments before any new applications are launched, using a top-down
decomposition method that requires first answering three fundamental questions:

- Where is the targeted application deployed (Legal constraints and cultural significance)

- For what purpose (Scope)

- For which scenarios (Business requirements)

GP-TM-12: Minimise the data collected and retained. Many IoT stakeholders only need aggregated data and have
no need of the raw data collected by IoT devices. Stakeholders must delete raw data as soon as they have
extracted the data required for their data processing. As a principle, deletion should take place at the nearest point
of data collection of raw data (e.g. on the same device after processing).

GP-OP-09: Ensure the personnel practices promote privacy and security - train employees in good privacy and
security practices for the secure usage of the systems, recognizing that technological expertise does not
necessarily equate to security expertise.

GP-OP-10: Document and monitor the privacy and security training activities.

GP-TM-14: Users of IoT products and services must be able to exercise their rights to information, access,
erasure, rectification, data portability, restriction of processing, objection to processing, and their right not to be
evaluated on the basis of automated processing.

32



0.

10.

Make systems resilient to outages
Stated UK Requirement

Resilience should be built in to IoT devices and services where required by their usage or by other relying
systems, taking into account the possibility of outages of data networks and power. As far as reasonably possible,
IoT services should remain operating and locally functional in the case of a loss of network and should recover
cleanly in the case of restoration of a loss of power. Devices should be able to return to a network in a sensible
state and in an orderly fashion, rather than in a massive scale reconnect.

IoT systems and devices are relied upon by consumers for increasingly important use cases that may be
safety-relevant or life-impacting. Keeping services running locally if there is a loss of network is one of the
measures that can be taken to increase resilience. Other measures may include building redundancy into services
as well as mitigations against DDoS attacks. The level of resilience necessary should be proportionate and
determined by usage but consideration should be given to others that may rely on the system, service or device as
there may be a wider impact than expected.

EU Requirement Mapping:

GP-TM-15: Design with system and operational disruption in mind. Build IoT devices to fail safely and securely,
so that the failure does not lead to a greater systemic disruption. Have a fail-safe design that specifically ensures
that no malfunction can impact the delivery of a commodity (e.g. energy, gas, heat or water), preventing the
system from causing unacceptable risk of injury or physical damage, protecting the environment against harm,
and avoiding interruption of safety-critical processes.

GP-TM-17: Ensure standalone operation - essential features should continue to work with a loss of
communications and chronicle negative impacts from compromised devices or cloud-based systems. A loss of
communications shall not compromise the integrity of the device, and IoT devices should continue to function if
the cloud back-end fails.

Additional related elements:
GP-PS-03: Security must consider the risk to human safety.

GP-PS-04: Design for power conservation should not compromise security.

Monitor system telemetry data
Stated UK Requirement

If telemetry data is collected from IoT devices and services, such as usage and measurement data, it should be
monitored for security anomalies.

Monitoring telemetry, including log data, is useful for security evaluation and allows for unusual circumstances to
be identified early and dealt with, minimising security risk and allowing quick mitigation of problems. In
accordance with Guideline eight, however, the processing of personal data should be kept to a minimum and
consumers shall be provided with information on what data is collected and the reasons for this.

EU Requirement Mapping:

GP-TM-51: Implement a DDoS-resistant and Load-Balancing infrastructure to protect the services against DDoS
attacks which can affect the device itself or other devices and/or users on the local network or other networks.

GP-TM-55: Implement a logging system that records events relating to user authentication, management of
accounts and access rights, modifications to security rules, and the functioning of the system. The logs must also
be preserved on durable storage and retrievable via an authenticated connection.

GP-OP-05: Establish procedures for analysing and handling security incidents. For any incident there should be a
response to:
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11.

12.

13.

a) confirm the nature and extent of the incident;

b) take control of the situation;

¢) contain the incident; and

d) communicate with stakeholders Establish management procedures in order to ensure a quick, effective and
orderly response to information security incidents.

Additional related elements:

GP-PS-05: Design architecture by compartments to encapsulate elements in case of attacks.

GP-TM-31: Since some devices, gateways, etc. are required to be managed remotely rather than operated
manually in the field, measures for tamper protection and detection are needed. Detection and reaction to
hardware tampering should not rely on network connectivity. Hardware tampering means that an attacker has
physical control of the device for some period of time. Broadly speaking, hardware tampering might occur at any
of the different periods in the life cycle of a device.

GP-TM-32: Ensure that the device cannot be easily disassembled and that the data storage medium is encrypted
at rest and cannot be easily removed. There should be mechanisms to control device security settings, such as
remotely locking or erasing contents of a device if the device has been stolen.
Make it easy for consumers to delete personal data

Stated UK Requirement

Devices and services should be configured such that personal data can easily be removed from them when there is
a transfer of ownership, when the consumer wishes to delete it and/or when the consumer wishes to dispose of the
device. Consumers should be given clear instructions on how to delete their personal data.

IoT devices may change ownership and will eventually be recycled or disposed of. Mechanisms can be provided
that allow the consumer to remain in control and remove personal data from services, devices and applications.

Requirement 11 is entirely a subset of an extended requirement eight.

Make installation and maintenance of devices easy
Stated UK Requirement

Installation and maintenance of IoT devices should employ minimal steps and should follow security best practice
on usability. Consumers should also be provided with guidance on how to securely set up their device.

Security issues caused by consumer confusion or misconfiguration can be reduced and sometimes eliminated by
properly addressing complexity and poor design in user interfaces. Clear guidance to users on how to configure
devices securely can also reduce their exposure to threats.

Requirement 12 is entirely a subset of extended features in other requirements.

Validate input data
Stated UK Requirement

Data input via user interfaces and transferred via application programming interfaces (APIs) or between networks
in services and devices shall be validated.

Systems can be subverted by incorrectly formatted data or code transferred across different types of interface.
Automated tools are often employed by attackers in order to exploit potential gaps and weaknesses that emerge as
a result of not validating data. Examples include, but are not limited to, data that is:

1) Not of the expected type, for example executable code rather than user inputted text.

ii) Out of range, for example a temperature value which is beyond the limits of a sensor.
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EU Requirement Mapping:

GP-TM-54: Data input validation (ensuring that data is safe prior to use) and output filtering. Security is a
concern for decision triggers (malware or general defects). Other possibilities here might be indirect manipulation
of input values to the trigger by tampering with or restricting the input values. Reliability is a concern for decision
triggers (general defects). Decision triggers could be inconsistent, self-contradictory, and incomplete.
Understanding how bad data propagates to affect decision triggers is paramount. Failure to execute decision
triggers at time may have undesired consequences.

GP-PS-01: Consider the security of the whole IoT system in a consistent and holistic approach along its whole
lifecycle across all levels of device/application design and development, integrating security throughout the
development, manufacturing, and deployment.

GP-TM-42: Do not trust data received and always verify any interconnections. Discover, identify and
verify/authenticate the devices connected to the network before trust can be established, and preserve their
integrity for trustable solutions and services. For example, a device measures its own integrity as part of boot, but
does not validate those measurements - when the device applies to join a network, part of joining involves sending
an integrity report for remote validation. If validation fails, the end point is diverted to a remediation network for
action.

Additional related elements:

GP-PS-02: Ensure the ability to integrate different security policies and techniques, so as to ensure a consistent
security control over the variety of devices and user networks in IoT.

GP-PS-07: For IoT software developers it is important to conduct code review during implementation as it helps
to reduce bugs in a final version of a product.

GP-PS-11: Identify significant risks using a defence-in-depth approach. Conduct end-to-end risk assessments that
account for both internal and third-party vendor risks, where possible. Developers and manufacturers should
include vendors and suppliers in the risk assessment process, which will create transparency and enable them to
gain awareness of potential third-party vulnerabilities and promote trust and transparency. Security should be
readdressed on an ongoing basis as the component in the supply chain is replaced, removed or upgraded. Risk
Assessment procedure should be initiated using a top-down decomposition method that requires first answering
three fundamental questions:

- Where is the targeted application deployed (Legal constraints and cultural significance)

- For what purpose (Scope)

- For which scenarios (Business requirements)

GP-TM-21: Design the authentication and authorisation schemes (unique per device) based on the system-level
threat models. Devices should include mechanisms to reliably authenticate their backend services and supporting
applications.

GP-TM-44: Make intentional connections. Prevent unauthorised connections to it or other devices the product is
connected to, at all levels of the protocols. IoT devices must provide notice and/or request a user confirmation
when initially pairing, onboarding, and/or connecting with other devices, platforms or services.

GP-TM-53: Avoid security issues when designing error messages. An error message should give/display only the
concise information the user needs — it must not expose sensitive information that can be exploited by an attacker,
such as an error ID, the version of the web server, etc.
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UK Requirement Covered EU Requirements | Related EU Requirements | Suggested Additions
GP-TM-25,
No default passwords ggﬁﬁ:gg’ GP-TM-23.
) GP-TM-26.
GP-OP-06,
GP-PS-06,
Implement a vulnerability disclosure policy GP-OP-07, -
GP-TM-57.
GP-OP-08.
GP-OP-01, GP-TM-18, GP-TM-19,
Keep software updated
GP-OP-02. GP-OP-03. GP-TM-20.
GP-TM-24,
Securely store credentials and security-sensitive data | GP-TM-35, - GP-TM-40.
GP-TM-49.
GP-TM-36,
GP-TM-37,
GP-TM-38,
Communicate securely GP-TM-34. GP-TM-39. GP-TM-41,
GP-TM-52,
GP-OP-04,
GP-TM-07.
GP-TM-45,
GP-TM-33, GP-TM-43,
Minimise exposed attack surfaces GP-TM-30.
GP-TM-50. GP-PS-12,
GP-TM-08.
GP-TM-01,
GP-TM-02,
GP-TM-03,
GP-TM-05,
Ensure software integrity GP-TM-04, -
GP-TM-16,
GP-TM-06.
GP-TM-28,
GP-TM-56.
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Table 3 continued from previous page

‘ UK Requirement ‘ Covered EU Requirements ‘ Related EU Requirements ‘ Suggested Additions
GP-PS-08,
GP-PS-09,
GP-TM-10,
GP-TM-11, GP-TM-12,
Ensure that personal data is protected GP-TM-13,
GP-OP-13. GP-OP-09,
GP-OP-12.
GP-OP-10,
GP-TM-14.
GP-TM-15, GP-PS-03,
Make systems resilient to outages -
GP-TM-17. GP-PS-04.
GP-TM-51, GP-PS-05,
Monitor system telemetry data - GP-TM-55, GP-TM-31,
GP-OP-05. GP-TM-32.
‘ Make it easy for consumers to delete personal data ‘ Subset of Requirement Eight
‘ Make installation and maintenance of devices easy ‘ Subset of extended features in other requirements
GP-PS-02,
GP-PS-07,
GP-PS-01, GP-PS-11,
Validate input data GP-TM-54.
GP-TM-42. GP-TM-21,
GP-TM-44,
GP-TM-53.

Table 3: Complete visual mapping of UK Requirements to EU Require-
ments
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6 Suitability of Existing Proposal

6.1 Existing device classification

To determine how manufacturers may be pressured to improve security on their devices by this legislative effort,
requirements specified as mandatory in the Secure by Design report have been applied to a selection of existing
devices. Some flexibility has been given on the rules, as otherwise no meaningful data could be drawn. These are:

Mandatory labelling. No device will have the label already on their packaging before the label is defined. As
such, no consideration will be made on the presence of this label.

Vulnerability disclosure policy. If a vulnerability disclosure program of any type already exists the product has
been declared as meeting this requirement. This choice is justified as it would require only minor tweaking on the
part of a company to comply.

Software updates and end-of-life policy disclosure. How long devices will receive software updates is supposed
to be declared on the label, which does not exist. Therefore, if historical evidence exists of a product life-cycle
with declarations being made of products meeting End of Life, and that products which are not declared End of
Life receive updates, this requirement will be declared passed.

For the proposed scheme, no other requirements are considered when determining if a product passes or fails, so
they have been ignored. It should additionally be noted that this mark scheme may be harsher than the current
iteration of the Secure by Design requirements. As discussed in the current ETSI interpretation of
the Secure by Design report has only 50% of the cumulative components of each of those first three requirements
marked as mandatory. As such, if this is indeed what would be required, this marking scheme would need to be
more lenient to more accurately effect existing device classification.

Method

When determining if a device had the qualities tested for, many different locations were searched. These were the
Terms of Service, any “Contact us” page (also checking a “Contact Us” on any parent company), site search
functions, the hackerone directory, bugcrowd, and direct Google queries. Finally, links were explored around any
reported vulnerabilities in the past, to see if they led to any information around future bug reporting.

The initial assessment was completed in 2019, and since then many web references have expired. Attempts were
made to restore the original pages where possible, but this further heightens justification that the current system of
manufacturers self-documenting may not be sustainable in the rapidly moving world of IoT devices. Limited
revision of content has been performed where relevant (for example, if the device had been declared end of life,
when there was no precedent for the company declaring end of life products) and any necessary large revisions
have been noted.

Existing Devices
1. Amazon Dash Button

The device uses another device on the network for authentication, and has no default password [[96]]. The parent
company has an existing vulnerability disclosure program [97]. The device has been declared end of life [98].

2. Amazon Echo
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Another mainstream IoT device, competing with the Google Home. Failures to meet requirements here after a
competing product has passed certification could drive a change in policy to compete, justifying the government
proposal. The device uses another device on the network for authentication, and has no default password [99]].
The parent company has an existing vulnerability disclosure program [97]]. The device has received software
updates since launch [[100] (the device is based on FireOS, a derivative of Android [[101]], and has been updated
from being Android 5 based through to currently being Android 9 based). Other products have been declared end
of life [98]], however no existing Alexa/Echo products are yet old enough to have been declared End-Of-Life. As
such, the Amazon Echo could be self-declared as meeting the requirements as set out by the UK government with
no alterations (pending clarification on how they treat products which are declared end of life) and ship with the
proposed Secure label.

. Amazon Echo Spot

The device uses another service for authentication, and has no default password [[102]]. The parent company has
an existing vulnerability disclosure program [97]]. The device has received software updates since launch [[100],
while no existing Alexa/Echo products are yet old enough to have been declared End-Of-Life so no conclusions
can be drawn.

. August Doorbell Cam Note: All citations and information for this device broke between 2019 and 2022. The
device uses another device on the network for authentication, and has no default password [103]]. The parent
company appears to have no existing vulnerability disclosure program (Company acquired by Assa Abloy who
have a vulnerability disclosure policy in 2022) [104]. Although not explicitly stated, the Doorbell Cam appears to
use the same mechanism for updates as the Smart Lock [[105]], while no existing products are yet old enough to
have been declared End-Of-Life so no conclusions can be drawn.

. August Smart Lock Note: All citations and information for this device broke between 2019 and 2022. The device
uses another device on the network for authentication, and has no default password [106]. The parent company
appears to have no existing vulnerability disclosure program (Company acquired by Assa Abloy who have a
vulnerability disclosure policy in 2022) [[104]]. The device has received software updates since launch [[105]], while
no existing products are yet old enough to have been declared End-Of-Life so no conclusions can be drawn.

. BB8 SE Droid

The device links to a third-party device for authentication [[107]. The parent company had an existing
vulnerability disclosure program when first examined, which they have now closed down [|108]|]. The device has
received software updates [[109]], while no existing products are yet old enough to have been declared End-Of-Life
so no conclusions can be drawn.

. Belkin WeMo Insight Smart Plug

The device uses another device on the network for authentication, and has no default password [110]]. The parent
company has an existing vulnerability disclosure program [111]]. The device can receive software updates and
even notifies the consumer when these updates are ready to be installed [[112], the parent company also explicitly
declares when products are end-of-life [113]]

. Belkin WeMo MrCoffee Smart Coffeemaker

The device uses another device on the network for authentication, and has no default password [110|]. The parent
company has an existing vulnerability disclosure program [111]]. The device can receive software updates and
even notifies the consumer when these updates are ready to be installed [[112], the parent company also explicitly
declares when products are end-of-life [[113]]

. Belkin WeMo Smart Light Switch

The device uses another device on the network for authentication, and has no default password [114]] The parent
company has an existing vulnerability disclosure program [111]]. The device can receive software updates and
even notifies the consumer when these updates are ready to be installed [[112], the parent company also explicitly
declares when products are end-of-life [[113]]
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Bitdefender BOX IoT Security Solution The device has a default password from the factory, but it appears to be
device unique [115]]. The parent company has an existing vulnerability disclosure program [116] The device
received software updates [[117]], and has been declared end-of-life [[118]].

Control4 EA-5 Controller

The controller ships with a default “temporary” password [[119] The parent company appears to have no existing
vulnerability disclosure program. The device has received software updates [120]], but relies on a third-party
dealer to install them and to inform the customer if their products are End of Life [[121]].

Flow By Plume Labs Air Pollution Monitor

The device uses another device on the network for authentication, and has no default password [[122]]. The parent
company appears to have no existing vulnerability disclosure program. The device has received software updates
and even notifies the consumer when these updates are ready to be installed [[123]], while no existing products are
yet old enough to have been declared End-Of-Life so no conclusions can be drawn.

Foobot Air Quality Monitor Note: As of 2022 Airbox documentation is no longer accessible. Content has been
migrated to Zendesk, which then removed this company. The device uses another device on the network for
authentication, and has no default password [124]. The parent company appears to have no existing vulnerability
disclosure program. The device has received software updates and even notifies the consumer when these updates
are ready to be installed [[125]], while no existing products are yet old enough to have been declared End-Of-Life
so no conclusions can be drawn.

Google Home

The device uses another device on the network for authentication, and has no default password [126]] The parent
company has an existing vulnerability disclosure program [127]] The device has received software updates since
launch [128]] and other Google products have an explicitly declared End-Of-Life date [129].

Linquet Bluetooth tracking sensors

Linquet uses another device in Bluetooth range for authentication, and has no default password. [[130]. The parent
company appears to have no existing vulnerability disclosure program. The device has received software

updates [[130], while no existing products are yet old enough to have been declared End-Of-Life so no
conclusions can be drawn.

Logitech Harmony Elite Universal Remote

The device uses another device on the network for authentication, and has no default password [[131]. The parent
company has an existing vulnerability disclosure program [132]] The device has received software update [[133]],
and a device in the family has already been declared End-Of-Life with customers directly informed ahead of
time [|134].

Logitech Pop

The device uses another device on the network for authentication, and has no default password [[135]. The parent
company has an existing vulnerability disclosure program [132]]. The device has received software updates [136],
the company has already declared products End-Of-Life and customers directly informed ahead of time [[134]. Of
note is that this product has been made End of Life, but customers were not informed, and it was not planned
from device release.

Nest Cam Indoor camera

The device uses another device on the network for authentication, and has no default password [[137]]. The parent
company has an existing vulnerability disclosure program [127]] The device has received software updates [|138],
other Google products have an explicitly declared End-Of-Life date [[129].

Nest Cam Outdoor camera
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20.

21.

22.

23.

24.

25.

26.

27.

The device uses another device on the network for authentication, and has no default password [[137]. The parent
company has an existing vulnerability disclosure program [127]] The device has received software updates [[138]],
other Google products have an explicitly declared End-Of-Life date [[129].

Nest Learning Thermostat

The device uses another device on the network for authentication, and has no default password [[139]]. The parent
company has an existing vulnerability disclosure program [127]] The device has received software updates [[138]],
other Google products have an explicitly declared End-Of-Life date [[129].

Nest Smoke Alarm

The device uses another device on the network for authentication, and has no default password [[140|]. The parent
company has an existing vulnerability disclosure program [127]] The device has received software updates [[138]],
other Google products have an explicitly declared End-Of-Life date [[129].

NETGEAR Orbi Ultra-Performance Mesh Wi-Fi

The device uses another device on the network for authentication, and has no default password [[141]]. The parent
company has an existing vulnerability disclosure program [142]] The device has received software updates [[143],
the company also explicitly declares when products are end of life to third party resellers [[144]]

Particle Photon Wi-Fi with headers

The device uses a web account to login, phoning home on connection to the internet. [145[]. The parent company
appears to have no existing vulnerability disclosure program. The device has received software updates [|146], the
company also explicitly declares where products are in the lifecycle and when they are end of life [[147].

Phillips Hue Bulbs

The device uses another device on the network for authentication, and has no default password [148|]. The devices
have unique default identifiers from the manufacturers which are used for connection, but would still meet
requirement. The parent company has an existing vulnerability disclosure program [149] The device has received
software updates [[150]], and the product also has explicitly declared end-of-life products in the range [[150]]

Phillips Hue Hue Go

The device uses another device on the network for authentication, and has no default password [151f]. The parent
company has an existing vulnerability disclosure program [[149]] The device has received software updates [[150],
and the product also has explicitly declared end-of-life products in the range [150].

RING Doorbell

While not having a default password, authentication relies on IDs that cannot be changed. These, however, appear
to be device unique [[152]. The parent company has an existing vulnerability disclosure program [97]. The device
has received software updates [153]], while no existing products are yet old enough to have been declared
End-Of-Life so no conclusions can be drawn.

TrackR bravo Tracking Device

The device used another device on the network for authentication, and had no default password. The parent
company appeared to have no existing vulnerability disclosure program. The device appeared to have no method
for firmware update, and no products were declared End-Of-Life. The company instead vanished and shutdown
all service, even their webdomain [[154]]
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6.2 Interpretation

When interpreting the existing device classification, more devices passing should be regarded as a negative mark
for the Secure by Design report’s listed requirements. If too many devices are able to pass the requirements with
no change to their functionality, it suggests that the requirements may not be sufficient to drive change in the
Cyber Security of consumer IoT products.

To reiterate, a problem of significant scale has already been identified, and a voluntary approach was

attempted [[155 51]] “““The Government’s preference would be for the market to solve this problem - the clear
security guidelines we set out will be expected by consumers and delivered by IoT producers. But if this does not
happen, and quickly, then we will look to make these guidelines compulsory through law.””. Insufficient change
was observed ‘“change has not been swift enough, with poor security still commonplace.” [60] and it was decided
that legal responsibility would be the only way to motivate the change required. As such, devices passing without
having to make any changes is unlikely to bring any advancement to the field of IoT security.

As such, a new scheme certifying that few existing devices would have to change is cause for concern. However,
the opposite is also true, that were many devices certified as failing these requirements it would be a sign that the
Secure by Design report could effect significant changes in the industry, as was intended.

[Figure 5|is a visualisation of the prior results.

As can be seen, only a single device outright fails the requirements (The Control4 EA-5 Controller, which is part
of bespoke home automation systems). Five further received Minor Fails, which could be fixed in a matter of
minutes, and a Sixth failed as the company dissolved without declaring products end-of-life. It seems apparent
from this figure that the improvements to Cyber Security recommended in the Secure by Design report will be
unable to effect change on the scale needed to tackle the issues identified in the IoT ecosystem.
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Amazon Dash Button Pass

Amazon Echo Pass

Amazon Echo Spot Pass

August Doorbell Cam Pass (when revisited in 2022)
August Smart Lock Pass (when revisited in 2022)
BB8 SE Droid Closed vulnerability disclosure program
Belkin WeMo Insight Smart Plug Pass

Belkin WeMo Mr Coffee Smart Pass
Coffeemaker

Belkin WeMo Smart Light Switch Pass
Bitdefender BOX loT Security Solution Pass

Control4 EA-5 Controller Fail

Flow By Plume Labs Air Pollution Minor Fail, Vuln
Monitor

Foobot Air Quality Monitor Minor Fail, Vuln
Google Home Pass

Linquet Bluetooth tracking sensors Minor Fail, Vuln
Logitech Harmony Elite Universal Pass

Remote

Logitech Pop Pass

Nest Cam Indoor camera Pass

Nest Cam Outdoor camera Pass

Nest Learning Thermostat Pass

Nest Smoke Alarm Pass

NETGEAR Orbi Ultra-Performance Mesh Pass

Wi-Fi

Particle Photon Wi-Fi with headers Minor Fail, Vuln
Phillips Hue Bulbs Pass

Phillips Hue Hue Go Pass

RING Doorbell Pass

TrackR bravo Tracking Device Fail

Figure 5: Potential classification of existing IoT devices against UK Secure by Design Requirements, using the
methodology specified in[6.1} The figure illustrates twenty-seven devices, each with three cells representing if they
did or did not pass a requirement. In total, of those 81 cells, only seven are fails (three of which are in a single
device), a home control smart device. Twenty devices pass completely with no changes required, and a further 5
could pass with adjustments to a Vulnerability Disclosure Program.
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14.

15.

16.

Part 111

Improving UK IoT ‘““Secure by Design” proposal
through international standards

7 Improving the Requirements

7.1 European Requirement Mapping and Unmappable Requirements

To understand how best to improve these flawed UK requirements, the ENISA Baseline Security Requirements
from [subsection 5.2] have been taken as the foundation. This mapping allows them to be easily incorporated into a
single reference document, and expresses the UK requirements in terms of related ENISA requirements, such that
the ENISA requirements form a superset wholly encompassing the UK requirements.

Although the majority of the European Recommendations have a related category within the UK
Recommendation, some are still out-of-scope. Were the UK requirements expanded to include every Related
Requirement or Suggested Addition, a further three requirements would still be needed to wholly express the
same domain covered by the ENISA Baseline Requirements European Recommendations (“IT Security
Architecture”, “Identity/Access management” and “Security Governance & Risk Management”). These are as
follows (numbering starts at 14, to continue on from the prior discussed requirements)
IT Security Architecture

EU Requirement Mapping:

GP-PS-10: Establish and maintain asset management procedures and configuration controls for key network and
information systems.

GP-TM-48: Protocols should be designed to ensure that, if a single device is compromised, it does not affect the
whole set.
Identity and Access Management

EU Requirement Mapping:

GP-TM-27: Limit the actions allowed for a given system by Implementing fine-grained authorisation mechanisms
and using the Principle of least privilege (POLP): applications must operate at the lowest privilege level possible.

GP-TM-29: Data integrity and confidentiality must be enforced by access controls. When the subject requesting
access has been authorised to access particular processes, it is necessary to enforce the defined security policy.
Security Governance & Risk Management

EU Requirement Mapping:

GP-TM-47: Risk Segmentation. Splitting network elements into separate components to help isolate security
breaches and minimise the overall risk.

GP-OP-11: Ensure that cybersecurity roles and responsibilities for all workforce are established and introduce
personnel assignments in accordance with the specifics of the projects and security engineering needs.

GP-OP-14: For IoT hardware manufacturers and IoT software developers it is necessary to adopt cyber supply
chain risk management policies and to communicate cyber security requirements to its suppliers and partners.

As a visual aid, the following table now presents that additional information
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Requirement Covered EU Requirements

GP-PS-10,
IT Security Architecture
GP-TM-48.
GP-TM-27,
Identity and Access Management
GP-TM-29.
GP-TM-47,
Security Governance & Risk Management | GP-OP-11,
GP-OP-14.
Table 4: Mapping of extra EU Requirements into new UK-like’ Re-

quirements

7.2 Expanding Requirements

While incorporating these ENISA requirements has vastly improved coverage, some additional suggested
improvements to be integrated have been identified (Marked with the text “Further Additions”, and a REQ code
for identification) that further raise the potential ceiling for device security. The following comprises the superset
of all prior discussed requirements, along with the full text of each subcomponent (where applicable). It can be
considered the master/main of which all other discussed points are a subset.

"Includes’ denotes the closest equivalent to the UK requirement, following “greater than or equal to”.
Implementing *Includes’ will result in being at or beyond UK Requirement. Extend With’ takes this further, with
relatively minor changes or alterations that can provide significant improvement to the specification (intended as
low hanging fruit). *Additional Related Elements’ begins to incorporate features that, while still related to the
requirement, may have a degree of separation from the initial requested features. They may require significant
development and incurred costs, or may be a change that otherwise involves work in areas that may not have been
expected when interpreting the initial requirement. Lastly come *Further Additions’, which are the author’s own
suggested improvements. These are distinctly separated from the internationally recognised ENISA requirements,
but are included as recommendations to address issues or gaps from the initial UK requirements which were not
fixed by incorporating ENISA requirements alone.

. No default passwords
Stated UK Requirement

All IoT device passwords must be unique and not resettable to any universal factory default value.

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which
are expected to be changed by the consumer. This has been the source of many security issues in IoT and the
practice needs to be eliminated. Best practice on passwords and other authentication methods should be followed.
Further details are available on the NCSC website.
https://www.ncsc.gov.uk/collection/passwordshttps:
//pages.nist.gov/800-63-3/sp800-63b.html#sec5h

Includes:

GP-TM-09: Establish hard to crack device individual default passwords. Usernames and passwords for IoT
devices supplied by the manufacturer are often never changed by the user and are easily cracked, and a hard to
crack default password is still a weakness if it is used for more than one device.
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GP-TM-22: Ensure default passwords and even default usernames are changed during the initial setup, and that
weak, null or blank passwords are not allowed.

Extend with:

GP-TM-23: Authentication mechanisms must use strong passwords or personal identification numbers (PINs),
and should consider using two-factor authentication (2FA) or multi-factor authentication (MFA) like
Smartphones, Biometrics, etc., and certificates.

Additional related elements:

GP-TM-25: Protect against ‘brute force’ and/or other abusive login attempts (such as automated login bots, etc.)
by locking or disabling user and device support account(s) after a reasonable number of invalid log in attempts, or
by making the user wait a certain amount of time to login again after a failed attempt. This protection should also
consider keys stored in devices.

GP-TM-26: Ensure password recovery or reset mechanism is robust and does not supply an attacker with
information indicating a valid account. The same applies to key update and recovery mechanisms.

Further Additions:

REQ-1: Since IoT devices are advantaged over many other devices by having a near guaranteed internet
connection, guidance around “weak” passwords can be enhanced with checks against a centrally stored database
of common and frequently compromised password hashes. Over 40% of breaches identified in the Verizon DBIR
report stemmed from credentials [[156], and historically this number has been relatively consistent “Unauthorized
access via default, shared, or stolen credentials constituted more than a third of the entire Hacking category and
over half of all compromised records.” This list of passwords is also something that can be updated easily,
independently of individual devices, and force resets of passwords for new frequently appearing passwords.
“Covid-2019” would have been regarded as a secure password up until 2018, but would now be exceedingly easy
to guess.

. Implement a vulnerability disclosure policy
Stated UK Requirement

All companies that provide internet-connected devices and services must provide a public point of contact as part
of a vulnerability disclosure policy in order that security researchers and others are able to report issues.
Disclosed vulnerabilities should be acted on in a timely manner.

Knowing about a security vulnerability allows companies to respond. Companies should also continually monitor
for, identify and rectify security vulnerabilities within their own products and services as part of the product
security lifecycle. Vulnerabilities should be reported directly to the affected stakeholders in the first instance. If
that is not possible vulnerabilities may be reported to national authorities
https://www.ncsc.gov.uk/contact. Further details of the different approaches to take in different
circumstances are included in the explanatory notes. Companies are also encouraged to share information with
competent industry bodies https://www.gsma.com/cvd

Includes:

GP-OP-06: Coordinated disclosure of vulnerabilities, including associated security practices to address identified
vulnerabilities. A coordinated disclosure policy should involve developers, manufacturers, and service providers,
and include information regarding any vulnerabilities reported to a computer security incident response team
(CSIRT).

GP-OP-07: Participate in information sharing platforms to report vulnerabilities and receive timely and critical
information about current cyber threats and vulnerabilities from public and private partners. Information sharing
is a critical tool in ensuring stakeholders are aware of threats as they arise.
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GP-OP-08: Create a publicly disclosed mechanism for vulnerability reports. Bug Bounty programs, for example,
rely on crowdsourcing methods to identify vulnerabilities that companies’ own internal security teams may not
catch.

Additional related elements:

GP-PS-06: For IoT hardware manufacturers and IoT software developers it is necessary to implement test plans
to verify whether the product performs as it is expected. Penetration tests help to identify malformed input
handling, authentication bypass attempts and overall security posture.

GP-TM-57: The auditing of security-relevant events and the monitoring and tracking of system abnormalities are
key elements in the after-the-fact detection of, and recovery from, security breaches. Conduct periodic audits and
reviews of security controls to ensure that the controls are effective. Perform penetration tests at least biannually.

Further Additions:

REQ-2: Include guarantees for the reporter of a vulnerability. Reports are treated confidentially or can be given
anonymously, credit for vulnerabilities is offered and a guarantee of responding within ten working days is given
(modelled after the GSMA’s coordinated vulnerability disclosure policy) [82].

. Keep software updated
Stated UK Requirement

Software components in internet-connected devices should be securely updatable. Updates shall be timely and
should not impact on the functioning of the device. An end-of-life policy shall be published for end-point devices
which explicitly states the minimum length of time for which a device will receive software updates and the
reasons for the length of the support period. The need for each update should be made clear to consumers and an
update should be easy to implement. For constrained devices that cannot physically be updated, the product
should be isolatable and replaceable.

The provenance of security patches should also be assured and they should be delivered over a secure channel.
The basic functions of a device should continue to operate during an update wherever possible, for example a
watch should continue to tell the time, a home thermostat should still operate and a lock should continue to
unlock and lock. This may seem primarily a design consideration, but can become a critical safety issue for some
types of devices and systems if not considered or managed correctly.

Software updates should be provided after the sale of a device and pushed to devices for a period appropriate to
the device. This period of software update support shall be made clear to a consumer when purchasing the
product. The retailer and/or manufacturers should inform the consumer that an update is required. For
constrained devices with no possibility of a software update, the conditions for and period of replacement support
should be clear.

Includes:

GP-OP-01: Develop an end-of-life strategy for IoT products. Security patches and updates will eventually be
discontinued for some 10T devices. Therefore, developers should prepare and communicate a product sunset plan
from the initial stages to ensure that manufacturers and consumers are aware of the risks posed to a device beyond
its expected expiry date.

GP-OP-02: Disclose the duration and end-of-life security and patch support (beyond product warranty). Such
disclosures should be aligned to the expected lifespan of the device and communicated to the consumer prior to
purchase.
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Extend with:

GP-TM-18: Ensure the device software/firmware, its configuration and its applications have the ability to update
Over-The-Air (OTA), that the update server is secure, that the update file is transmitted via a secure connection,
that it does not contain sensitive data (e.g. hardcoded credentials), and that it is signed by an authorised trust entity
and encrypted using accepted encryption methods, and that the update package has its digital signature, signing
certificate and signing certificate chain, verified by the device before the update process begins. Failing to build in
OTA update capabilities will leave devices exposed to threats and vulnerabilities for the entirety of their lifetimes.

GP-OP-03: Monitor the performance and patch known vulnerabilities up until the “end-of-support—" period of a
product’s lifecycle. Due to the limited life cycle of many IoT devices, critical, publicly known security or privacy
bugs will pose a risk to consumers using outdated devices.

Additional related elements:

GP-TM-19: Offer an automatic firmware update mechanism. Devices should be configured to check for the
existence of firmware updates at frequent intervals. Automatic firmware updates should be enabled by default. A
device may offer an option to disable automatic firmware updates and require authentication for it.

GP-TM-20: Backward compatibility of firmware updates. Automatic firmware updates should not change
network protocol interfaces in any way that is incompatible with previous versions. Updates and patches should
not modify user-configured preferences, security, and/or privacy settings without user notification. Users should
have the ability to approve, authorise or reject updates.

Further Additions:

REQ-3: Apply GP-TM-19 for software updates. Additionally, expand GP-TM-20’s “approve, authorise or reject”
with more explicit offerings of “security updates only” and “no updates” as an option for device updates.
Reverting updates, as with firmware, should be possible (even if it’s only to a factory state). Rejecting all updates
and manually selecting specific updates should be entirely possible, to discourage abuse of updates to push
anti-features and planned obsolescence. Devices should telegraph updates, especially if a reboot will be
necessary. Automatic restart of device should be optional, and an estimated “down-time” for the device provided.

. Securely store credentials and security-sensitive data

Stated UK Requirement

Any credentials shall be stored securely within services and on devices. Hard-coded credentials in device
software are not acceptable.

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames
and passwords in software. Simple obfuscation methods also used to obscure or encrypt this hard-coded
information can be trivially broken. Security-sensitive data that should be stored securely includes, for example,
cryptographic keys, device identifiers and initialisation vectors. Secure, trusted storage mechanisms should be
used such as those provided by a Trusted Execution Environment and associated trusted, secure storage.

Includes:

GP-TM-24: Authentication credentials including but not limited to user passwords shall be salted, hashed and/or
encrypted.

GP-TM-35: Cryptographic keys must be securely managed. Encryption is only as robust as the ability for any
encryption based system to keep the encryption key hidden. Cryptographic key management includes key
generation, distribution, storage, and maintenance.

GP-TM-49: Avoid provisioning the same secret key in an entire product family, since compromising a single
device would be enough to expose the rest of the product family.
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Additional related elements:

GP-TM-40: Ensure credentials are not exposed in internal or external network traffic.

Further Additions:

REQ-4: Expanding on GP-TM-24, credentials should be stored assuming the medium will eventually be
compromised, effecting choice of encryption and token management. Discourage reliance on a third-party service
for secure key storage. Every additional link in the chain is another attack surface which can be exploited.
Instead, utilise strong first-party solutions from the project outset. Although integrated sub-processors for security
management are currently regarded as a secure solution, their implementation should be taken under the
advisement that they not only extend the attack surface, but (as of 2021) are being frequently observed to be
subpar quality and relying on security through obscurity [[157].

. Communicate securely
Stated UK Requirement

Security-sensitive data, including any remote management and control, should be encrypted in transit, appropriate
to the properties of the technology and usage. All keys should be managed securely.

The use of open, peer-reviewed internet standards is strongly encouraged.

Includes:

GP-TM-34: Ensure a proper and effective use of cryptography to protect the confidentiality, authenticity and/or
integrity of data and information (including control messages), in transit and in rest. Ensure the proper selection
of standard and strong encryption algorithms and strong keys, and disable insecure protocols. Verify the
robustness of the implementation.

Extend with:

GP-TM-39: Ensure that communication security is provided using state-of-the-art, standardised security
protocols, such as TLS for encryption.

Additional related elements:

GP-TM-07: Use protocols and mechanisms able to represent and manage trust and trust relationships. Each
communication channel must be trustworthy to a level commensurate with the security dependencies it supports
(i.e., how much it is trusted by other components to perform its security functions).

GP-TM-36: Build devices to be compatible with lightweight encryption and security techniques (including
entities secure identification, secure configuration, etc.) that can, on the one hand, be usable on
resource-constrained devices, and, on the other hand, be scalable so to minimise the management effort and
maximise their usability.

GP-TM-37: Support scalable key management schemes. It has to be considered that tiny sensor nodes cannot
provide all security features because they have lots of system limitations. Thus, the sensed data carried over
infrastructure networks may not have strong encryption or security protection.

GP-TM-38: Guarantee the different security aspects -confidentiality (privacy), integrity, availability and
authenticity- of the information in transit on the networks or stored in the IoT application or in the Cloud, using
data encryption methods to minimise network threats such as replay, interception, packet sniffing, wiretapping, or
eavesdropping.

GP-TM-41: Guarantee data authenticity to enable trustable exchanges (from data emission to data reception -
both ways). Data is often stored, cached, and processed by several nodes; not just sent from point A to point B.
For these reasons, data should always be signed whenever and wherever the data is captured and stored.
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GP-TM-52: Ensure web interfaces fully encrypt the user session, from the device to the backend services, and
that they are not susceptible to XSS, CSRF, SQL injection, etc.

GP-OP-04: Use proven solutions, i.e. well known communications protocols and cryptographic algorithms,
recognized by the scientific community, etc. Certain proprietary solutions, such as custom cryptographic
algorithms, should be avoided. Purely proprietary approaches and standards limit interoperability and can
severely hamper the potential of the Digital Single Market. Common open standards will help users access new
innovative services, especially for SMEs, the public sector and the scientific community. In particular, the
portability of applications and data between different providers is essential to avoid lock-in.

Further Additions:

REQ-5: Expand GP-TM-36 with specified “minimum compute hours to crack with currentYear computers” for
determining suitable encryption. This provides the advantage of increasing in difficulty automatically each year to
correspond with advances in both cryptographic cracking techniques, new algorithmic vulnerabilities and rapid
advances of technology (FPGAs/GPUs are now quite common, as well as many-core CPUs. Each of these rapidly
advanced the computing power of computers, and subsequently their ability to crack encryption).s

. Minimise exposed attack surfaces
Stated UK Requirement

All devices and services should operate on the “principle of least privilege’; unused ports should be closed,
hardware should not unnecessarily expose access, services should not be available if they are not used and code
should be minimised to the functionality necessary for the service to operate. Software should run with
appropriate privileges, taking account of both security and functionality.

The principle of least privilege is a foundation stone of good security engineering, applicable to IoT as much as in
any other field of application.

Includes:

GP-TM-33: Ensure that devices only feature the essential physical external ports (such as USB) necessary for
them to function and that the test/debug modes are secure, so they cannot be used to maliciously access the
devices. In general, lock down physical ports to only trusted connections.

GP-TM-50: Ensure only necessary ports are exposed and available.

Extend with:

GP-TM-08: Enable security by default. Any applicable security features should be enabled by default, and any
unused or insecure functionalities should be disabled by default. Strong security controls should be something the
consumer has to deliberately disable rather than deliberately enable.

GP-TM-43: 10T devices should be restrictive rather than permissive in communicating: When possible, devices
should not be reachable via inbound connections by default. IoT devices should not rely on the network firewall
alone to restrict communication, as some communication between devices within the home may not traverse the
firewall.

GP-TM-45: Disable specific ports and/or network connections for selective connectivity. If necessary, provide
users with guidelines to perform this process in the final implementation.

GP-PS-12: Identify the intended use and environment of a given IoT device. This will help developers and
manufacturers determine the most suitable technical features for the IoT device’s operation, and the security
measures required. This will also help to effectively handle bugs or enhancement requests.
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Additional related elements:

GP-TM-30: Ensure a context-based security and privacy that reflects different levels of importance (e.g.
emergency crisis, home automation).

Further Additions:

REQ-6: Include some pre-set behaviours tailored to expected use cases of the product. Customers using the same
product for home as well as commercial applications will have different “correct” configurations. Prompts with
different pre-sets could be easily implemented for most IoT devices, with potential network settings for “home”,
“work”, “public”, or more advanced descriptions based on the relation of the device to other network
infrastructure (connected directly to the internet, connected to another IoT device, connected to a router). Prompts
for other configuration, such as data storage, (keep my data only on this device, allow my data to be
communicated to other specified devices on the local network with an authorised key, allow my data to be
accessible from the internet through an API) would help ensure that the device is properly configured for the use

case the customer needs.

. Ensure software integrity
Stated UK Requirement

Software on IoT devices should be verified using secure boot mechanisms. If an unauthorised change is detected,
the device should alert the consumer/administrator to an issue and should not connect to wider networks than
those necessary to perform the alerting function.

The ability to remotely recover from these situations should rely on a known good state, such as locally storing a
known good version to enable safe recovery and updating of the device. This will avoid denial of service and
costly recalls or maintenance visits, whilst managing the risk of potential takeover of the device by an attacker
subverting update or other network communications mechanisms.

Includes:

GP-TM-03: The boot process initialises the main hardware components, and starts the operating system. Trust
must be established in the boot environment before any trust in any other software or executable program can be
claimed, so the booted environment must be verified and determined to be in an uncompromised state.

GP-TM-04: Sign code cryptographically to ensure it has not been tampered with after being signed as safe for the
device, and implement run-time protection and secure execution monitoring to be sure malicious attacks do not
overwrite code after it is loaded. Only run signed code and never unsigned code. Measuring the bootprocess
enables the detection of manipulation of the host OS and software, so that malicious changes in the behaviour of
the devices can be detected. It enables boot-time detection of rootkits, viruses and worms.

GP-TM-06: Restore Secure State - Enable a system to return to a state that was known to be secure, after a
security breach has occurred or if an upgrade has not been successful.

Additional related elements:

GP-TM-01: Employ a hardware-based immutable root of trust. The Hardware Root of Trust is a trusted hardware
component which receives control at power-on. It then extends the chain of trust to other hardware, firmware, and
software components. The Root of Trust should then be attestable by software agents running within and
throughout the infrastructure.

GP-TM-02: Use hardware that incorporates security features to strengthen the protection and integrity of the
device — for example, specialised security chips / coprocessors that integrate security at the transistor level,
embedded in the processor, that provide:

- Chain of trust boot-loader which authenticates the operating system before loading it

- Chain of trust operating system which authenticates application software before loading it
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- Hardware secure boot process and Locking Critical Sections of Memory

- Protected memory (NVM/RAMY/Cache) to avoid snooping and reverse engineering

- Encryption and anonymity

- Random Number Generation (RNG)

- Tamper detection

- Environment monitoring and internal control

- Trusted Execution Environment. Secure Code fetching & Execution (Integrity checks)

- Code and data signatures, built during compilation and stored and verified during execution

- A trusted storage of device identity and authentication means, including protection of keys at rest and in use
- Protection against unprivileged accessing security sensitive code.

Protection against local and physical attacks can be covered via functional security.

GP-TM-05: Control the installation of software on operational systems, to prevent unauthenticated software and
files being loaded onto it. In the event that the product is intended to allow unauthenticated software, such
software should only be run with limited permissions and/or sandbox.

GP-TM-16: Mechanisms for self-diagnosis and self-repair/healing to recover from failure, malfunction or a
compromised state.

GP-TM-28: Device firmware should be designed to isolate privileged code, processes and data from portions of
the firmware that do not need access to them, and device hardware should provide isolation concepts to prevent
unprivileged from accessing security sensitive code. in order to minimise the potential for compromised code to
access those code and/or data.

GP-TM-56: Implement regular monitoring to verify the device behaviour, to detect malware and to discover
integrity errors.

Further Additions:

REQ-7: The suggestion of making Secure Boot mandatory would likely face challenge from consumer advocacy
groups, especially with the manufacturer retaining the ability to reset their devices remotely. Such friction could
be easily avoided by consulting with such groups ahead of time for this requirement, and have products labelled
accordingly (Product is free to use and modify, product can be remotely reset by manufacture etc) such that
products are lined up with the groups that expect those combinations.

. Ensure that personal data is protected
Stated UK Requirement

Where devices and/or services process personal data, they shall do so in accordance with applicable data
protection law, such as the General Data Protection Regulation (GDPR) and the Data Protection Act 2018. Device
manufacturers and [oT service providers shall provide consumers with clear and transparent information about
how their data is being used, by whom, and for what purposes, for each device and service. This also applies to
any third parties that may be involved (including advertisers). Where personal data is processed on the basis of
consumers’ consent, this shall be validly and lawfully obtained, with those consumers being given the opportunity
to withdraw it at any time.

This guideline ensures that:

i. IoT manufacturers, service providers and application developers adhere to data protection obligations when
developing and delivering products and services;

ii. Personal data is processed in accordance with data protection law;

iii. Users are assisted in assuring that the data processing operations of their products are consistent and that they
are functioning as specified;

iv. Users are provided with means to preserve their privacy by configuring device and service functionality
appropriately.
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Includes:

GP-TM-10: Personal data must be collected and processed fairly and lawfully. The fairness principle specifically
requires that personal data should never be collected and processed without the data subject’s consent.

GP-TM-13: IoT stakeholders must be compliant with the EU General Data Protection Regulation (GDPR). The
complex mesh of stakeholders involved asks for/implies the necessity of a precise allocation of legal
responsibilities among them with regard to the processing of the individual’s personal data, based on the
specificities of their respective interventions.

GP-OP-12: Data processed by a third-party (i.e., if the organisation utilises a cloud email provider), must be
protected by a data processing agreement with the third-party. With the transference of data, the responsibility of
protecting that data also should be transferred and compliance verified.

Extend with:

GP-TM-11: Make sure that personal data is used for the specified purposes for which they were collected, and
that any further processing of personal data is compatible and that the data subjects are well informed.

GP-OP-13: Only share consumers’ personal data with third parties with consumers’ affirmative consent, unless
required and limited for the use of product features or service operation. Require that thirdparty service providers
are held to the same polices including holding such data in confidence and notification requirements of any data
loss/breach incident and/or unauthorised access.

Additional related elements:

GP-PS-08: Privacy must be a guiding principle when designing and developing systems, in order to make privacy
an integral part of the system. GP-PS-09: Perform privacy impact assessments before any new applications are
launched, using a top-down decomposition method that requires first answering three fundamental questions:

- Where is the targeted application deployed (Legal constraints and cultural significance)

- For what purpose (Scope)

- For which scenarios (Business requirements)

GP-TM-12: Minimise the data collected and retained. Many IoT stakeholders only need aggregated data and have
no need of the raw data collected by IoT devices. Stakeholders must delete raw data as soon as they have
extracted the data required for their data processing. As a principle, deletion should take place at the nearest point
of data collection of raw data (e.g. on the same device after processing).

GP-OP-09: Ensure the personnel practices promote privacy and security - train employees in good privacy and
security practices for the secure usage of the systems, recognizing that technological expertise does not
necessarily equate to security expertise.

GP-OP-10: Document and monitor the privacy and security training activities.

GP-TM-14: Users of IoT products and services must be able to exercise their rights to information, access,
erasure, rectification, data portability, restriction of processing, objection to processing, and their right not to be
evaluated on the basis of automated processing.
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Further Additions:

REQ-8: Although a factory reset is perceived as a way of securely removing personal data, this is not the case.
Recovery of data on Android devices, for example, is not only possible but trivial. [[95]]. This shortcoming is
especially notable as mobile devices will have similar power constraints to [oT devices. As such, factory resets
should first encrypt the device volume before wiping it. This drastically reduces the risk of leaking sensitive data,
as any information which can be recovered will be useless without the decryption key. Caution should still be
advised however, as mobile devices in particular tend to use short decryption keys for ease of input, which opens
them to brute force attacks [95]]. Given the interfaces for IoT devices tend to be similarly compact, it is not
unreasonable to expect that similar decisions regarding password length could be made. As the volume is not
intended to ever be decrypted, a randomly generated key (that would be infeasible to use on such an
interface-limited device) should be used to ensure data cannot be recovered via brute-force.

. Make systems resilient to outages
Stated UK Requirement

Resilience should be built in to IoT devices and services where required by their usage or by other relying
systems, taking into account the possibility of outages of data networks and power. As far as reasonably possible,
IoT services should remain operating and locally functional in the case of a loss of network and should recover
cleanly in the case of restoration of a loss of power. Devices should be able to return to a network in a sensible
state and in an orderly fashion, rather than in a massive scale reconnect.

IoT systems and devices are relied upon by consumers for increasingly important use cases that may be
safety-relevant or life-impacting. Keeping services running locally if there is a loss of network is one of the
measures that can be taken to increase resilience. Other measures may include building redundancy into services
as well as mitigations against DDoS attacks. The level of resilience necessary should be proportionate and
determined by usage but consideration should be given to others that may rely on the system, service or device as
there may be a wider impact than expected.

Extend with:

GP-TM-15: Design with system and operational disruption in mind. Build IoT devices to fail safely and securely,
so that the failure does not lead to a greater systemic disruption. Have a fail-safe design that specifically ensures
that no malfunction can impact the delivery of a commodity (e.g. energy, gas, heat or water), preventing the
system from causing unacceptable risk of injury or physical damage, protecting the environment against harm,
and avoiding interruption of safety-critical processes.

GP-TM-17: Ensure standalone operation - essential features should continue to work with a loss of
communications and chronicle negative impacts from compromised devices or cloud-based systems. A loss of
communications shall not compromise the integrity of the device, and IoT devices should continue to function if
the cloud back-end fails.

Additional related elements:
GP-PS-03: Security must consider the risk to human safety.

GP-PS-04: Design for power conservation should not compromise security.

Further Additions:

None

54



10. Monitor system telemetry data

11.

Stated UK Requirement

If telemetry data is collected from IoT devices and services, such as usage and measurement data, it should be
monitored for security anomalies.

Monitoring telemetry, including log data, is useful for security evaluation and allows for unusual circumstances to
be identified early and dealt with, minimising security risk and allowing quick mitigation of problems. In
accordance with Guideline eight, however, the processing of personal data should be kept to a minimum and
consumers shall be provided with information on what data is collected and the reasons for this.

Extend with:

GP-TM-51: Implement a DDoS-resistant and Load-Balancing infrastructure to protect the services against DDoS
attacks which can affect the device itself or other devices and/or users on the local network or other networks.

GP-TM-55: Implement a logging system that records events relating to user authentication, management of
accounts and access rights, modifications to security rules, and the functioning of the system. The logs must also
be preserved on durable storage and retrievable via an authenticated connection.

GP-OP-05: Establish procedures for analysing and handling security incidents. For any incident there should be a
response to:

a) confirm the nature and extent of the incident;

b) take control of the situation;

¢) contain the incident; and

d) communicate with stakeholders Establish management procedures in order to ensure a quick, effective and
orderly response to information security incidents.

Additional related elements:

GP-PS-05: Design architecture by compartments to encapsulate elements in case of attacks.

GP-TM-31: Since some devices, gateways, etc. are required to be managed remotely rather than operated
manually in the field, measures for tamper protection and detection are needed. Detection and reaction to
hardware tampering should not rely on network connectivity. Hardware tampering means that an attacker has
physical control of the device for some period of time. Broadly speaking, hardware tampering might occur at any
of the different periods in the life cycle of a device.

GP-TM-32: Ensure that the device cannot be easily disassembled and that the data storage medium is encrypted
at rest and cannot be easily removed. There should be mechanisms to control device security settings, such as
remotely locking or erasing contents of a device if the device has been stolen.

Further Additions:
None. Although concerns were raised in the UK requirements, EU Recommendations alone address those
concerns.
Make it easy for consumers to delete personal data

Stated UK Requirement

Devices and services should be configured such that personal data can easily be removed from them when there is
a transfer of ownership, when the consumer wishes to delete it and/or when the consumer wishes to dispose of the
device. Consumers should be given clear instructions on how to delete their personal data.

IoT devices may change ownership and will eventually be recycled or disposed of. Mechanisms can be provided
that allow the consumer to remain in control and remove personal data from services, devices and applications.
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12.

13.

This requirement is entirely a subset of the new requirement eight.

Make installation and maintenance of devices easy
Stated UK Requirement

Installation and maintenance of IoT devices should employ minimal steps and should follow security best practice
on usability. Consumers should also be provided with guidance on how to securely set up their device.

Security issues caused by consumer confusion or misconfiguration can be reduced and sometimes eliminated by
properly addressing complexity and poor design in user interfaces. Clear guidance to users on how to configure
devices securely can also reduce their exposure to threats.

This requirement has been dissolved into logical extensions of other requirements.

Validate input data
Stated UK Requirement

Data input via user interfaces and transferred via application programming interfaces (APIs) or between networks
in services and devices shall be validated.

Systems can be subverted by incorrectly formatted data or code transferred across different types of interface.
Automated tools are often employed by attackers in order to exploit potential gaps and weaknesses that emerge as
a result of not validating data. Examples include, but are not limited to, data that is:

i) Not of the expected type, for example executable code rather than user inputted text.

ii) Out of range, for example a temperature value which is beyond the limits of a sensor.

Includes:

GP-TM-54: Data input validation (ensuring that data is safe prior to use) and output filtering. Security is a
concern for decision triggers (malware or general defects). Other possibilities here might be indirect manipulation
of input values to the trigger by tampering with or restricting the input values. Reliability is a concern for decision
triggers (general defects). Decision triggers could be inconsistent, self-contradictory, and incomplete.
Understanding how bad data propagates to affect decision triggers is paramount. Failure to execute decision
triggers at time may have undesired consequences.

Extend with:

GP-PS-01: Consider the security of the whole IoT system in a consistent and holistic approach along its whole
lifecycle across all levels of device/application design and development, integrating security throughout the
development, manufacturing, and deployment.

GP-TM-42: Do not trust data received and always verify any interconnections. Discover, identify and
verify/authenticate the devices connected to the network before trust can be established, and preserve their
integrity for trustable solutions and services. For example, a device measures its own integrity as part of boot, but
does not validate those measurements - when the device applies to join a network, part of joining involves sending
an integrity report for remote validation. If validation fails, the end point is diverted to a remediation network for
action.

Additional related elements:

GP-PS-02: Ensure the ability to integrate different security policies and techniques, so as to ensure a consistent
security control over the variety of devices and user networks in IoT.

GP-PS-07: For IoT software developers it is important to conduct code review during implementation as it helps
to reduce bugs in a final version of a product.
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14.

15.

GP-PS-11: Identify significant risks using a defence-in-depth approach. Conduct end-to-end risk assessments that
account for both internal and third-party vendor risks, where possible. Developers and manufacturers should
include vendors and suppliers in the risk assessment process, which will create transparency and enable them to
gain awareness of potential third-party vulnerabilities and promote trust and transparency. Security should be
readdressed on an ongoing basis as the component in the supply chain is replaced, removed or upgraded. Risk
Assessment procedure should be initiated using a top-down decomposition method that requires first answering
three fundamental questions:

- Where is the targeted application deployed (Legal constraints and cultural significance)

- For what purpose (Scope)

- For which scenarios (Business requirements)

GP-TM-21: Design the authentication and authorisation schemes (unique per device) based on the system-level
threat models. Devices should include mechanisms to reliably authenticate their backend services and supporting
applications.

GP-TM-44: Make intentional connections. Prevent unauthorised connections to it or other devices the product is
connected to, at all levels of the protocols. IoT devices must provide notice and/or request a user confirmation
when initially pairing, onboarding, and/or connecting with other devices, platforms or services.

GP-TM-53: Avoid security issues when designing error messages. An error message should give/display only the
concise information the user needs — it must not expose sensitive information that can be exploited by an attacker,
such as an error ID, the version of the web server, etc.

Further Additions:

None.

IT Security Architecture
Includes:

GP-PS-10: Establish and maintain asset management procedures and configuration controls for key network and
information systems, to identify and authenticate of the assets involved in the IoT Service (i.e. Gateways,
Endpoint devices, home network, roaming networks, service platforms, etc.).

GP-TM-48: Protocols should be designed to ensure that, if a single device is compromised, it does not affect the
whole set, since smart objects are often deployed as sets of identical or almost identical devices.

Identity and Access Management
Includes:

GP-TM-27: Limit permissions of the allowed actions for a given system (e.g., the information owner or the
database administrator determines who can update a shared file accessed by a group of online users). Implement
fine-grained authorisation mechanisms - such as Attribute-Based Access Control (ABAC) or Role-Based Access
Control (RBAC)- for executing privileged actions, access to files and directories, applications, etc. Use the
Principle of least privilege (POLP): applications must operate at the lowest privilege level possible.

GP-TM-29: Data integrity and confidentiality must be enforced by access controls. When the subject requesting
access has been authorised to access particular processes, it is necessary to enforce the defined security policy.
The effectiveness and the strength of access control depend on the correctness of the access control decisions
(e.g., how the security rules are configured) and the strength of access control enforcement (e.g., the design of
software or hardware security).
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16. Security Governance & Risk Management
Includes:

GP-TM-47: Risk Segmentation - Splitting network elements into separate components to help isolate security
breaches and minimise overall risk. Networks can be divided into isolated subnetworks to boost performance and
improve security.

GP-OP-11: Ensure that cybersecurity roles and responsibilities for all workforce are established and introduce
personnel assignments in accordance with the specifics of the projects and security engineering needs.

GP-OP-14: For IoT hardware manufacturers and IoT software developers it is necessary to adopt cyber supply
chain risk management policies and to communicate cyber security requirements to its suppliers and partners.

Finalisation

As expected from a superset of all requirements, there has been some identified overlap. These can now be
removed to create a functionally equivalent set of requirements that now form the final recommended list. Each
requirement is traceable back to it’s source, and the justification for any missing requirements (those that were
identified as not needed) is documented above.

7.3 Finished Categories

The final recommendation is the following fourteen requirements. The source UK requirement (Or category
created in the same manner as the UK requirements) is displayed in the first column. The remainder of the table
details the source ENISA requirement, as well as a code for any personal recommendations (REQ-X).
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‘ UK Requirement Covered EU Requirements | Related EU Requirements | Suggested Additions
GP-TM-25,
GP-TM-09,
1) No default passwords GP-TM-22. GP-TM-23. GP-TM-26,
REQ-1.
GP-OP-06, GP-PS-06,
2) Implement a vulnerability disclosure policy GP-OP-07, - GP-TM-57,
GP-OP-08. REQ-2.
GP-TM-19,
GP-OP-01, GP-TM-18,
3) Keep software updated GP-TM-20,
GP-OP-02. GP-OP-03.
REQ-3.
GP-TM-24,
GP-TM-40,
4) Securely store credentials and security-sensitive data | GP-TM-35, -
REQ-4.
GP-TM-49.
GP-TM-36,
GP-TM-37,
GP-TM-38,
GP-TM-41,
5) Communicate securely GP-TM-34. GP-TM-39.
GP-TM-52,
GP-OP-04,
GP-TM-07,
REQ-5.
GP-TM-45,
GP-TM-33, GP-TM-43, GP-TM-30,
6) Minimise exposed attack surfaces
GP-TM-50. GP-PS-12, REQ-6.
GP-TM-08.
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Table 5 continued from previous page

‘ UK Requirement ‘ Covered EU Requirements ‘ Related EU Requirements ‘ Suggested Additions
GP-TM-01,
GP-TM-02,
GP-TM-03, GP-TM-05,
7) Ensure software integrity GP-TM-04, - GP-TM-16,
GP-TM-06. GP-TM-28,
GP-TM-56,
REQ-7.
GP-PS-08,
GP-PS-09,
GP-TM-10, GP-TM-12,
GP-TM-11,
8) Ensure that personal data is protected GP-TM-13, GP-OP-09,
GP-OP-13.
GP-OP-12. GP-OP-10,
GP-TM-14,
REQ-8.
GP-TM-15, GP-PS-03,
9) Make systems resilient to outages -
GP-TM-17. GP-PS-04.
GP-TM-51, GP-PS-05,
10) Monitor system telemetry data - GP-TM-55, GP-TM-31,
GP-OP-05. GP-TM-32.
GP-PS-02,
GP-PS-07,
GP-PS-01, GP-PS-11,
11) Validate input data GP-TM-54.
GP-TM-42. GP-TM-21,
GP-TM-44,
GP-TM-53.
GP-PS-10,
12) IT Security Architecture - -
GP-TM-48.
GP-TM-27,
13) Identity and Access Management - -
GP-TM-29.
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Table 5 continued from previous page

‘ UK Requirement ‘ Covered EU Requirements ‘ Related EU Requirements ‘ Suggested Additions
GP-TM-47,
14) Security Governance & Risk Management GP-OP-11, - -
GP-OP-14.
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8 Existing device reclassification

If the author’s recommendations were integrated into the government proposal (pending confirmation of a pairing
mode on pass devices) the following may be expected from device classification. For visualisation purposes,
Bronze here indicates the device has met “Includes” requirements, Silver for “Extend with”, and Gold for
“Additional related elements”. This decision is not a statement of support for that particular configuration, just a
visualisation assistant. Note: A lot of the devices rely on Google, Amazon or Apple infrastructure. For both, the
user email address is tied to a “user”. The discussion around whether this allows enumeration of users, and what
extent this is an issue, could be the subject of a paper all on it’s own. As such, to keep focus on the intended target
of this analysis, if a device ties to an Alphabet/Amazon/Apple account the various account related tests are carried
over only in limited capacity. For example, “Ensure password recovery or reset mechanism is robust and does not
supply an attacker with information indicating a valid account” counts as a pass as there is no avenue for device
enumeration without first compromising the entire associated account. The focus has shifted from attacking a
device and it’s account, to now attacking an account and the device being the side-target. Owning the device has
provided no additional vulnerability than what existed prior. Additionally, there is no realistic way to determine
internal policy (for example, the existence of a CSIRT), so Requirement Two will check for the previously
determined existence of a vulnerability disclosure policy, as well as trying to determine if a public record of past
incidents is available.

In this simplified scenario with fewer requirements, the lowest result indicates rating (more advanced systems are
proposed when considering labels and communicating with users, which can convey more detailed information).

The third requirement is excluded, despite appearing previously, as the information required is not public. While

this is an issue, it seems disingenuous to fail every device without exceedingly good reason.

\ IoT devices against expanded proposal

Amazon . . . e . .

Dash Button II Device deactivated by Amazon in 2019 [98]. Bluetooth/Wi-Fi pairing with no password.
Amazon Account to manage the paired devices.

Amazon Not a Gold as Amazon Accounts can be enumerated,

Echo and Amazon do not consider this a vulnerability [[158,|159,97]
Bug Bounty programs for AWS include all required criteria, but importantly
this does not extend to other areas of Amazon, including their IoT devices. [97]
Amazon Account to manage the paired devices.

Amazon Not a Gold as Amazon Accounts can be enumerated,

Echo Spot and Amazon do not consider this a vulnerability [[158,|159,/97]

p Bug Bounty programs for AWS include all required criteria, but importantly

this does not extend to other areas of Amazon, including their IoT devices. [[97]]

August . . .

Doorbell Cam II Updated website broke links. No silver [[160]

August . . .

Smart Lock II Updated website broke links. No silver [[160]

‘ BB8 SE Droid ‘.. Bluetooth pairing with no password [[107].

WeMo Account to manage the paired devices. Good [[161], but not

Belkin WeMo enough details to be sure of gold. Clarification of Account Management required.

Insieht Smart Plu Although the Belkin Coordinated Vulnerability Disclosure Program is generous

& & regarding post-patch disclosure, there is no indication they participate in information

sharing to other stakeholders
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Table 6 continued from previous page

IoT devices against expanded proposal

WeMo Account to manage the paired devices. Good || but not

Belkin WeMo enough details to be sure of gold. Clarification of Account Management required.
Mr Coffee Although the Belkin Coordinated Vulnerability Disclosure Program is generous
Smart Coffeemaker regarding post-patch disclosure, there is no indication they participate in information
sharing to other stakeholders
WeMo Account to manage the paired devices. Good || but not
. enough details to be sure of gold. Clarification of Account Management required.
Belkin WeMo . . - . .
. . Although the Belkin Coordinated Vulnerability Disclosure Program is generous
Smart Light Switch . . . A - e .
regarding post-patch disclosure, there is no indication they participate in information
sharing to other stakeholders
Additional layers harmed security by introducing a default
Bitdefender BOX password and not forcing it to be changed.

IoT Security Solution

It is a breach of the bitdefender bug bounty program terms to share with
third parties at any stage, even post-patch, that the vulnerability existed.

Control4
EA-5 Controller

Flow By Plume Labs
Air Pollution Monitor

Web account to manage the paired devices [[122].
Clarification of Account Management required.

Foobot Ist Silver pending confirmation that pairing is locked behind an Account Login.
Air Quality Monitor Clarification of Account Management required.
Google Account to manage the paired devices, but pairing involves no protections.
Google Home Vulnerabilities disclosed through third-parties do not qualify for
the protection of the vulnerability disclosure program.
. Device deactivated without notice in 2021. 1st Silver pending confirmation that
Linquet Bluetooth

tracking sensors

pairing is locked behind an Account Login.
Clarification of Account Management required.

Logitech Harmony
Elite
Universal Remote

Bluetooth/Wi-Fi pairing through an app, but documentation does not indicate an
account and password are required.

Silver were that clarified positively. Clarification of Account Management required.
Logitech maintain internal and third party methods for vulnerability collection and
provide few restrictions, even extending legal aid to participants if other third-parties
attempt to prosecute against a responsible disclosure involving the bug bounty program.

Bluetooth/Wi-Fi pairing through an app, but documentation does not indicate an
account and password are required.
Silver were that clarified positively. Clarification of Account Management required.

Logitech P . S . - .
ogtiech Fop Logitech maintain internal and third party methods for vulnerability collection and
provide few restrictions, even extending legal aid to participants if other third-parties
attempt to prosecute against a responsible disclosure involving the bug bounty program.
Nest Cam

Indoor camera

II Device unique password used via QR code.

Nest Cam
Outdoor camera

II Device unique password used via QR code.

63




Table 6 continued from previous page

IoT devices against expanded proposal

Nest Account to manage the paired devices [[162].
Alphabet consider Enumeration not a vulnerability,
will additionally actively assist in Enumeration ||

Nest
Learning Thermostat

Nest Account to manage the paired devices [|162].
Alphabet consider Enumeration not a vulnerability,
will additionally actively assist in Enumeration [163]).

Nest
Smoke Alarm

Netgear Account to manage the paired devices.

NETGEAR Orbi Clarification of Account Management required.
Ultra-Performance . o . . .
. It is a breach of the vulnerability reporting terms and conditions to discuss
Mesh Wi-Fi - . .. . . .
a vulnerability without explicit permission, even after the issue is resolved ||
Particle Photon Email and Account are tied, with the devices tied to the email address.
Wi-Fi with headers Concerning security implications for OTA updates.

Pairing through app with no password.
Pairing uses an unchangeable device unique identifier (MAC address).
The bulbs also have other unique unchangeable identifiers.

Phillips Hue Bulbs Phillips will publicly declare an issue once patched if the researcher requests this.
Additionally state that lessons learned are shared directly back to development teams,
with the vulnerability and it’s information being non-proprietary and non-confidential.

Phillips Hue .. .

Hue Go II Pairing through app with no password.

Ring Account to manage the paired devices.
RING Doorbell Not a Gold as Amazon Accounts can be enumerated,

and Amazon do not consider this a vulnerability

TrackR bravo
Tracking Device

II Unable to verify any functionality beyond 1st Bronze.

Table 6: IoT devices against expanded proposal

This simplistic representation helps show the potential gains that may come from implementing a certification
scheme with a much higher ceiling. Not only do we have stratification of devices which were previously only
represented as equals, but also the ability to make informed choices. If priorities lie in Responsible Disclosure,
the information is available to know the limitations of otherwise reputable Amazon and Google devices. With just
two columns, the available expression of data per device is now sixteen bits of information (previously four bits)
and this has had clear impact on usability of the standard. This is without the additional information coming from
not only the comments but also by comparing information between many competing devices. These benefits from
growing available data will be remembered as the next phases of the project continue.
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Part IV

Developing a usable IoT Cyber Security label for
point-of-sale solutions

9 Existing Label Proposal

9.1 Why is a label the preferred catalyst for security improvement in loT
devices?

A new trend which is emerging in the consumer marketplace is for, rather than a singular high-power device being
the focus of all internet connected activities, instead to have networks of low power devices which are connected
directly to the internet. These Internet of Things devices (IoT) have surged in popularity, with new products being
rushed to market to cash in on the trend. However, in the rush to market, many manufacturers are overlooking
even basic security and privacy protections for their devices. As such, many consumers (both personal and
business) are inadvertently opening themselves to cyber attacks by incorporating these devices into their
environment, which are costly to the UK (and global) economy. A proposed solution by the UK government is a
label on products which denotes whether they have met a minimum security standard, with this action supported
by two reports. The first, by “Harris Interactive”, contains several different label designs proposed by the DCMS,
while the other report was conducted by the DCMS itself, and is a study of existing product labelling systems.

The Harris Interactive report [58] is concerned with gathering evidence regarding the general public with relation
to IoT security, to ensure the public is “fully informed about the safety and security features of IoT (Internet of
Things) devices”. Within this report, several important statistics can be observed which are of particular
importance when justifying the creation of a standardised security label. Of particular note was that, of those
customers who did not rank security features in their top four considerations when buying a device, this was
frequently declared to be because consumers largely assume that security is already built-in. In fact, 72% of all
respondents believed security features were already in-place when the products arrived on the market. 73% of
those questioned felt a security label is an important addition to products, with 44% of those describing it as very
important. Additionally, the Harris Interactive report indicated that consumers are willing to pay a small premium
for a security labelled product (under ten percent of a product’s price), the amount varying for the type of device.

The other DCMS commissioned report [[165] highlights the current state of labelling in the marketplace, and how
manufacturers frequently display their certifications with prominence. This is justification for manufacturer’s
finding value in a label and certification program for their products. Particularly highlighted in the report was a
specific instance of a label on a Toshiba Smart TV, featuring certification from the Bavarian Government, that was
displayed prominently on the product’s page.

“One particularly relevant label found was on the Toshiba - 24W3863DB 24-Inch HD Ready Smart TV with
Freeview Play manufacturer website. A whole section of the product features page is dedicated to ‘Secure
Smart TV: Proving how seriously we take your right to privacy, we have become the first TV brand to be
certified and approved as secure by the Bavarian State Government.” Although only found in one instance,
the prominence placed on this certification by the manufacturer shows it is valued highly as part of their
communications and marketing of the product.”

Together, these two reports provide a strong mandate for adopting a label for the purpose of communicating a
standard of cybersecurity to a consumer at the point-of-sale. Through this, it can be expected that consumers will
better understand what devices may or may not be suitable to integrate into their networks, informing their
purchasing decisions and feeding back to increase the number of devices which incorporate a higher standard of
security.
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9.2 Process to acquire Harris Interactive proposed label

The current proposal for acquiring a label is as follows: “Option A (preferred option): Mandate retailers to
only sell consumer IoT products that have the IoT security label, with manufacturers to self declare and
implement a security label on their consumer IoT products. The Government is developing a product
security labelling scheme which will first be voluntary and then mandated once the relevant bill has achieved
royal assent. The voluntary labelling scheme will contain the same requirement as set out in this proposed
option. The label must indicate whether the product adheres to the following three aspects of the Code of
Practice, namely that:

EL)

* All IoT device passwords shall be unique and shall not be resettable to any universal factory default

value.

* The manufacturer shall provide a public point of contact as part of a vulnerability disclosure policy in

order that security researchers and others are able to report issues.

* Manufacturers will explicitly state the minimum length of time for which the product will receive

security updates

Of the several proposals the government has outlined, this is their preferred option and the most likely to become
law. There were five different choices outlined, briefly summarised these were :

113

¢ Option One:Do nothing (i.e. no regulation). Manufacturers can choose whether to implement the UK

Government’s voluntary label or voluntarily pledge to implement the Code of Practice guidelines.

Option Two: Mandate retailers to only sell consumer IoT products that have the IoT security label,
with manufacturers to self assess and implement a security label on their consumer IoT products.
(Preferred option)

Option Three: Mandate retailers to only sell consumer IoT products that adhere to the top three
guidelines, with manufacturers to self assess that their consumer IoT products adhere to the top three
guidelines of the Code of Practice for IoT Security.

Option Four: Mandate that retailers only sell consumer IoT products with a label that evidences
compliance with all 13 guidelines of the Code of Practice, with manufacturers to self assess and to
ensure that the label is on the appropriate product packaging.

Option Five: Adopt a potential consumer IoT certification scheme that may emerge from the EU cyber
security certification framework being established by the EU Cybersecurity Act
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Of these options, the government has justified that action must be taken due to the lack of uptake for these
requirements by industry since it first announced them as voluntary in October of 2018, eliminating option One. It
has further justified that a label is required due to the current difficulty for consumers to distinguish between
devices with high and low quality security features, eliminating option three. Justification is not provided for
discounting Option Five, it is mentioned as a possibility to be negotiated during a possible withdrawal agreement
with the European Union but not considered further as an alternative to the other proposals. Remaining are
options Two and Four, which are to label whether or not a product meets three requirements or to mandate
meeting every requirement and additionally label that they do so. This researcher finds it unusual that there was
not more granularity to this choice, as usually it would be expected to have more options than requiring a product
meet 0% and 100% of requirements to be sold on the UK market. Additionally, the option of mandating that a
specified three requirements be mandatory was unnecessarily eliminated by not including the label in the
description of this option. Of the two remaining options, Option Four was determined to be stifling to innovation
and neither practical or cost effective. As such, by process of elimination, option Two remains the sole option for
the government to proceed with.

Option Two requires only that a manufacturer self-certify that they do or do not meet the base three requirements,
labelling their product as such. No regulatory power exists to mandate that products do meet these requirements,
or to prosecute any manufacturer who does not meet these basic security requirements. Given that the
manufacturers self-certify, it is presumed that manufacturers who falsify or otherwise are dishonest about their
product when submitting certification will be prosecuted under other existing laws.

Under this proposed process, manufacturers will have to decide ahead of time whether or not they wish their
product to be certified as meeting the security requirements set out by the government’s proposal. If they do wish
to meet the requirements, and during their self-certification process they determine they in fact meet the
requirements, they may display so on their label. Otherwise, they have the choice to redesign the product such
that it meets requirement or to proceed with the product not meeting requirement. Whether they failed to meet
requirement, or decided never to attempt to do so, they must still display a security label showing that they do not
meet the standards set out by the Government.

9.3 Discussion Points

9.3.1 Potential alternate processes involving Harris Interactive proposed
label

As briefly mentioned within “Process to acquire proposed label”, the proposed recommendations are extremely
coarse in nature, perhaps to create the illusion of choice while steering the conclusions of any investigation to a
specific desired outcome. Whatever the reason for the discrepancies observed, this should be the first component
to be addressed. If the recommendations which the Government’s proposed recommendations are built on top of
are flawed, it renders all other efforts moot. Ranked from “Most Helpful” to “Most Damaging” are a selection of
potential courses of action, with the government’s own proposals included. While based on practices from
different related topics and historical precedent, these rankings are still opinion and should not be mistaken for
fact.

* Case One: More granularity. The seemingly obvious and correct solution is to conduct additional
testing with a wider range of configurations, determining the best outcome for all parties involved.
When doubt is raised, the correct scientific response is to conduct more testing. Possibilities include
varying the number of requirements to satisfy for a label, different designs for labels
(bronze/silver/gold?) and re-run studies with these variables to determine the best option for
consumers. Also re-evaluate the scope of the requirements chosen, many recommended changes
would be cheap to implement for all parties in terms of both cost and time.
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e Case Two: Alter the label (How many requirements are met). “Gold, Silver, Bronze, Fail”. If the
requirements themselves cannot be altered, an alternate way of introducing additional granularity to
this label is to have additional classifications than the binary pass/fail. Having a bronze be meeting
three requirements and a gold for meeting 10 would drive competition between companies to improve
their design process for the coveted gold standard. If the requirements do change or expand, A-E could
fit nicely too, being familiar to consumers from Gas/Electricity efficiency ratings.

* Case Three: Alter the label (Add a year). If neither the requirements or the number of requirements
that have to be met can be altered, add a ““Year of Certification” to the label. This introduces the
possibility of quickly adapting to the rapidly changing digital environment, with speeds that are not
comparable to other fields, acknowledging the need for swift responses to new threats. The
Government has already acknowledged how difficult it can be to effectively assess the field, with the
original proposal being a purely voluntary scheme (modelled on the success of similar schemes in
other fields). However, this had to be revised to the current mandatory proposal when it was realised
that companies operating in the IoT market are not driven by the same factors as conventional
distributors. Note: This proposal is still harmful to the security landscape when compared to the above
recommendations, as there will be a years long tail of insecure devices after any change is made (if
something were 2016 certified, customers are unlikely to view it as insecure and replace it in 2018).
However, this case is still less harmful than the current proposal and a good step in the right direction.

* Case Four: Remove the label altogether. If the label cannot be altered in any way, no requirements can
be altered and the number of requirements required for certification also cannot be changed, remove
the label altogether. In the digital landscape, the illusion of security is extremely harmful to the health
of the ecosystem. In other fields, “security theatre” can be conducted to reassure the public with no
harm to the landscape as a whole, simply increasing sales. The inclusion of fake security does not
harm actual security, as it still exists. However, creating the illusion of security where there is none in
the digital landscape is what leads to some of the most damaging attacks, as devices are integrated into
otherwise secure networks under the belief that they too are secure, compromising the entire system.
As mentioned above, the Government has recognised this field may not be entirely what they expect
when they had to revise their voluntary plan. This recommendation is, essentially, a request to
acknowledge that this may still be the case and to allow the dust to settle before they decide what
standard devices will have to meet before being plastered with a label saying “secure”.

 Case Five: Scrap all aspects of the proposal. If the Government refuses to modify this proposal in any
way, and the label itself is part of the whole package, scrap and start the process again. As mentioned,
it is extremely harmful to proceed with a false illusion of security. It would do the UK economy less
harm overall to scrap the entire proposal and either wait for the ENISA requirements and decide
whether to adopt them, or start the entire process again to determine new requirements.

Options below this point are actively detrimental to the long term health of Cybersecurity in the UK:

* Case Six: Make the existing three requirements mandatory, rather than optional. If the requirements
can’t be altered, and the boundary for meeting requirements can’t be altered, make the existing
minimum mandatory. This would be more harmful than any of the other proposed options, except
keeping the current proposed plan, for the reasons outlined below.
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 Case Seven: Use the current proposal as-is. Extraordinarily harmful to long term security, for short
term gain. The proposal states a percent of cyberattacks that would be prevented by these changes (the
default password, for example). However, this is conflated with the expectation of significantly
reducing the total number of cyber attacks that would occur (shown in the cost/savings estimates, loss
due to cyberattack is expected to drop massively). This reduction and cost savings are, however,
unlikely to be accurate in practice. Such a large percentage of cyber attacks use “default passwords” as
an avenue attack because it is the easiest method. Removing the option to target through “default
passwords” attacks should be expected to stop those attackers from continuing, as they will simply
target the next weakest point of entry. Were this new entry point to carry with it a significantly higher
cost in terms of time or effort, the total number of successful attacks (and corresponding monetary
value lost by victims) would be expected to drop significantly. This is not the case, however, as even a
device which meets the government’s guidelines (which devices are not mandated to do) would still be
vulnerable with a similarly low barrier to entry. When factoring in the expected continual growth of
the IoT sector, the damages incurred may still increase with not just the quantity of IoT devices, but
also through the introduction of devices covering additional surface area, giving potential to increased
value from compromising targets. For example, [oT devices currently handle confidential and
otherwise sensitive data rarely, yet are already valuable enough to target. As they become more
ingrained in day-to-day life, more and more confidential and valuable data can be collected by these
devices, increasing the value of compromising them. Recommendation Four is not included for
certification, which is that devices must secure credentials securely. [oT payment helpers are already
appearing, and the future likely includes only more and more valuable targets to compromise. As a
thought experiment around a single IoT Device “Fridges that order you replacements online
automatically when you use up the last of a product”, how many different valuable credentials could
be gathered from compromising a singular device? (People per house authorised on the device)
multiplied by (number of online websites that device can interface with (all possible, not just those
already used, not all fridge items are on Amazon)) multiplied by (number of payment processors that
the websites accept (Google Pay, PayPal, Visa. ..)). Elaborating that math, how many fraudulent
Google Pay transactions could occur before lock out? Then an attacker could switch to using the next
payment provider, PayPal, until it’s locked out. Then all they can for Visa. .. this process then repeats
for every person registered on that device. Significant financial gain suddenly becomes viable from
compromising single devices again.

9.3.2 Label

The label itself is an amazing proposal, a brilliant way of communicating a complicated concept to an average
consumer in a way that they can understand. Outlined in the Harris Interactive report, the proposed label is
recognisable and effective at communicating the intended information to the consumer. The only caution would
be that, while the label is recognisable and understandable in isolation, will it be as effective on a box when the
product is surrounded by other labels with a similar colour scheme that consumers have been internally training
themselves to ignore? Additional testing would have to be conducted to determine this, as well as what any
potential remedies might be. The works undertaken are unfortunately undermined by a low bar to pass for
certification, with little incentive for a manufacturer to strive for better. This comes at a time where other
organisations (such as ENISA) are choosing to raise both the acceptable minimum, but also the potential ceiling
for security in devices. As previously mentioned, the current plan also does not include provisions for future
revisions, or any plans for the requested frequent reviews requested in the Harris Interactive report [S§].
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9.3.3 Why the current label is insufficient; Additional information to take
into account when trying to determine the structure of a new label

To determine the best possible structure of any new label, other proposals which each have their own successes
and failures have been analysed. Customers making informed purchases at the point-of-sale is beneficial for
altering consumer behaviour [166]], and many success stories exist in the OECD good-practice examples of
Energy products. Corresponding positive effects were additionally observed through this alteration of consumer
behaviour, with long-term pressures emerging on manufacturers adjacent to even a voluntary label.

As Energy Usage is quite a simple metric to convey, a more complex parallel was sought in food labels.
Nutritional Information panels on food have to convey a complicated subject with nuance and context, with the
need for potential customers to still be able to quickly assess a product. “““Consumers require accurate,
standardized and comprehensible information on the content of food items in order to make healthy choices.
Governments may require information to be provided on key nutritional aspects, as proposed in the Codex
Guidelines on Nutrition Labelling” “International standards. Public health efforts may be strengthened by the use
of international norms and standards, particularly those drawn-up by the Codex Alimentarius Commission. Areas
for further development could include: labelling to allow consumers to be better informed about the benefits and
content of foods” [[167]”

Here, front-of-pack labels (FoPLs) seem to have been quite successful for allowing customers to make more
informed purchases at the point-of-sale, which seems to have additionally incentivised manufacturers to
reformulate their products to achieve higher ratings for their FoPL [|16§].

Even if all information were available, it can be overwhelming for consumers to digest such information at the
point of sale. A meaningful label parallels the solution proposed here, of signpost labelling. “The provision of
detailed dietary information at the back of food packages (e.g., nutrition-fact panels in the form of a table or a
grid) started to appear on food packages at about the same time period and was expected to have long-term
positive effects on consumers’ food choices(Kozup et al., 2003). However, putting this general advice into
practice appeared not to be straightforward for consumers.” “...need of more intuitive systems was felt. As a
result, the focus in the last decade has moved toward more product-oriented and practical tools to help people
make better choices. Nutrition signpost labelling is seen as an important and practical tool to assist consumers
when making food choices” [169]

Regarding how this label should be presented, the evolution of the European Union energy label provides some
insight into what may be effective for consumers as well as what challenges the label could face from successive
years of implementation. Originally, the labels were A to G, with G being the least efficient. However, as
technology advanced, what was once considered an A-class piece of equipment could be vastly less efficient than
a newly released piece of technology. The chosen solution was to append successive + ratings onto the existing A
category, giving A+ A++ and A+++. Any labelling for IoT devices risks the same problem. As technology
advances, what was once reasonable encryption can quickly become obsolete. As the power of general computers
grows, the time to crack encryption decreases. Additionally, there is the potential for rapid movement in the IoT
space. Whether advances in Cracking methodology/technology (such as occurred with GPU clusters) or if flaws
are discovered in specific implementations,what was once highly secure encryption could suddenly become
feasible to crack. The product itself does not have to be flawed for this to occur, and developments in the world of
CyberSecurity are a situation with few parallels. No new discovery about Electricity will cause devices with
European Union energy labels to suddenly lose massive efficiency, which would require them to jump down
several categories.

Of note is that the EU energy labels are changing back to their original A-G method for ranking [|170], as the
revised method was deemed to not be differentiating between products enough, and had strayed too far from it’s
goal of being simple.
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Given a goal of this project is that the suggested recommendations (if implemented) provide significant benefit to
user-space, a significant amount of time and effort should be devoted to appropriately assessing how best to
deliver that goal. Initially, it was planned that this testing be integrated into the current project, however due to the
emergence of Coronavirus this has been significantly scaled down. Based on similar works [[171}74]], and the
previously mentioned findings of the Harris Interactive report [58]], enough information is present to begin
prototyping consumer focused labelling in IoT devices.

9.4 Key characteristics identified and label objectives

From a detailed reading of the above discussed reports and their findings, it has become clear that for the label to
succeed the iconography must be a key focus point of the design process.

Icons should avoid text to remain language independent, as the label is intended to be usable by all. This is a
well established part of Human Computer Interaction [[172]], that where possible it is better to encourage
recognition rather than recall.

The Iconography should also be uniquely identifiable, such that it cannot be confused with other pre-existing or
future symbology. This is distinct from the idea of building on existing symbology and themes; Their themes can
be incorporated, but the iconography should still be distinct.

Where possible, iconography should convey meaning, without any accompanying explanation. Explanation
being necessary removes some of the primary benefits of iconography, such as being able to transcend language
barriers. This is an exceedingly difficult task [[173]], and though it will be aimed for, conveying meaning via
iconography is not expected to be successful in all aspects.

« If absolutely necessary, explanations should be short and easy to understand to even first time users.
* Technical “jargon” should be avoided, using user-friendly language.

* The explanation should be memorable, such that a user should remember what the iconography signifies and
should (ideally) never again need to revisit the explanation.

Where possible, reusing pre-existing established metaphors from the security and wider landscape (for example, a
Lock for Secure) should be prioritised to reduce any learning overhead. Additionally, attempting to incorporate
iconography which users may already be familiar with from other efforts (for example, USB for “attack surface”
links well with what many businesses teach in basic Cyber Security training).

The Energy Efficiency labels provide a cautionary tale around planning for future advances. As it is so difficult to
predict the future of Cyber Security (new flaws could be discovered in an encryption algorithm any day, suddenly
rendering a method inadequate), it is important to instead tie certification to some date in time. This allows
recalibration each release of the label, to rapidly reclassify when needed.

Further recommendations from User Experiences specialists provide many further notable points, which were
considered during the design process [174]. Although all important, some specific examples are on Relative Size
of iconography and to be visually simple. While little could be applied from the broader principles of
Human-Computer Interaction due to the demands for consistency of design in all GOV websites, materials were
kept in mind during the design process in case opportunities presented themselves (of particular note, the works
of Ben Shneiderman [175]).
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10 Own Proposed Label
10.1 Main Proposal

Following the determination of the 14 requirements and the prior characteristics desired for a label, the following
draft versions of a comprehensive proposal have been created. These collectively make the V1 proposal, with
their variations indicated in the form V1.x. 196 bits of information are directly expressed via the binary
expression of Tick or Cross.

A comment on iconography:

Security requirements can be complex, with many intricacies. Although the overhead for each has been
significantly reduced with simplified explanations, further reducing them to understanding in the space of an icon
proved to be an exceedingly difficult task. As such, an alternate objective was provided when designing the
iconography. To inspire curiosity. The worst fate for iconography that intends to inform the consumer would be to
have it be completely ignored, with eyes that glaze over. As such, given that it was likely at least some consumers
would require an explanation, the iconography was designed with the goal of encouraging users to look up that
explanation out of curiosity at least once. To aid with this, the largest single feature on the label is (rather than any
of the iconography) the three word code for looking up the additional information. As the most prominent feature,
it is intended that this should make it clear to users that this feature is something that may be worth paying
attention to and investigating. Combining this prominent feature for looking up additional information with the
aforementioned explicit design goal of inspiring curiosity, the author hopes the combination will be effective for
driving users towards the definitions whenever they cannot understand an icon.
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Features

The current working title is presented, “United Kingdom IoT Security Certification Scheme” as a sufficiently long
title such that (were the proposal accepted) the official titling chosen by the DCMS would likely fit within the
space of the label. A subtitle “Summary of Assessment” was chosen, as a descriptor that would function
independent of any titling changes that may appear from adoption of the label. Building on the established
iconography for Security, a Shield is used as part of the logo. The refresh icon is intended to show this as
something continuous, not static, and the tick to show that this is a good icon to receive. The message as a whole
then being that this label is a Security-Related label, with some continuous aspect and it’s presence here is
positive. Immediately below this is “Version 2021 certified” (Or alternate information in variations) to explain the
Continuous aspect of the icon, installing an expectation that there may be versions for other years too. From here,
the main body of the label is divided logically into three columns and five rows (15 cells). The three columns are
further subdivided in a 2/3 to 1/3 ratio, with 2/3rds of the column space devoted to the Requirement Icon, and
1/3rd to a Tick or Cross related to the requirement. Only the Horizontal grid-lines are visible, rather than no
grid-lines, just the vertical grid-lines or both vertical and horizontal grid-lines, as during design informal feedback
the other lines were described as crowded and the lack of any lines left people confused on which
Requirements/tick-cross were paired. There was a conscious choice to ensure lots of whitespace was present, as
other related works (such as food labelling) can especially become crowded. It is intended that, if the label were
too large or there were too much whitespace, it is easier to gradually reduce it until an “acceptable” threshold is
reached rather than try to guess where whitespace may be needed from feedback of “too cramped”. As there are
only 14 requirements and 15 cells, the final cell is devoted to summing up the information conveyed. So that
consumers do not have to count (and to make it even more clear that a cross means that this requirement didn’t
pass) a total out of 14 requirement met statement is made. To ease consumer worry about seeing potentially many
crosses on a device, there is also a “Pass” statement to let consumers know that this level of security is still legally
“acceptable”. Lastly, the bottom fifth of the label is devoted to finding out more information. It contains not only
context that this label is part of a Cyber Security scheme to determine if a product is fit for sale in the UK, but that
this product has succeeded in that assessment. A statement that more information is available is included (with
instructions) and the largest single element of the entire label is the eye-grabbing three-word-code that ties this
device to it’s full assessment. This particular feature was chosen as different versions in the same line of IoT
devices can be hard to distinguish from each other, especially before you can access the manual. Two
near-identical looking devices in similar packaging will still have differentiation in their unique assessment codes.
A three-word-code was chosen over a QR code due to the reasons outline in[4.1} specifically around accessibility
for all age bands in the United Kingdom.

The first version (V1.1) is the simplest prototype, with a year plainly presented for when this device was certified.
The prototype is effective at conveying the intent that the date of certification is important, however not why it
may be important. With this naive implementation, if a device were certified in 2022 and a competitor in 2023,
there is no guarantee that the second device were any more secure than the first. As such, an immediate
amendment to this proposal is for the Year field on devices to signify not the year they are certified, but the year of
the legislation they are certified against. The current proposal is for this legislation to be reviewed every two
years [59] which would make for a easy to understand system. However, were this commitment not upheld and
significant periods of time to pass between legislation revisions, seeing certifications with a date many years ago
could harm consumer confidence. This would also further amplify the negative of this label, that it is unclear why
it matters which year a device displays.
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The second variation (V1.2) is a version numbering system. Intended to iterate yearly, even if there were no
change to requirements, a version number provides an easy way for consumers to look up what requirements were
in force when the device was certified. As before, an immediate logical amendment is to tie the version numbers
to iterations of the legislation that the label is certified against. A significant downside to version numbering is
that they lack any implicit context; in a vacuum these numbers mean nothing. If there were a commitment to
revise relevant legislation at least every two years, it is easy to see that within decades version numbering could
become confusing. Without the presence of a current-generation device on the shelves to provide context, old
devices can still display high version numbers, giving the illusion that they are secure and up-to-date. However,
the version numbering system becomes more robust in scenarios where the pledge to revise legislation frequently
is not kept. Were five years present between iterations, this is a sufficient period of time for a raised version
number to become noticeable on store shelves.

10.2 Alternate Proposal

While the case has been strongly made in this paper for a comprehensive solution for Cyber Security information
at the point-of-sale, the reality is that the current proposal for a simple label has already undergone three years of
public consultation and investment. Such a fundamental redesign would require re-engaging with Industry, fresh
consultations and potentially set the process back to zero. Even if the comprehensive proposal faced no significant
opposition from groups during consultation, it is not unreasonable to assume that a similar timescale would face
the new proposal.

Currently, consumers have no point-of-sale information, and no market protections exist against insecure IoT
devices. As such, adopting the advanced label could have the consequence of a further three-years (at the lower
bound) with deployment of insecure infrastructure, during a period of exponential growth in the sector. However,
as stated earlier in [subsubsection 9.3.1] if the proposal were to just proceed with a poor label implementation it
could undermine future efforts to secure UK IoT infrastructure. The following are variations on a simpler label,
similar to that which has already been approved by stakeholders, whilst reducing the potential for long-term harm.
This reduction in harm is accomplished primarily by adding some method of dating certification of the device into
the displayed information, such that out-mode devices are easily identifiable. This series of labels, as part of the
same “generation” proposal as the Main proposal, will be referred to as part of the V1m.x series (Version 1, mini,
variation number) Variations on Year and Version number are present, for the same reasons as the V1 label.
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10.3 Label 1.0

Figure 6: Label Paper Concept, created during discussions with artist
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Figure 7: Figure depicting the initial Label Icons, after the first design session
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The Design of each icon in[Figure 7| was a collaborative effort with a commissioned artist, with rapid iterations of
imagery. Themes, feelings and emotion fed into the design, such that the art should direct user attention in
specific manner. Existing themes were incorporated (such as the recurring Shield icon, for Defence, Protection)

and new themes established (Person to represent a User, an Identity. Cogs represent The System, Functionality,
Action/Reaction.)
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Figure 8: Label First Draft, with calculated spacings visible

United Kingdom loT Security Certification Scheme
Summary of Assessment

Wiersl o 2021 Cortifed

v
v
v

«

— 14 of 14
T Requirements Pass
QN Met

This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of
Great Britain and Morthern [reland. For details of assessment, visit placeholdergovuk and provide the following

code I ALPHA - GAMMA - SIGMA ] Or contact the device manufacturer.

Figure 9: Draft Label with example certification, and spacings hidden
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Figure 10: Prototype design, carried forward to testing.
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11 Prototype testing

As mentioned in [subsubsection 9.3.3 the scale of testing has had to be reduced due to the Covid-19 pandemic.
However, effort has been made to prevent the elimination of horizontal diversity of data sources. Instead, scale
backs are in the quantity of samples for each source. This decision has been made as diverse sources of
information are more likely to expose the kinds of weaknesses expected from a first prototype, which may be
missed with a single homogenous source of information. Were future works to be undertaken that are funded for
larger scale studies, these samples should also disincentivise high-quantity single-source methods which are
usually prevalent in science (but can often miss the mark on usability).

11.1 User Studies

For user studies, the following were provided. These are three documents, expressed each in three formats for
increased accessibility. As this study took place during Covid, the participants were recruited through University
Adjacent social circles. A specific effort was made to ensure that the survey reached beyond computer-related
disciplines and to ask for it to be shared into circles beyond the reach of University. It was still expected that the
survey would struggle to reach other age groups (Covid isolation left no way to reach many age groups), so the
decision was made to compress the scale of Cyber Security knowledge self-rating into the high end. This
pre-emptive action would allow differentiation in results that otherwise would have been, perhaps, too
compressed to distinguish.

Summary of Results

From quantitative analysis of the data available, there are some prevalent correlated questions observable.
[Figure TT|highlights questions wherein there is a stronger correlation between answers with a darker shade of
Green, whether positively or negatively associated. This correlation is not intended to be used as a statistical
mechanism for analysis, but rather to shed light on the best locations to begin searching for hidden trends.

Of these starting points, one particularly strong negative correlation seems to be observable between the self-rated
skill level and the desired size of a label. Those who are most proficient in Cyber Security matters prefer to
receive less information. During analysis of Focus Group answers later, a potential cause for this relation is
determined, wherein it seems those most proficient in Cyber Security underestimate the ability of others to
comprehend a larger label, and as such desire a smaller label for the sake of others. A specific excerpt from the
Cyber Professionals Focus Group follows

“(When discussing complex versus simple labels. For context, figure one is a small simple label, figure two is a
more detailed version. Note how the Cyber Professionals desire figure two, yet are speaking for another group
and advocating figure one) 00:09:25 Speaker 2 Er, I feel like figure one is more useful for just like the average
person trying to buy off the shelf just because having the number, of having the data obvious is easily the most
important information. ... 00:09:51 Speaker 5 Problem is, we’re looking at this as cyber security professionals
and for us obviously the right hand side is going. 00:09:56 Speaker 5 To be more detailed. 00:09:58 Speaker 5 We
can tell nearly exactly what it is. You know, there’s no exact headings or anything, but you could look up and
check what these symbols 00:10:06 Speaker 5 Mean. Left-hand side? Yeah, I agree with {Speaker 2;. 00:10:09
Speaker 5 The the general public is more likely to do a quick glance. Oh look that stickers on there cool, ticks
ticks the box. Take that home. 00:10:19 Speaker 5 But yeah, me personally figure two. ... 00:10:33 Speaker 4
From like a product perspective, looking at B would find that far more useful.

2
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Meanwhile, those who self-rate as less knowledgable about Cyber Security have exhibited little issue
comprehending the larger label, and consistently express a desire for even more information. When analysing
survey answers, 86.36% found figure two more useful for making purchasing choices when Cyber Security was a
concern. Almost three-quarters (72.73%) found it actually easier to understand this figure too, and 90.91% would
rather see that label implemented. The author would like to remind the reader that these respondents were
viewing the prototype labelling; significant improvements to the label have been made from the feedback
gathered during that same survey, which directly address some of the reasons the remaining Negative respondents
gave for their decision.
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Figure 11: Correlations between answers to questions (Larger Version and Data are available in appendices, within the spreadsheet survey-stats). If viewing digitally, this figure is full resolution and can be
zoomed Used to find potential areas to begin investigation, this is a table that shows questions that seem to have predictably related answers. For example, both question 22 and 23 seem to be strongly related to
the answer within question 8. Both strong positive and negative relation are highlighted.



In almost all questions, a clear “favourite” answer was visible. However, true universal consensus was rare and
there was at least one answer displaying characteristic anomalous to the calculated group answers. These
deviant/anomalous answers are noted below, grouped by the user who expressed the answer. Additionally, “miss”
answers are included, even if they were the majority opinion (a “miss” refers to an answer which indicates there
may be some improvement or alteration desired, as the result is not what would have been hoped for in a perfect
label.). Of significant interest is that surveys 1 and 20 both scored poorly for their initial impressions of the label,
so close attention has been paid to their answers, in the hopes of determining potential causes. With both
anomalous and “miss” answers included, it is hoped patterns may be visible.

User 1) Scored poorly in initial impressions of prototype label. An outlier with a low self-rated skill level wanting
a smaller label. 50% miss for 'understanding’ criteria. Miss for usability in general and worked example.
Preferred a simpler example.

User 3) Most compact label desired. However, was able to complete the provided exercise and no significant
difficulties were observed. Perhaps the high skill level was their reasoning for desiring a compact label, not any
personally experienced difficulties?

User 5) Significantly above expected average skill level. Desires more compact label. However, was able to
complete exercise and no significant difficulties observed. Perhaps the high skill level was their reasoning for
desiring a compact label, not any personally experienced difficulties?

User 9) Significantly above expected average skill level. Desires more compact label. However, was able to
complete exercise and no significant difficulties observed. Perhaps the high skill level was their reasoning for
desiring a compact label, not any personally experienced difficulties?

User 12) High skill level. No other deviations observed.

User 13) Didn’t complete worked example. Desires larger label with more explanation. Perhaps why they were
not able to complete the example?

User 15) High skill level. No other deviations observed.

User 19) Significantly above expected average skill level. Concerns expressed in initial impressions. Miss for
usability in general and worked example. Preferred a simpler example. Perhaps the high skill level was their
reasoning for desiring a compact label, not any personally experienced difficulties?

User 20) Scored poorly in initial impressions. 75% miss on understanding. Miss for usability in general and
worked example. Preferred a simpler example.

There were many areas in the User Studies designated with free-comments, for the purpose of gathering
qualitative data. With user studies, an unfortunate limitation is that your questions are pre-written before the users
have had any chance for input. This can unintentionally result in the researcher excluding an area with valuable
and unexpected insights. Included are unique identifiers for each respondent, such that readers may try to
observe/verify patterns themselves (these are the same identifiers from prior sections).

Here follows analysis of answers for each free-use question. Justification that allowing so many free-form
answers was correct is clearly visible here, as almost all yield some valuable insight that would have not been
otherwise picked up, enhancing the development of this label prototype.

Question 1) Comments suggest that the label A is interpreted as having a high level of security (or conversely, that
label B conveys a low level of security). There are some expressions that label A is vague (participants 5, 7, 11,
14,15, 17, 18).
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Question 9) Figure Four is described frequently (1, 7, 8, 12, 13, 15, 20) as confusing, however, the commenters
themselves state this would be remedied by explanations of the symbols (which is already on-spec), so this has
not been raised as a concern. (2, 14) describe a feeling of uniqueness to Figure Four, that it is tailored to each
product, whereas figure three conveyed a feeling of being copied and pasted to many products. This feeling is
echoed in 5, with description of thought going into the certification of the device. This feeling of uniqueness is
not something intended, but something that can be noted and leveraged, as a feeling of copy-paste is stated as
making the commenters more likely to ignore the label (“it is a much more detailed label which is unique to each
device compared to the left one which can be copied and pasted to any product without a thought”, participant 2).

Question 20) Almost all comments convey a feeling of uneasiness at the proposed state of the security
requirements. However, a few comments focus on the bright side that there is at least a proposed minimum (3, 16,
18). Not much useful insight otherwise, just affirmation that consumers are disappointed by current cybersecurity
strategies and planned mitigations.

Question 21) There is a lot of reinforcement about what was raised in Q9, that accompanying information is
needed. An obvious alteration that was somehow missed is suggested (10); The requirements are currently not
numbered. Therefore, “Requirement 3” could be interpreted as multiple different requirements. This will also
help with looking up the information online. There is additionally a comment (11) about symbol consistency, that
they have different aspect ratios and resolutions. This issue is something that can easily change were the
suggestions of this report implemented; these prototype designs should not be taken as a “finished result”.

Question 28) Vague tones of agreement; little useful information otherwise.

Question 29) Lots of comments asking for the information from earlier label design to come back (3, 4, 5, 7, 10,
11, 15, 17). Many “passionate” responses, showing the respondents valued the prior information highly.

Question 30) Further requests for the lost information (2, 3,4, 5,7, 9, 13, 14, 17).
Question 31) Support shown for the new minimal lozenge (4, 14).

Question 32) Various suggestions, no particular patterns identifiable in the responses, due to the uniqueness of
each answer.

11.2 Focus Group Interviews

Two different groups knowledgable and with express qualification in the Cyber Security Sector were interviewed
separately to gather additional feedback; those working professionally in a Cyber Security context, and those
engaged in Cyber-Related Research at Swansea University. Before the interview/focus-group commenced, they
were distributed a Consent Form, Fact Sheet and Assistive Questionnaire in ODT and DOCX format. Of notable
difference from the Survey, the PDF is omitted. This change is because it was desired by the author to encourage
note taking on the document. This could be done in artificial white space added, to avoid “spoilers” of upcoming
questions, while doubling as space for longer form answers.

Additionally, while the Questions document is (other than the aforementioned white space) nearly identical to that
used for the Survey, the procedure was different. Questions were not be be answered privately, but to be
launching points for discussion as a group. Answers themselves were not recorded (as this was not a survey), but
instead the discussion was where value was to be extracted.

The Consent Form, Fact Sheet and Assistive Questionnaire distributed to the Focus Group participants was
identical for both Cyber Professionals and Cyber Academics; They are located in the appendices here

11.2.1 Cyber Professionals

The Cyber Professionals group were gathered from a known pool of contacts worldwide, who were invited to
participate. While individual profession varied, the group was composed entirely of individuals who currently
work/have recently worked within or in close proximity to the UK Cybersecurity Sector.
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This focus group were vigorous in their discussions, with enthusiasm that is invisible through the transcription.
Audio Channels were captured separately due to anticipated crosstalk, which allowed every answer to be heard
clearly when processing the feedback. Total recorded discussion lasted one hour and thirty-three minutes, with
talk of many edge cases and potential considerations to ensure the robustness of the proposed labelling system.

A particular example of testing this robustness is that of the hypothetical IoT Toothbrush. Challenging aspects of
the label such as invalidity of entire requirements, components of requirements, even deliberately subversion
through engineering devices to receive higher scores than they should otherwise have been entitled to. Through
this process, several important adjustments and clarifications have been made (detailed in
particularly around how to respond to invalid requirements.

11.2.2 Cyber Academics

Audio Channels were captured separately due to anticipated crosstalk, however this was not needed due to the
relatively slow-paced discussion that occurred. The total recorded session lasted 32 minutes. Unfortunately,
despite the efforts of participants, this session was unedifying and most discussion points had already been
covered. As opposed to inspired discussion, answers fell in expected bounds of a normal privately-filled survey
and suggestions were similarly basic. A notable exception to this is the suggestion of a QR code, which had
unfortunately already been excluded for reasons discussed in[subsection 4.1} This being said, the data gathered
here reaffirms the validity of data collected from the Surveys by falling in similar bounds despite a different
method of data collection.

Summary of Changes
Numbering: The individual requirements shown on the label need numbering for the label to make sense.
Add a date updates are until: A simple addition, taken from the simplified labels into the mainline proposal.

Short text description instead of whitespace: While the second-layer descriptions are useful, having at least a
refresher description will aid in recall (a thousand pictures can be less useful than a single word!s)

Invalid Requirements “Not Applicable”: Specify how requirements should handle excluding features or hardware,
with specific intent to limit adversarial designs by manufacturers.

Grade A-F instead of Pass fail: Fine grained grading allows for a gradient, to express increasingly subtle
distinctions between differing device requirements.

Add numeric x of y instead of tick cross: Incentivise improvement above the baseline for a “grade” by crediting
sub-requirements, through an “x of y” subrequirements met.

A lot of discussion around further revision of the standards. Revisions are something that would have to be
discussed with industry extensively, but some key refinements include colour grading (what counts as
good/okay/bad and the bounds for each would need to be established) as well as expanding an A to F grading
system to require certain key points to be covered, as well as a number of “pick and choose”. To account for
non-applicable, this may mean that the sub-components themselves of each requirement have to be revised (A
work more for agencies than individuals).
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12 Revised Label Specification

After incorporating the changes from the Survey results and the focus groups, the following is the new format for
the label.
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This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of Great
Britain and Morthern Ireland. For details of assassment, contact the device manufacturer or visit placeholder.gov.uk
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Figure 12: Revised design, following feedback from prototype. The label now includes Numbering of Require-
ments, a date for when updates are guaranteed until, and a x/y for each requirement that illustrates how many
subrequirements have been met (with colouration to indicate a good or bad result)

This particular configuration would work without any of the changes from future works, and (with the rest of the
works outlined in the report) function stand-alone. Not shown in this example, but included in the proposal, is the
support for Not-Applicable requirements (which will be greyed out, and subtracted from x of 14 requirements
met. A single N/A requirement would give 13 of 13 requirements met). A failed requirement (IE where the
minimum specified requirements for certification were not met) will be shaded Red instead of Green. Note that,
due to the fact that fine-grained information of which specific sub-requirements is only available in the detailed
online report, a particular weakness of this design is that confusing situations can occur where 6/7 requirements
are met but fail. The inverse can occur too, where 1/7 sub-requirements pass but the category still meets the
minimum. This abnormality occurs because the passing of a requirement is determined by meeting certain
specific sub-requirements, and that information is not visible on the product label. The following example
showcases some of these behaviours.
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This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of Great
Britain and Morthern Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk

and provide the following code: [ ALPHA - GAMMA - SIGMA l

Figure 13: Revised design, showing further features from the prior figure. Visible now is how a Non-Applicable
result could be displayed, as well as failed requirements.

While the configuration would work stand-alone, it has also been outlined how future works may be incorporated
into this template in a manner that would vastly strengthen the proposal]. is visually similar to the prior
label, but the inclusion of colour gradient (as opposed to binary pass/fail colouring) as well as Grading (Mocked
as A-F, but other scales can substitute) requires the existence of the future work outlined in[subsection 14.3]
Agreed meaningful sub-categorisations, based on real industry collaborations, are necessary to create finer
boundaries than “Pass/Fail”. The following illustrates a simple adaptation of the label that works with such
changes.
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@ United Kingdom loT Security Certification Scheme ﬁ*]
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This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of Great
Britain and Morthern Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk

and provide the following code: [ ALPHA - GAMMA - SIGMA l

Figure 14: Revised design, showing further features from the prior two figures. A passed requirement is shown,
but in the colour Orange, to indicate caution. This is because although the device met the minimum required, the
majority of results in that category are still a fail

is the logical culmination of these future works, along with the feedback gathered throughout this
project. This can be considered the final form, and “best” case that could emerge.
United Kingdom loT Security Certification Scheme Eﬂ
Summary of Assessment
Warslon 2021 Ceriifled Updates unill Dec: 20:24)
. ,@ o A=V
1. 56 ) 6 8/8 SE=Ix 1 9/9
Password Protections Reduced Attack Surface Data Validation
- - 4 i, ™

W | 2/6 % _ 7-10/10 g 12 212
Vulnerability Disclosure Device Integrity Security Architecture

% s 37 BEDS |5 4419 13- N/A

Device Updates Protect Personal Data Access Management
& ==
|E| 4- §/5 E’ E 9  4/4 = | 14- 33
Credential Storage Outage Resilience Risk Management
. @j“'
& 12 of 13

«+ [s10m0, ¢ o el .. B
Communicate Securely Monitor System Data Requirements Met  |Grade
This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of Great
Eritain and Morthern Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk
and provide the following code: [ ALPHA - GAMMA - SIGMA ]

Figure 15: Final Label, with all extended features and future works included

86



The second layer of this proposed system has rarely been visualised in this report, as actual design of all
government websites is strictly controlled, with a consistently accessible design. It is more useful to create a
feature list, as how this will actually be visualised is a variable with little control. However, at this stage, some
primitive mock-ups have been included as a visual aid. Again, this is not how any actual design would appear, the
mockups are simply a visualised feature list.

7 GOV.UK

Q Departments Worldwide Howgovernmentworks Getinvolved
search on GOV.UK Consultations Statistics News and communications

- Coronavirus (COVID-19) | Guidance and support

Home > Consumer protection

Collection
Device Reports

Your "smart" devices are now more secure, with Government
mandated certification before devices ever appear on store
shelves.

From: Department for Digital, Culture, Media & Sport
Published 28 February 2021
Last updated 21 April 2022 — See all updates

Contents

. Related content
— Overview
— 1) No default passwords Code of Practice for Consumer |oT Security
— 2) Implement a vulnerability disclosure policy Proposals for requlating consumer smart
— 3) Keep software update product cyber security - call for views
— 4)Securely store credentials and security-sensitive data Device Reports report

— D) Communicate securel
) ¥ Regulating consumer smart product cyber

— 6) Minimise exposed attack surfaces security - government response

Figure 16: General Landing Page when looking up the scheme, styled as a GOV website, and following their
known design requirements

As best as can be attempted, [Figure 16)is a mock-up in the styling of a GOV website, to illustrate the restrictive
nature of the design. This figure is an example of what the landing page for general information on the scheme
may look like.
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Device Reports

Every "smart" device certified for sale in the United Kingdom has undergone a security assessment, to help
our citizens remain safe and secure in a digital world.

While a brief summary is visible on product packaging, the full report with complete descriptions of how the
device performed is available free online. To access this, simply enter the three-word code on the rear
packaging of the device into the following box.

For instructions on finding this code, click or tap any of this text.

Alternatively, you may search by device name to find a specific report you wish to view.

(Q Alexa ] Advanced
Amazon Alexa 2021

Device Image

Amazon Alexa 2020

Ca)

Device Image

Amazon Alexa 2019

D

View Al (14)

Figure 17: Mockup of finding a specific device using the GOV website, where the three-word-code can be entered
or a device discovered by name

Now moving into mock-ups of features, |Figure 17|is specifically a lookup page for devices. Three boxes exist, for
entering the code from the back of the box (the cursor should automatically move to the next box upon
completion of a word, such that people don’t try to enter the dash). Potential customers may wish to view a report
before physically having access to a device, so a search feature is included. Advanced search features should be
included, to help differentiate devices by many different characteristics (as can be seen in the example, it could be
hard to differentiate differing year editions of devices without this). Important considerations are to include
device pictures in-line with the search, to help with correct identification early. The most recent editions of
devices should also be displayed first, as those are the most likely to be on store shelves. If a customer is unable to
immediately see their desired device, they may simply get frustrated and click any, as opposed to searching
through to find the exact match.
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Toggle advanced information

PASERE ] 1) No Default Passwords

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements One, Two and Three.
Devices may choose to implement requirements Four, Five and Six to increase security.

One:- [
Establish hard to crack device individual default passwords

Twor-
Ensure default passwords and even default usemames are changed during the initial setup.

Three:-
Authentication mechanisms must use strong passwords

Four-
Protect against 'brute force’ and/or other abusive login attempts

x K L«

Summary:- 3/6 (Pass) 1+

(g@& 2) Implement a vulnerability disclosure policy
{:@ 3) Keep software updated

a= 4) Securely store credentials and security-sensitive data

Figure 18: Mockup of a Device Report, as a consumer would see. Expandable sections are visible, with detailed
information on this device, the requirements it both passed and failed. An advanced information toggle is set to
off.

is a mock-up of the detailed report for a specific device, that a customer may view. The first category
has been clicked and expanded, to show a simple description of what that requirement entails. Also visible are the
individual simple descriptions of each sub-requirement. As a user has taken an interest in the detailed report by
searching this, the information they are first greeted with should be as accessible and simple as possible. This
reasoning is why the technical specification is hidden behind a toggle for Advanced Information.
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Toggle advanced information

1) No Default Passwords

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements GP-TM-09, GP-TM-22 and GP-TM-23.
Devices may choose to implement requirements GP-TM-25, GP-TM-26 and REQ-1 to increase security.

-))

GP-TM-09:-
Establish had to crack device ndiidual default passwords, Usemames and passwords for T devices supplied by the mandlacurer ae often never changed bythe
user and are easily cracked, and a hard to crack default password is stil a weakness if it is used for more than one device.

GP-TM-22--
v

Ensure default passwords and even default usernames are changed during the initial setup, and that weak, null or blank passwords are not allowed.

GP-TM-23:-
Authentication mechanisms must use strong passwords or personal identification numbers (PINs), and should consider using two-factor authentication (2FA) or %
multi-factor authentication (MFA) like Smartphones, Biometrics, etc, and certificates.

Sumbmary:- 3/6 (Pass) 1
@@é 2) Implement a vulnerability disclosure policy
{@ 3) Keep software updated
4) Securely store credentials and security-sensitive data

Figure 19: Mockup of a Device Report, when Advanced Information visibility is enabled. Opposed to the prior
figure, Advanced Information is now visible, which shows the Policy Codes for the requirements, as well as their
full technical description.

Displaying how the technical definitions differ from their simplified versions, [Figure 19]displays the same report

with the Advanced Information toggle enabled.

PassRE: ] 1) No Default Passwords

ﬂ% 3) Keep software updated
4) Securely store credentials and security-sensitive data

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames and passwords in
soflwa_rev SImP\‘e obfuscation methods also used to ob§cure or encrypt this hard-coded lr}formatlon can _be m_vwally brok_er_\,_ X In this hypothetical example, the
Security-sensitive data that should be stored securely includes, for example, cr keys, device and 4 —rr
vectors. Secure, trusted storage mechanisms should be used such as those provided by a Trusted Execution Environment and encryP 0 uses‘u d are. ‘y,
associated trusted, secure storage. _ causing the device to fail this
This requirement is optional. individual n‘eqfuremfnl. H:)\jvever,
To meet this requirement, devices must meet sub-requirements GP-TM-24, GP-TM-35 and GP-TM-44. becfluse this is not “core’, it has
Devices may choose to implement requirements GP-TM-40 and REQ-4 to increase security. still been brought to market.

2) Implement a vulnerability disclosure policy

oP-TM-24- f
dentials including but not imited to shalbe salted, encrypt N4

oP-TM-35-

Cryptographic keys must be securely managed. Encryption is only as robust as the ability for rypt to keep key hidden. \/

 distribution, storage, and maintenance.

GP-TM-49:-

‘Avoid provisioning the same secret key in would be enough to expose the rest of the product family. X

(GP-TM-40: Ensure credentials are not exposed in internal or external network traffic.

Summary:- 3/5 (Fail)

=
Q.

5) Communicate securely

Figure 20: Mockup of a Device Report, when Advanced Information visibility is enabled

Another view of the same interface and report, to show how a failed requirement is conveyed. This interface is a
hypothetical, where the “Includes” requirements are mandatory for a pass in every requirement.
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Toggle advanced information

1) No Default Passwords

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements GP-TM-09, GP-TM-22 and GP-TM-23.
Devices may choose to implement requirements GP-TM-25, GP-TM-26 and REQ-1 to increase security.

GP-TM-09-
Estabh hard o crck deice ndidual dfaul passwords. Usernames and passworda for Lo devices supplid by the manufocurar are often never changed bythe
user and are easily cracked, and a hard to crack default password is still a weakness if it is used for more than one device:

-

GP-TM-22-
rds and even default changed during the initial setup, and that weak, nul or blank passwords are not allowed v

GP-TM-23-
Authentication mechanisms must use strong passwords or personal identification numbers (PIN), and should consider sing two-factor authentication (2FA) or v
multi-factor authentication (MFA) like Smartphones, Biometrics, etc, and certificates.

Summary:- 3/6 (Pass) 1+

@@E 2) Implement a vulnerability disclosure policy

@ 3) Keep software updated

4) Securely store credentials and security-sensitive data

g

Reverse engineering of devices and applications can easily discover ials such as hard-coded usernames and in
software. Simple obfuscation methods also used to obscure or encrypt this hard-coded information can be trivially broken.
Security-sensitive data that should be stored securely includes, for example, cryptographic keys, device identifiers and initialisation
vectors. Secure, trusted storage mechanisms should be used such as those provided by a Trusted Execution Environment and
associated trusted, secure storage.

This requirement is optional.

It has been determined that, for this

To meet this requirement, devices must meet sub-requirements GP-TM-24, GP-TM-35 and GP-TM-44. hypothetical device, the entire *Communicate.
Devices may choose to implement requirements GP-TM-40 and REQ-4 to increase security. Securely" Requirement should not apply (For
_ example, if i requires physical docking to
GP-TM-24:- another device to communicate at all).
Authentiation redsntics nclucing but ot iited o user passwords shall be sated, hashed andior encrypted. 0 Note aiso howa subcategorybeing excluded

from requirement 4 changed it's summary.
GP-TM-35:-
keys must ly manag as the ability for yption based system to keep the encryption key hidden.
i i ion, distribution, storage, and maintenance.

GP-TM-49:-
Avoid provisioning the same secret key in an entire product family, since compromising a single device would be enough to expose the rast of the product family.

x| < <

‘GP-TM-40: Ensure credentials are not exposed in internal or exteral network traffc

Summary:- 2/4 (Fail)

p

[ 4

is not applicable to
this device, and was not used

HEE 5) Communicate securely g

.%@ 6) Minimise exposed attack surface

Figure 21: Mockup of a Device Report, with Further Work integrated

Building further from this hypothetical, device assessments should also have a Not-Applicable option. As shown,
these are removed entirely and do not effect a device assessment in any way. Additionally, limited agreements and
collaborations with industry (outlined in future work) could allow for passes to come from “must contain x of y”,
as shown in this requirement four. Many are shown expanded, but this figure is just for demonstration, and only a
single category should be expandable at a time.
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Toggle advanced information

1) No Default Passwords

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements GP-TM-09, GP-TM-22 and GP-TM-23.
Devices may choose to implement requirements GP-TM-25, GP-TM-26 and REQ-1 to increase security.

@
Eetatilah hard to orack davioa ndiidual default passwords. Usernames and passwords or oT devices supplied by the manufacturer are oftan nevar changed by the [
user and 1, and a hard to crack default rd is still o weakness if it is used for more than one device. \/
GP-TM-22:-

rds and even default changed during the initial setup, and that weak, nall or blank passwords are not allowed v
GP-TM-23:-
Authentcation mechaniom must use stng passwords ot personal dentifcaton numbers (PINe),and shoud coneder sing two-actor auhentcaton GFA)r 7

mult-factor authentication (MFA) like Smartphones, Biometrics, etc, and certificates.

Summary:- 3/6 (C) 1
'@ 3) Keep software updated

4) Securely store credentials and security-sensitive data

2) Implement a vulnerability disclosure policy

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames and passwords in
software. Simple obfuscation methods also used to obscure or encrypt this hard-coded information can be trivially broken.
Security-sensitive data that should be stored securely includes, for example, cryptographic keys, device identifiers and initialisation
vectors. Secure, trusted storage mechanisms should be used such as those provided by a Trusted Execution Environment and
associated trusted, secure storage.

This requirement is optional.
quire 1° oP : . It has been determined that, for this
To meet this requirement, devices must meet sub-requirements GP-TM-24, GP-TM-35 and GP-TM-49. hypothetical device, the entire *Gommunicate
Devices may choose to implement requirements GP-TM-40 and REQ-4 to increase security. ‘Sacurely* Recuiremant shoud not apply (For
o example, if it requires physical docking to
GP-TM-24:- another device to communicate
Authentication credentials including but notlimited to user passwords shall be salted, hashed and/or encrypted. N 0 Note also how a subcategory b
from requirement 4 changed it's summary.
GP-TM-35:-
tographic ke t iy managed. Encryption is the abilty for tokeep key hidden N4
tographi includes key g , distribution, storage, and maintenance.

GP-TM-49-
e e e W e T D <4

GP-TM-40: Ensura credentials are not exposed In internal or extamal network trffc.

Summary:- 2/4 (Fail)

—
~ P i is not applicable to
| . is device, and was not use
= E 5) Communicate securely u

6) Minimise exposed attack surface

All devices and services should operate on the “principle of least privilege’; unused ports should be closed, hardware should not
unnecessarily expose access, services should not be available if they are not used and code should be minimised to the functionality
necessary for the service to operate. Software should run with appropriate privileges, taking account of both security and functionality.
This requirement is optional.
To meet this requirement, devices must meet sub-requirements GP-TM-33 and GP-TM-50.
Devices must additionally include two of the following to pass. GP-TM-30, GP-TM-45, GP-PS-12 and REQ-6.
Devices may choose to implement requirements GP-TM-33, GP-TM-50, GP-TM-08, GP-TM-43, GP-TM-45, GP-PS-12, GP-TM-30 and
REQ-4 to increase security.
GP-TM-33:- 1
Ensure that devices only feature the essential physical external ports (such as USB) necessary for them to funation and that the test/debug modes are secure, so they /'
cannot be used to maliciously access the devices. In general, lock down physical ports to only trusted connections.

GP-TM-50- N

Ensure only necessary ports are exposed and available.

GP-TM-08-
be enabled by default, and any unused or insecure functionalities should be disabled by default. X
Strong y be o has to rather than

Summary:- 2/8 (Fail)

Figure 22: Mockup of a Device Report, with additional Further Work integrated

Integrating future works, the ideal companion to the label would have fine-grained grading, as opposed to
pass/fail. The extra tiers allow “devices must additionally include two of the following four”, as shown in
requirement 6. This is the ideal “best case” result for features of a second-layer report, with the most available
information while also not overloading the consumer (as the default is simplified).
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Part V

Conclusions and Future Improvements

13 Summary

Within these works, the author has attempted to lay solid foundations for rapid advancement of security standards
in the field of Internet of Things devices. To do this, an existing framework that was constructed to fill the
legislative gap post-Brexit in the United Kingdom was taken as a starting point. After ensuring it’s foundations
were solid through deconstruction of it’s requirements, recommendations of another organisation were merged in,
to create a more robust framework. After some refactoring of the requirements, wherein some categories were
created and others deconstructed, a small number of addition improvements were noted as being possible to add
to this framework.

Recognising the potential of a plan to create a consumer facing label, the proposal expands to include additional
desirable characteristics for a label. This was presented to a small group of consumers and two relevant focus
groups, to ensure the proposal was fit for purpose. Feedback was integrated, and a final proposal has been put
forth for a two-layer labelling system which can accommodate many potential variations of the underlying
legislative framework.

14 Future Work

To aid others in building upon this work, here follow some recommendations for future work to develop a more
secure future for the Internet of Things.

14.1 Mappings between Additional Security Standards

When this work was started, the only internationally recognised attempts at standardisation were the ENISA
Baseline Security Requirements and the (at the time, in draft form) UK Secure by Design Requirements. Since
then, not only have these contributors continued to evolve their offerings, but other market players have emerged.
The IoT Cybersecurity Improvement Act of 2020 [[176] in the United States declared that the National Institute of
Standards and Technology (NIST) and the Office of Management and Budget (OMB) were to take measures to
improve IoT security. This manifested in NIST IR 8425, Profile of the IoT Core Baseline for Consumer IoT
Products [[177] which is another reference document for improving IoT security. The Australian Government
released their own version of voluntary recommendations in 2020 [[178] which seems heavily inspired by the UK
Secure by Design proposal, and the IMDA of Singapore [179] launched a cybersecurity guide. It is expected that
this will continue, with more and more worldwide governments putting forward their own vision of a more secure
Internet of Things.

It is likely that, as was observed between the ENISA requirements and the UK requirements, that these (and other
emerging standards) will have significant overlap. Creating mappings between these will allow translation and
conversion of equivalent criteria, and expose any new improvement beyond the current known baseline. Particular
care should be taken when determining “equivalent” criteria, to clarify if this is true equivalence. For example,
viewing from the perspective of the UK Requirements, if requirement one were met then it could likely be stated
that requirement one of the Australian proposal were also met and the closest ENISA equivalent would still
require additional works. However, viewing from the perspective of ENISA requirements, meeting that closest
equivalent would be in excess of both the UK and Australian proposals.

Expressing these relations in an easy to use interactive format (perhaps with known presets and
pre-configurations) could be helpful for propagating IoT security requirements further than their jurisdiction. In
the prior example of UK requirement one, the works to achieve equivalence with the ENISA requirements are
relatively minor. Stakeholders may exceed local requirement with International requirements (and sales) in mind.
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Column 1 Column 2 Column 3

(Currently Selected) (Optional)
Australia . : European Union
_ United Kingdom P _ _
Australian Government § ., | ENISA Baseline Security
. ... | UK "Secure by Design
Code of Practice Requirements

4 N N (oePT™M09 )
Wording of requirement

| Requirement 1 | [ Requirement 1 | [ GP-TM-22 |

Wording of requirement
Wording of AUS requirement 1 Wording of UK requirement 1 [ G P TM 23 ]

Wording of requirement
o NG % - /

Figure 23: Example illustration of a potential version of mentioned Mapping Software

14.2 Further User-Based Research

Initial scoping for the User Studies had between 1e2 and 1e3 users. This was intended as a small scale test, but
Covid-19 reduced this exponent. There is a case for not only repeating the existing testing with larger groups that
sample across a wider populace, but also for expanding the testing itself into new areas.

Some significant justifications for further user studies are to provide a more representative sample of the
population (many of the high age brackets were under self isolation and inaccessible for Covid during the testing),
to have in-person focus groups with handheld prototypes as opposed to digital imagery, to run the same
experiment (or similar experiment) with the much larger population to verify the collected results, or to run
entirely distinct user testing from the author’s own methodology, attempting to gather additional considerations.
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Gender

Region

50%
14%
15%
18%
= England Scotland
= Male - Female Wales Northern Ireland w16-24 #2534 - 3544 - 4554 5564 =65+
Marital status Employment
1% 1% ..
2% l Living arrangement
8% Husband, wife, partner _ 56%
Other adults [ 23%
15%

Live alone 21%

Chidren 16-18 [ 5%

4% 6% 13%
1% 4% Chidren 11-15 12%
- = Employed full-time Chidren 6-10 12%
Employed part-time Chidren <5 [l 1%
Self-employed
= Never marned ploy )
Married / civil partnership Not employed (looking) = Chidren <5
Co-habitin Not employed (not looking) Chidren 6-10
D ) od ¢ = Unable to work Chidren 11-15
S:::r:amed » Retired = Chidren 16-18
= Prefer not to say = Home duties - Hasband, wil, pasiner
= Other

Figure 24: Partial demographic information from Harris Interactive Survey

All prior attempts at user studies have at least attempted to weight responses according to UK demographics [58],
however deviating from this can be easily justified. A wide-population survey may identify that those in specific
demographic subgroups require deeper investigation (for example, perhaps an age cut-off is observed where the
responses from participants became uninformative when attempting a generic user study). These deep dives can
reveal additional information that would otherwise be diluted too far in a wide population survey, or just lost
simply through the methodology. Harris Interactive may have balanced their demographics in proportion to the
UK Census Results, but the surveys were filled out online. In a survey which involves understanding internet
connected products at the point of sale, their method selectively screened out those who are most likely to
experience difficulties understanding the products.
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Caution should be taken when replicating other features common to surveys and other user based research.
Primarily, excessive collection of information. In is a sample of the demographic information
publicised by Harris Interactive for their participants. Collecting the information, solely for the purposes of
ensuring the sample is representative of the UK population, is necessary. Collecting extra information with the
intent of discovering relationships between data can also be justified, however the research runs the risk of
accidental misrepresentation through P-hacking [180].

14.3 Subcategorisation based on external input

Recognised in Focus Groups particularly, and justified by the expanded discussions of edge-case [oT devices, is
that much can be done in the way of sub-categorisation to enhance this work.

Each requirement currently consists of many subcomponents already, largely expressed as ENISA baseline
security requirements. However, beyond the “category” they reside in, there is no other relationship between the
requirements. Exploring different groupings and relations between subcomponents could take many forms that
would benefit the standard.

ETSI provide a simple example that could be ported to the standard, rooted in wording. Within ETSI drafting
rules [56]], use of keywords such as “will”, “shall”, or “should” determine if a requirement must be followed or is
optional. However, requirements can still inherit from others. This gives a logical structure similar to [Figure 25|

5.3 Keep Software Updated

531 53-2
Optional Mandatory

i i i v v v

53-3 53-4 535 53-10 5311 53-12
Mandatory Optional Optional Mandatory Optional Optional

| | | | | | | |

536 537 538 539 5313 53-14 5315 5.3-16
Optional Mandatory Mandatory Optional Mandatory Optional Optional Mandatory

Figure 25: ETSI Requirement 5.3 logic diagram

This simple tree with just a single logic gate already helps to visualise quite a lot about how the standard could be
improved through advanced applications. More complex works, with many “tiers” and logical connections that
are backed up by communication with industry would be a valuable resource. This emphasis is important, as
attempts at making these logical groupings were specifically excluded from this work, as without that external
input the value which could be extracted would be disproportionately low compared to the works undertaken.

Some recommended configurations to try could be to weight for an A-F system, based on the European Energy
Certifications. This system is recognisable and easy to work with, but having well justified boundaries may be
difficult for so many divisions. Colour grading was another popular choice, with FAIL, red, orange, green.
Despite worldwide cultural differences for such colours, that schema is well recognised in the UK (such that even
those with colour-blindness are familiar enough and can distinguish the shades). A system that is less accessible
to end users, but perhaps could generate the best justified groupings, would be for weighted graphs to determine
grades and ratings for devices. It is easy to see Data Science fulfilling the demand for a strict empirical basis of
boundaries, emerging where recommendations from different shareholders become irreconcilable.
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Part VI

Appendices

15 Survey Files

For user studies, the following were provided. These are three documents, expressed each in three formats for
increased accessibility. If your PDF reader does not support embedded files (a feature since PDF/A-3 in

2012 [181]], ISO 19005-3:2012 [182])) you can extract these files from the document, sometimes download them
separately from the page you are viewing this document as accompanying files, or upgrade to a PDF reader which
supports PDF/A-3.

QuestionsParticipantVersion-2.docx
QuestionsParticipantVersion-2.odt
QuestionsParticipantVersion-2.pdf
template-participant-consent-form.docx
template-participant-consent-form.odt
template-participant-consent-form.pdf
template-participant-information-factsheet.docx
template-participant-information-factsheet.odt
template-participant-information-factsheet.pdf

Spreadsheet for Survey Results, including analysis of results

16 Focus Group Files

The following are the documents provided to participants in each focus group. If your PDF reader does not
support embedded files (a feature since PDF/A-3 in 2012 [[181]], ISO 19005-3:2012 [182]]) you can extract these
files from the document, sometimes download them separately from the page you are viewing this document as
accompanying files, or upgrade to a PDF reader which supports PDF/A-3.

FOCUSGROUPtemplate-participant-consent-form.docx
FOCUSGROUPtemplate-participant-consent-form.odt
FOCUSGROUPtemplate-participant-information-factsheet.docx
FOCUSGROUPtemplate-participant-information-factsheet.odt
FocusGroupPart1.docx

FocusGroupPart!1.odt

The following are the automatic transcriptions of the discussions in each focus group. The transcriptions may not
be entirely correct, but the original audio files cannot be shared (real names were used, and that would count as
personally identifiable information, which was agreed to not be published)

AcademicFocusGroupAutoTranscript.docx

CyberProfessionalsFocusGroupAutoTranscript.docx
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REMINDER ON DATA HANDLING

All information collected will be presented anonymised, with all identifiers stripped, and presented purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the report as-is. These comments may be tied to your answers in Demographics, but only if it provides additional context or understanding to your answer (for example, feedback on understanding may mean a lot more when presented alongside age and self-rated technical knowledge). 

The collected demographics information is used to provide critical review of the study, and can be expected to be presented similar to the following figure (from a similar survey into Internet of Things labels by Harris Interactive).  [image: ]

Additionally, in a further effort to increase anonymity, groups which comprise few members may find themselves merged to protect individual identity. In a similar vein, data which could be used alongside existing demographic information to deanonymize participants has been deliberately excluded, even if collected in studies of a similar nature (gender, nationality, marital status, employment, household income…). Finally, rather than the Nominal data of “profession”, a more anonymised Ordinal data set was chosen, with a self-rating scale for Cyber Security knowledge and calibrations provided. Calibrations are provided to reduce the effect of cognitive bias, such that individual ratings can be expected to have smaller error bars for the same profession.




DEMOGRAPHICS

Age 

16-24		☐		25-34		☐		35-44		☐



45-54		☐		55-64		☐		65+		☐

Self-assessment for cybersecurity knowledge 

note: for the purposes of this study, this scale has been deliberately skewed towards high-end cybersecurity knowledge, to ensure differentiation between many different high-end levels of knowledge. A low result here does not imply low cybersecurity knowledge. 

Calibration examples 
When using these examples for self-assessment, you do not have to perform the same actions as these fictional people to have the same score. Rather, you should score based on which of these characters you believe has a similar level of Cyber Security knowledge to yourself.

1 - I’m the person at work or home who always somehow manages to get a virus, or to make the IT technicians clock-out early. If someone was giving out free USB drives, I would gladly take them and thank them, informing my friends so they can get free drives too. I can wipe it if it has weird stuff on it. 

3 - I consider myself average. I don’t click on suspicious links, I can generally recognise emails which are not genuine, but I might still have issues every few years where one has slipped through. I don’t understand, though, why my work computer doesn’t have USB slots…it’s really inconvenient. 

5 - I know I have a lot to learn about security, but I don’t think my computer is worth the hassle for someone to hack. I have some kind of blocking in my Internet Browser (script blocking, ad blocking or something similar) so I don’t even remember the last time I got a virus of any kind. Networks in the home are hard, so I just “allow all” when handling internal communications. Maybe one day it’ll cause a problem, but I’m sure I’ll notice if I get compromised. 

7 - I use Linux, it’s all the protection I need. I use the AUR for convenience (or PPAs/precompiled RPM packages). If it doesn’t work, I just sudo it. My sudo password is just one of my normal passwords, used online or for machine logons, but it’s cryptographically secure so it won’t get hacked. 

9 - I have, at some point, customised my firewall rules for the purposes of security. I have played around using a DNS sink for added protection, and have some kind of server I am immensely paranoid will be compromised. I get jumpy if my printer makes a strange noise. I wouldn’t hesitate to wipe a compromised machine, but I might still try and retrieve some files. I am also guilty of using online setup tools or scripts, and might try to retrieve some configuration files from even a compromised machine before it is wiped. 

11 - I am the saviour of all security as a discipline, but I am legally classed as paranoid/delusional. They just don’t understand…

☐ 	☐	☐	☐	☐	☐	☐	☐	☐	☐	☐

	 1	 2	 3	 4	 5	 6 	 7	 8	 9	10	11

A/B TESTING

[image: ][image: ]Consider the following scenario: You are handed two boxed products that each contain a different internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure 2). Do you have any differences in expectations for devices A and B? If so, use the text space below the figures to explain. 
The labels you saw previously were actually for the exact same device, a fictional smart hub called “Plex: Home Edition”. Was it apparent to you that these devices were rated for the same level of protection? 

Figure 1

Figure 2



☐			☐
Yes			No

[image: ][image: ]Look now at the following figures, which are the labels applied to the fictional “Plex 2.0” device. Figure 4

Figure 3






As a new version of an existing product, it can be expected to arrive in very similar packaging to the original. However, the company has gone to great effort to improve the security of this new device, to distinguish it amongst its competitors. Which label do you believe would be most useful for distinguishing between the old “Plex: Home Edition” and the new “Plex 2.0”? 

☐			☐
 Left (Figure 3)		Right (Figure 4)

Given your prior knowledge of the original “Plex: Home Edition”, and thinking of the labelling for the “Plex 2.0”, which of the two designs did you find (or would find):

More informative for Cyber Security features for a given product?

☐			☐
 Left			Right



Clearly conveyed Cyber Security features for a given product?

☐			☐
 Left			Right



Easier to understand what Cyber Security features were included for a given product?

☐			☐
 Left			Right



Useful for making purchasing choices when Cyber Security is a concern?

☐			☐
 Left			Right



Which label would you rather see implemented, and visible on the external packaging of devices?

☐			☐
 Left			Right



In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of consumers (when considering devices to purchase) were identified as considering security features to be important in their decision-making process. Which label do you feel most conveys the inclusion of these security features? Elaborate if possible. 






LABEL DESIGN

The current proposed size of the label featured in Figure 2 and Figure 4 is A6, approximately the size of a hand with fingers held together. However, the details of the security features for the device are not included, and have to be looked up on a .gov.uk website (or retrieved from the device manufacturer). 

You are offered the opportunity to increase the size of the label. Which of the following would you most likely select? 

☐ No change	

☐ Slightly larger, with a little more information		

☐ Larger, with lots more information (For example, the definition of each requirement without having to check online)	

☐ Much larger, almost all information available on label. 

You have also separately been given the opportunity to shrink the label. Which of the following would you most likely select?

☐ No change

☐ Slightly smaller, no detail lost but less whitespace between information

☐ Smaller, less visible iconography, 

☐ Small, only total requirements met, no individual requirements on the label.  

☐ Smallest (a small statement only, “for information, check online at placeholder.gov.uk”)



Is it more important for information to be available at the point-of-sale, or for information to be presented in a compact form?

“Point of sale” Strongly							“Compact Form” Strongly

☐	 ☐	☐	☐	☐	☐	☐	☐	☐	☐	
1	  2   	 3	 4	 5	 6	 7	 8	 9	10      

		 		

The design of the icons in this label was intended to promote curiosity. Did you find yourself interested in what the icons signified and wanting to know more?

☐			☐
Yes			No

Did you understand how you might learn more about what the icons signified?

☐			☐	    
Yes			No

Did you understand how you may learn more about the security features of a device, even before you purchase it?

☐			☐
Yes			No

The full meaning of each icon can be found alongside the full report for the device, on the .gov.uk website (or by contacting the device manufacturer). This choice was made as icons are language independent, and the webpage can dynamically translate to a desired language. Would you prefer the definitions to be included on the label, even if it means that the label were to double in size? (The full report would also still be available online).

☐			☐	   
Yes			No



The following two pages is an excerpt from the mentioned online report that would exist for each device, with a more human-readable description of each icon (corresponding to the label) in the left column. In a real version of this report, each code in the column “Covered Requirements” would have a full description of exactly what was being tested, and whether the product passed, but for this survey you only need to pay attention to the left column. During the next few questions, you may need to look back at this.




		Requirement

		Covered Requirements



		[image: ]1) No default password

		GP-TM-09, GP-TM-22, GP-TM-23, GP-TM-25, GP-TM-26, REQ-1.



		[image: ]
2) Implement a vulnerability disclosure policy


		GP-OP-06, GP-OP-07, GP-OP-08, GP-PS-06, GP-TM-57, REQ-2.



		[image: ]3) Keep software updated

		GP-OP-01, GP-OP-02, GP-TM-18, GP-OP-03, GP-TM-19, GP-TM-20, REQ-3.



		[image: ]4) Securely store credentials and security-sensitive data

		GP-TM-24, GP-TM-35, GP-TM-49, GP-TM-40, REQ-4. 



		[image: ]5) Communicate securely 

		GP-TM-34, GP-TM-39, GP-TM-36, GP-TM-37, GP-TM-38, GP-TM-41, GP-TM-52, GP-OP-04, GP-TM-07, REQ-5.



		[image: ]6) Minimise exposed attack surfaces 



		GP-TM-33, GP-TM-50, GP-TM-45, GP-TM-43, GP-PS-12, GP-TM-08, GP-TM-30, REQ-6.



		[image: ]7) Ensure software integrity 

		GP-TM-03, GP-TM-04, GP-TM-06, GP-TM-01, GP-TM-02, GP-TM-05, GP-TM-16, GP-TM-28, GP-TM-56, REQ-7.



		[image: ]8) Ensure that personal data is protected 

		GP-TM-10, GP-TM-13, GP-OP-12, GP-TM-11, GP-OP-13, GP-PS-08, GP-PS-09, GP-TM-12, GP-OP-09, GP-OP-10, GP-TM-14, 
REQ-8. 



		[image: ]9) Make systems resilient to outages 

		GP-TM-15, GP-TM-17, GP-PS-03, GP-PS-04.



		[image: ]10) Monitor system telemetry data



		GP-TM-51, GP-TM-55, GP-OP-05, GP-PS-05, GP-TM-31, GP-TM-32.



		[image: ]11) Validate input data



		GP-TM-54, GP-PS-01, GP-TM-42, GP-PS-02, GP-PS-07, GP-PS-11, GP-TM-21, GP-TM-44, GP-TM-53.



		[image: ]12) IT Security Architecture



		GP-PS-10, GP-TM-48.



		[image: ]13) Identity and Access Management 

		GP-TM-27, GP-TM-29.



		[image: ]14) Security Governance & Risk Management 

		GP-TM-47, GP-OP-11, GP-OP-14.










INTERPRETING LABEL

[image: ][image: ][image: ]Your business has need of a “Plex: Business Edition” device in the office, as customers have been requesting its functionality. There are many to choose from in the store, and you can purchase only one. With access to the above meanings of each icon, which of the following devices do you think are suitable? Which would you feel comfortable purchasing in this scenario? Option A

Option B



Option C



       	☐					☐				☐
        Option A				        Option B			        Option C

Ultimately, the answer to the prior question matters less than the process. Did you feel you could use the Iconography of the label along with the human-readable descriptions to inform your decision? 

☐			☐	   
Yes			No

The security requirements were grouped such that they are each intended to be viewed as roughly equal importance, counting ticks and crosses rather than checking for an individual tick or cross being present. When trying to decide on a product, did you find yourself…

☐ Counting ticks and crosses

☐ Checking the meaning of each tick or cross

☐ A mix of both



How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements. 



Is there anything about this label you feel could be improved?



Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for understanding device security even before purchase?

☐			☐	   
Yes			No

For all the mentioned theoretical devices, whether 3 requirements met or all 14, the current DCMS proposed label would each label them all identically (with the label from figure 1). 

If you had a choice, which design (that featured in figure 1 or the label style featured in figure 2) would you prefer to see further developed and affixed to device packaging?

☐			☐	   

         Figure 1		         Figure 2






ALTERNATE LABEL

The following section contains questions which were designed more for Cyber Security professionals to answer. As such, you may find them unsuitable and wish to leave them blank. However, I felt that no harm could come from giving other groups the opportunity for input on this alternate design.

The label “Figure 2” in prior sections is a prototype label which will be presented in a report on security for “Internet of Things” devices. It is thorough and includes the most up-to-date recommendations from the “Department for Culture, Media and Sport”, The European Union Agency for Cybersecurity (ENISA), as well as recommendations from the researcher. 

[image: ][image: Text

Description automatically generated]The label in “Figure 1” is a proposed label from “Harris Interactive” that would be included on any device that is certified for sale in the UK, and is the current favourite for ratification by legislation. Recognising that this label is currently favoured, an alternate label proposal has also been created (figure 5)Figure 1

Figure 5



Between these labels, which do you feel is most:

Informative

☐			☐
 Left			Right

Clear

☐			☐
 Left			Right

Easy to Understand

☐			☐
 Left			Right

Useful

☐			☐
 Left			Right



The primary focus of this alternate design is to leave the door open to future security improvements for future governments. Things move quickly in the world of CyberSecurity, and new information can render vast quantities of devices previously considered “Secure” as compromised overnight. 

While the Harris Interactive label does not explicitly say “This device is secure”, the implication is that the device is secure until the year it stops receiving security updates. Only the first 3 of 13 requirements are required for that label, as such even while still receiving updates these devices are far from secure. 



To ensure there is a pathway for iterative improvements to these standards, it was deemed more important to know when a device was considered acceptable as the front-and-centre information. Without this change, if in 2025 the Government tightened requirements for the label, there would still be 4 years of devices that met old requirements which are still considered acceptable. 

Justification is that, were a future government inclined to further tighten security standards, it would be problematic to have prior devices circulating and no easy way to convey they should be decommissioned.  As a professional in the Cyber Security world, do you have any comments on this approach? 



Is there any information you feel is missing? 



Is there anything about this label you feel could be improved?



Do you have any other comments? 



It would be relatively easy to alter which information to include with this proposed stop-gap label. The default choice to go alongside year of certification, based on further bridging the gap between the researchers’ proposal and the DCMA’s proposal, was to specify the expected lifetime for security updates. Prior thoughts have included using “Version X” rather than the year of certification. Are there any alternatives you feel would be more appropriate? 
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REMINDER ON DATA HANDLINGAll information collected will be presented anonymised, with all identifiers stripped, and presented purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the report as-is. These comments may be tied to your answers in Demographics, but only if it provides additional context or understanding to your answer (for example, feedback on understanding may mean a lot more when presented alongside age and self-rated technical knowledge). 

The collected demographics information is used to provide critical review of the study, and can be expected to be presented similar to the following figure (from a similar survey into Internet of Things labels by Harris Interactive).  

Additionally, in a further effort to increase anonymity, groups which comprise few members may find themselves merged to protect individual identity. In a similar vein, data which could be used alongside existing demographic information to deanonymize participants has been deliberately excluded, even if collected in studies of a similar nature (gender, nationality, marital status, employment, household income…). Finally, rather than the Nominal data of “profession”, a more anonymised Ordinal data set was chosen, with a self-rating scale for Cyber Security knowledge and calibrations provided. Calibrations are provided to reduce the effect of cognitive bias, such that individual ratings can be expected to have smaller error bars for the same profession.



DEMOGRAPHICSAge 		



		

Self-assessment for cybersecurity knowledge note: for the purposes of this study, this scale has been deliberately skewed towards high-end cybersecurity knowledge, to ensure differentiation between many different high-end levels of knowledge. A low result here does not imply low cybersecurity knowledge. 

Calibration examples 

When using these examples for self-assessment, you do not have to perform the same actions as these fictional people to have the same score. Rather, you should score based on which of these characters you believe has a similar level of Cyber Security knowledge to yourself.

1 - I’m the person at work or home who always somehow manages to get a virus, or to make the IT technicians clock-out early. If someone was giving out free USB drives, I would gladly take them and thank them, informing my friends so they can get free drives too. I can wipe it if it has weird stuff on it. 

3 - I consider myself average. I don’t click on suspicious links, I can generally recognise emails which are not genuine, but I might still have issues every few years where one has slipped through. I don’t understand, though, why my work computer doesn’t have USB slots…it’s really inconvenient. 

5 - I know I have a lot to learn about security, but I don’t think my computer is worth the hassle for someone to hack. I have some kind of blocking in my Internet Browser (script blocking, ad blocking or something similar) so I don’t even remember the last time I got a virus of any kind. Networks in the home are hard, so I just “allow all” when handling internal communications. Maybe one day it’ll cause a problem, but I’m sure I’ll notice if I get compromised. 

7 - I use Linux, it’s all the protection I need. I use the AUR for convenience (or PPAs/precompiled RPM packages). If it doesn’t work, I just sudo it. My sudo password is just one of my normal passwords, used online or for machine logons, but it’s cryptographically secure so it won’t get hacked. 

9 - I have, at some point, customised my firewall rules for the purposes of security. I have played around using a DNS sink for added protection, and have some kind of server I am immensely paranoid will be compromised. I get jumpy if my printer makes a strange noise. I wouldn’t hesitate to wipe a compromised machine, but I might still try and retrieve some files. I am also guilty of using online setup tools or scripts, and might try to retrieve some configuration files from even a compromised machine before it is wiped. 

11 - I am the saviour of all security as a discipline, but I am legally classed as paranoid/delusional. They just don’t understand…

A/B TESTINGConsider the following scenario: You are handed two boxed products that each contain a different internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure 2). Do you have any differences in expectations for devices A and B? If so, use the text space below the figures to explain.  Figure 1 



 Figure 2 



The labels you saw previously were actually for the exact same device, a fictional smart hub called “Plex: Home Edition”. Was it apparent to you that these devices were rated for the same level of protection? 

			



Look now at the following figures, which are the labels applied to the fictional “Plex 2.0” device.

  Figure 4 

 Figure 3 





As a new version of an existing product, it can be expected to arrive in very similar packaging to the original. However, the company has gone to great effort to improve the security of this new device, to distinguish it amongst its competitors. Which label do you believe would be most useful for distinguishing between the old “Plex: Home Edition” and the new “Plex 2.0”? 

			



Given your prior knowledge of the original “Plex: Home Edition”, and thinking of the labelling for the “Plex 2.0”, which of the two designs did you find (or would find):

More informative for Cyber Security features for a given product?





Clearly conveyed Cyber Security features for a given product?





Easier to understand what Cyber Security features were included for a given product?





Useful for making purchasing choices when Cyber Security is a concern?





Which label would you rather see implemented, and visible on the external packaging of devices?





In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of consumers (when considering devices to purchase) were identified as considering security features to be important in their decision-making process. Which label do you feel most conveys the inclusion of these security features? Elaborate if possible. 



LABEL DESIGNThe current proposed size of the label featured in Figure 2 and Figure 4 is A6, approximately the size of a hand with fingers held together. However, the details of the security features for the device are not included, and have to be looked up on a .gov.uk website (or retrieved from the device manufacturer). 



You are offered the opportunity to increase the size of the label. Which of the following would you most likely select? 

	 	

		



 







You have also separately been given the opportunity to shrink the label. Which of the following would you most likely select?



















Is it more important for information to be available at the point-of-sale, or for information to be presented in a compact form?



“Point of sale” Strongly							“Compact Form” Strongly 

		 		



The design of the icons in this label was intended to promote curiosity. Did you find yourself interested in what the icons signified and wanting to know more?

		

Did you understand how you might learn more about what the icons signified?

		

Did you understand how you may learn more about the security features of a device, even before you purchase it?

		

The full meaning of each icon can be found alongside the full report for the device, on the .gov.uk website (or by contacting the device manufacturer). This choice was made as icons are language independent, and the webpage can dynamically translate to a desired language. Would you prefer the definitions to be included on the label, even if it means that the label were to double in size? (The full report would also still be available online).

		

The following two pages is an excerpt from the mentioned online report that would exist for each device, with a more human-readable description of each icon (corresponding to the label) in the left column. In a real version of this report, each code in the column “Covered Requirements” would have a full description of exactly what was being tested, and whether the product passed, but for this survey you only need to pay attention to the left column. During the next few questions, you may need to look back at this.



		Requirement

		Covered Requirements



		1) No default password

		GP-TM-09, GP-TM-22, GP-TM-23, GP-TM-25, GP-TM-26, REQ-1.



		2) Implement a vulnerability disclosure policy



		GP-OP-06, GP-OP-07, GP-OP-08, GP-PS-06, GP-TM-57, REQ-2.



		3) Keep software updated

		GP-OP-01, GP-OP-02, GP-TM-18, GP-OP-03, GP-TM-19, GP-TM-20, REQ-3.



		4) Securely store credentials and security-sensitive data

		GP-TM-24, GP-TM-35, GP-TM-49, GP-TM-40, REQ-4. 



		5) Communicate securely 

		GP-TM-34, GP-TM-39, GP-TM-36, GP-TM-37, GP-TM-38, GP-TM-41, GP-TM-52, GP-OP-04, GP-TM-07, REQ-5.



		6) Minimise exposed attack surfaces 



		GP-TM-33, GP-TM-50, GP-TM-45, GP-TM-43, GP-PS-12, GP-TM-08, GP-TM-30, REQ-6.



		7) Ensure software integrity 

		GP-TM-03, GP-TM-04, GP-TM-06, GP-TM-01, GP-TM-02, GP-TM-05, GP-TM-16, GP-TM-28, GP-TM-56, REQ-7.



		8) Ensure that personal data is protected 

		GP-TM-10, GP-TM-13, GP-OP-12, GP-TM-11, GP-OP-13, GP-PS-08, GP-PS-09, GP-TM-12, GP-OP-09, GP-OP-10, GP-TM-14, 

REQ-8. 



		9) Make systems resilient to outages 

		GP-TM-15, GP-TM-17, GP-PS-03, GP-PS-04.



		10) Monitor system telemetry data



		GP-TM-51, GP-TM-55, GP-OP-05, GP-PS-05, GP-TM-31, GP-TM-32.



		11) Validate input data



		GP-TM-54, GP-PS-01, GP-TM-42, GP-PS-02, GP-PS-07, GP-PS-11, GP-TM-21, GP-TM-44, GP-TM-53.



		12) IT Security Architecture



		GP-PS-10, GP-TM-48.



		13) Identity and Access Management 

		GP-TM-27, GP-TM-29.



		14) Security Governance & Risk Management 

		GP-TM-47, GP-OP-11, GP-OP-14.









INTERPRETING LABEL

Your business has need of a “Plex: Business Edition” device in the office, as customers have been requesting its functionality. There are many to choose from in the store, and you can purchase only one. With access to the above meanings of each icon, which of the following devices do you think are suitable? Which would you feel comfortable purchasing in this scenario? 

 Option C  Option B  Option A 

 							  

Ultimately, the answer to the prior question matters less than the process. Did you feel you could use the Iconography of the label along with the human-readable descriptions to inform your decision? 

			

The security requirements were grouped such that they are each intended to be viewed as roughly equal importance, counting ticks and crosses rather than checking for an individual tick or cross being present. When trying to decide on a product, did you find yourself…







How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements. 

Is there anything about this label you feel could be improved?

Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for understanding device security even before purchase?

		

For all the mentioned theoretical devices, whether 3 requirements met or all 14, the current DCMS proposed label would each label them all identically (with the label from figure 1). 

If you had a choice, which design (that featured in figure 1 or the label style featured in figure 2) would you prefer to see further developed and affixed to device packaging?

		





ALTERNATE LABELThe following section contains questions which were designed more for Cyber Security professionals to answer. As such, you may find them unsuitable and wish to leave them blank. However, I felt that no harm could come from giving other groups the opportunity for input on this alternate design.

The label “Figure 2” in prior sections is a prototype label which will be presented in a report on security for “Internet of Things” devices. It is thorough and includes the most up-to-date recommendations from the “Department for Culture, Media and Sport”, The European Union Agency for Cybersecurity (ENISA), as well as recommendations from the researcher. 

The label in “Figure 5” is a proposed label from “Harris Interactive” that would be included on any device that is certified for sale in the UK, and is the current favourite for ratification by legislation. Recognising that this label is currently favoured, an alternate label proposal has also been created (figure 6) Text

Description automatically generatedFigure 5 



 Figure 6 

Between these labels, which do you feel is most:

Informative







Clear







Easy to Understand







Useful





The primary focus of this alternate design is to leave the door open to future security improvements for future governments. Things move quickly in the world of CyberSecurity, and new information can render vast quantities of devices previously considered “Secure” as compromised overnight. 

While the Harris Interactive label does not explicitly say “This device is secure”, the implication is that the device is secure until the year it stops receiving security updates. Only the first 3 of 13 requirements are required for that label, as such even while still receiving updates these devices are far from secure. 





To ensure there is a pathway for iterative improvements to these standards, it was deemed more important to know when a device was considered acceptable as the front-and-centre information. Without this change, if in 2025 the Government tightened requirements for the label, there would still be 4 years of devices that met old requirements which are still considered acceptable. 

Justification is that, were a future government inclined to further tighten security standards, it would be problematic to have prior devices circulating and no easy way to convey they should be decommissioned.  As a professional in the Cyber Security world, do you have any comments on this approach? 

Is there any information you feel is missing? 

Is there anything about this label you feel could be improved?

Do you have any other comments? 





It would be relatively easy to alter which information to include with this proposed stop-gap label. The default choice to go alongside year of certification, based on further bridging the gap between the researchers’ proposal and the DCMA’s proposal, was to specify the expected lifetime for security updates. Prior thoughts have included using “Version X” rather than the year of certification. Are there any alternatives you feel would be more appropriate? 


REMINDER ON DATA HANDLING

All information collected will be presented anonymised, with all identifiers stripped, and presented purely
in statistical fashion. The only exception to this are questions with text answers (For example, “Any other
comments”). These will not be presented statistically, but rather analysed for insight, and potentially
displayed in the report as-is. These comments may be tied to your answers in Demographics, but only if it
provides additional context or understanding to your answer (for example, feedback on understanding
may mean a lot more when presented alongside age and self-rated technical knowledge).

The collected demographics information is used to provide critical review of the study, and can be
expected to be presented similar to the following figure (from a similar survey into Internet of Things
labels by Harris Interactive).

Age

14%

13%

18%

m16-24 = 25-34 - 35-44 » 45-54 » 55-64 » 65+

Additionally, in a further effort to increase anonymity, groups which comprise few members may find
themselves merged to protect individual identity. In a similar vein, data which could be used alongside
existing demographic information to deanonymize participants has been deliberately excluded, even if
collected in studies of a similar nature (gender, nationality, marital status, employment, household
income...). Finally, rather than the Nominal data of “profession”, a more anonymised Ordinal data set was
chosen, with a self-rating scale for Cyber Security knowledge and calibrations provided. Calibrations are
provided to reduce the effect of cognitive bias, such that individual ratings can be expected to have
smaller error bars for the same profession.





DEMOGRAPHICS

Age
O 16-24 O 25-34 O 35-44
O 45-54 O 54-64 O 65+

Self-assessment for cybersecurity knowledge

note: for the purposes of this study, this scale has been deliberately skewed towards high-end
cybersecurity knowledge, to ensure differentiation between many different high-end levels of knowledge.
A low result here does not imply low cybersecurity knowledge.

Calibration examples

When using these examples for self-assessment, you do not have to perform the same actions as these
fictional people to have the same score. Rather, you should score based on which of these characters you
believe has a similar level of Cyber Security knowledge to yourself.

1-1I’'m the person at work or home who always somehow manages to get a virus, or to make the IT
technicians clock-out early. If someone was giving out free USB drives, | would gladly take them and thank
them, informing my friends so they can get free drives too. | can wipe it if it has weird stuff on it.

3 - | consider myself average. | don’t click on suspicious links, | can generally recognise emails which are
not genuine, but | might still have issues every few years where one has slipped through. | don’t
understand, though, why my work computer doesn’t have USB slots...it’s really inconvenient.

5 -1 know | have a lot to learn about security, but | don’t think my computer is worth the hassle for
someone to hack. | have some kind of blocking in my Internet Browser (script blocking, ad blocking or
something similar) so | don’t even remember the last time | got a virus of any kind. Networks in the home
are hard, so | just “allow all” when handling internal communications. Maybe one day it’ll cause a
problem, but I’'m sure I'll notice if | get compromised.

7 - L use Linux, it’s all the protection | need. | use the AUR for convenience (or PPAs/precompiled RPM
packages). If it doesn’t work, | just sudo it. My sudo password is just one of my normal passwords, used
online or for machine logons, but it’s cryptographically secure so it won’t get hacked.

9 - | have, at some point, customised my firewall rules for the purposes of security. | have played around
using a DNS sink for added protection, and have some kind of server | am immensely paranoid will be
compromised. | get jumpy if my printer makes a strange noise. | wouldn’t hesitate to wipe a compromised
machine, but | might still try and retrieve some files. | am also guilty of using online setup tools or scripts,
and might try to retrieve some configuration files from even a compromised machine before it is wiped.

11 - | am the saviour of all security as a discipline, but | am legally classed as paranoid/delusional. They
just don’t understand...

01 02 O3 O4 O5 O6 O7 o8 o9 o100 O1M1





A/B TESTING

Consider the following scenario: You are handed two boxed products that each contain a different
internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure
2). Do you have any differences in expectations for devices A and B? If so, use the text space below the
figures to explain.
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Important security
features included

Security updates until
at least Dec 2021

Figure 1
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This device is certified as meeting the minimum reguirements of cybersecurity for sale in the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk

and provide the following code: [ ALPHA-GAMMA - SIGMA |

Figure 2

The labels you saw previously were actually for the exact same device, a fictional smart hub called “Plex:
Home Edition”. Was it apparent to you that these devices were rated for the same level of protection?

O Yes

O No

Look now at the following figures, which are the labels applied to the fictional “Plex 2.0” device.
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Security updates until
at least Dec 2021

Figure 3
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This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk

and provide the following code: [ AILPHA - GAMMA - SIGMA ]

Figure 4





As a new version of an existing product, it can be expected to arrive in very similar packaging to the
original. However, the company has gone to great effort to improve the security of this new device, to
distinguish it amongst its competitors. Which label do you believe would be most useful for distinguishing
between the old “Plex: Home Edition” and the new “Plex 2.0”?

O Left (Figure 3) O Right (Figure 4)

Given your prior knowledge of the original “Plex: Home Edition”, and thinking of the labelling for the “Plex
2.0”, which of the two designs did you find (or would find):

More informative for Cyber Security features for a given product?

O Left O Right
Clearly conveyed Cyber Security features for a given product?
O Left O Right
Easier to understand what Cyber Security features were included for a given product?
O Left O Right
Useful for making purchasing choices when Cyber Security is a concern?
O Left O Right

Which label would you rather see implemented, and visible on the external packaging of devices?
O Left O Right

In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of
consumers (when considering devices to purchase) were identified as considering security features
to be important in their decision-making process. Which label do you feel most conveys the inclusion
of these security features? Elaborate if possible.





LABEL DESIGN

The current proposed size of the label featured in Figure 2 and Figure 4 is A6, approximately the size of a
hand with fingers held together. However, the details of the security features for the device are not
included, and have to be looked up on a .gov.uk website (or retrieved from the device manufacturer).

You are offered the opportunity to increase the size of the label. Which of the following would you most
likely select?

O No change

O Slightly larger, with a little more information

o Larger, with lots more information (For example, the definition of each
requirement without having to check online)

O Much larger, almost all information available on label.

You have also separately been given the opportunity to shrink the label. Which of the following would you
most likely select?

O No change

O Slightly smaller, no detail lost but less whitespace between information

O Smaller, with less visible iconography

Small, only total requirements met, no individual requirements on the
label.

Smallest (a small statement only, “for information, check online at
placeholder.gov.uk”)





Is it more important for information to be available at the point-of-sale, or for information to be
presented in a compact form?

“Point of sale” Strongly “Compact Form” Strongly

O1
o2 O3 O4 O5 ©6 O7 o8 o9 010

The design of the icons in this label was intended to promote curiosity. Did you find yourself interested in
what the icons signified and wanting to know more?

O Yes O No

Did you understand how you might learn more about what the icons signified?

O Yes O No

Did you understand how you may learn more about the security features of a device, even before you
purchase it?

O Yes O No

The full meaning of each icon can be found alongside the full report for the device, on the .gov.uk website
(or by contacting the device manufacturer). This choice was made as icons are language independent, and
the webpage can dynamically translate to a desired language. Would you prefer the definitions to be
included on the label, even if it means that the label were to double in size? (The full report would also
still be available online).

O Yes O No

The following two pages is an excerpt from the mentioned online report that would exist for each device,
with a more human-readable description of each icon (corresponding to the label) in the left column. In a
real version of this report, each code in the column “Covered Requirements” would have a full description
of exactly what was being tested, and whether the product passed, but for this survey you only need to
pay attention to the left column. During the next few questions, you may need to look back at this.





Requirement

Covered Requirements

1) No default password

GP-TM-09, GP-TM-22, GP-TM-23, GP-TM-25, GP-TM-26, REQ-
1.

2) Implement a vulnerability
disclosure policy

2

GP-OP-06, GP-OP-07, GP-OP-08, GP-PS-06, GP-TM-57, REQ-2.

3) Keep software updated

%

GP-OP-01, GP-OP-02, GP-TM-18, GP-OP-03, GP-TM-19, GP-
TM-20, REQ-3.

4) Securely store credentials and

security-sensitive data

GP-TM-24, GP-TM-35, GP-TM-49, GP-TM-40, REQ-4.

5) Communicate securely

GP-TM-34, GP-TM-39, GP-TM-36, GP-TM-37, GP-TM-38, GP-
TM-41, GP-TM-52, GP-OP-04, GP-TM-07, REQ-5.

6) Minimise exposed attack

surfaces
g@

GP-TM-33, GP-TM-50, GP-TM-45, GP-TM-43, GP-PS-12, GP-
TM-08, GP-TM-30, REQ-6.

7) Ensure software integrity

s

GP-TM-03, GP-TM-04, GP-TM-06, GP-TM-01, GP-TM-02, GP-
TM-05, GP-TM-16, GP-TM-28, GP-TM-56, REQ-7.

8) Ensure that personal data is
protected

FE Jx

GP-TM-10, GP-TM-13, GP-OP-12, GP-TM-11, GP-OP-13, GP-PS-
08, GP-PS-09, GP-TM-12, GP-OP-09, GP-OP-10, GP-TM-14,
REQ-8.

9) Make systems resilient to
outages

B8

GP-TM-15, GP-TM-17, GP-PS-03, GP-PS-04.






10) Monitor system telemetry data

Vg

GP-TM-51, GP-TM-55, GP-OP-05, GP-PS-05, GP-TM-31, GP-
TM-32.

11) Validate input data

A==V
AE==IX

GP-TM-54, GP-PS-01, GP-TM-42, GP-PS-02, GP-PS-07, GP-PS-
11, GP-TM-21, GP-TM-44, GP-TM-53.

12) IT Security Architecture

GP-PS-10, GP-TM-48.

13) Identity and Access
Management

RZ

GP-TM-27, GP-TM-29.

14) Security Governance & Risk
Management

GP-TM-47, GP-OP-11, GP-OP-14.






INTERPRETING LABEL

Your business has need of a “Plex: Business Edition” device in the office, as customers have been
requesting its functionality. There are many to choose from in the store, and you can purchase only one.
With access to the above meanings of each icon, which of the following devices do you think are suitable?
Which would you feel comfortable purchasing in this scenario?

United Kingdom loT Security Certification Scheme United Kingdom loT Security Certification Scheme
Summary of Assessment Summary of Assessment
v e v e x
x & x v Ry x x
x [REp> v v > % v
v B-&E8 x v B8 x X

s Vv Ty x wJllwPass| | B, x @ x il Pass

This device is certified as meeting the minimum reguirements of cybersecurity for sale in the United Kingdom of Great This device is certified as meeting the minimum requirements of cybersecurity for sale in the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk Britain and Northemn Ireland. For details of assessment, contact the device r or visit gov.uk
and provide the following code: [ ALPHA - GAMMA - SIGMA ] and provide the fellowing code: l ALPHA - GAMMA - SIGMA ]

Option A Option B

United Kingdom loT Security Certification Scheme @

Summary of Assessment
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This device is cerlified as meeting the minimum reguirements of cybersecurity for sale in the United Kingdom of Great
Britain and Northem Ireland. For details of assessment, contact the device manufacturer or visit placeholder.gov.uk

and provide the following code: [ ALPHA - GAMMA - STGMA ]
Option C

Versian 2021 Garomss

x

OA OB OcC

Ultimately, the answer to the prior question matters less than the process. Did you feel you could use the
Iconography of the label along with the human-readable descriptions to inform your decision?

O Yes O No

The security requirements were grouped such that they are each intended to be viewed as roughly equal
importance, counting ticks and crosses rather than checking for an individual tick or cross being present.
When trying to decide on a product, did you find yourself...

O Checking the meaning of each tick or cross

O Counting ticks and crosses

O A mix of both






How do you feel knowing that only the first 3 requirements would have to be met in order for a device to
be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements.

Is there anything about this label you feel could be improved?

Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for
understanding device security even before purchase?

O Yes O No

For all the mentioned theoretical devices, whether 3 requirements met or all 14, the current DCMS
proposed label would each label them all identically (with the label from figure 1).

If you had a choice, which design (that featured in figure 1 or the label style featured in figure 2) would
you prefer to see further developed and affixed to device packaging?

O Figure 1 O Figure 2





ALTERNATE LABEL

The following section contains questions which were designed more for Cyber Security professionals to
answer. As such, you may find them unsuitable and wish to leave them blank. However, | felt that no harm
could come from giving other groups the opportunity for input on this alternate design.

The label “Figure 2” in prior sections is a prototype label which will be presented in a report on security
for “Internet of Things” devices. It is thorough and includes the most up-to-date recommendations from
the “Department for Culture, Media and Sport”, The European Union Agency for Cybersecurity (ENISA), as
well as recommendations from the researcher.

The label in “Figure 5” is a proposed label from “Harris Interactive” that would be included on any device
that is certified for sale in the UK, and is the current favourite for ratification by legislation. Recognising
that this label is currently favoured, an alternate label proposal has also been created (figure 6)

Important security Important Security
features included Protections Included

Certified Updates
Until:

( Security updates until Durina:
at least Dec 2021 7 2000 2024

Figure 5 Figure 6
Between these labels, which do you feel is most:

Informative

O Left O Right

Clear

O Left O Right

Easy to Understand
O Left O Right

Useful
O Left O Right

The primary focus of this alternate design is to leave the door open to future security improvements
for future governments. Things move quickly in the world of CyberSecurity, and new information can
render vast quantities of devices previously considered “Secure” as compromised overnight.

While the Harris Interactive label does not explicitly say “This device is secure”, the implication is that
the device is secure until the year it stops receiving security updates. Only the first 3 of 13
requirements are required for that label, as such even while still receiving updates these devices are
far from secure.





To ensure there is a pathway for iterative improvements to these standards, it was deemed more
important to know when a device was considered acceptable as the front-and-centre information.
Without this change, if in 2025 the Government tightened requirements for the label, there would
still be 4 years of devices that met old requirements which are still considered acceptable.
Justification is that, were a future government inclined to further tighten security standards, it would be
problematic to have prior devices circulating and no easy way to convey they should be decommissioned.
As a professional in the Cyber Security world, do you have any comments on this approach?

Is there any information you feel is missing?

Is there anything about this label you feel could be improved?

Do you have any other comments?





It would be relatively easy to alter which information to include with this proposed stop-gap label. The
default choice to go alongside year of certification, based on further bridging the gap between the
researchers’ proposal and the DCMA’s proposal, was to specify the expected lifetime for security updates.
Prior thoughts have included using “Version X” rather than the year of certification. Are there any
alternatives you feel would be more appropriate?
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Project Title:



Analysis of a Cyber Security oriented label for Internet of Things devices



Contact Details:

mathew.estienne@swansea.ac.uk





									           Please initial box



1. I confirm that I have read and understood the information sheet dated

11/09/2021 for the above 

	study and have had the opportunity to ask questions.



2. I understand that my participation is voluntary and that I am free to

withdraw at any time, without giving any reason, without my medical

care or legal rights being affected.
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these records.



4. I agree to take part in the above study.
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Personal data collected on this form will be processed in line with the General Data Protection Regulation 2016 and the Data Protection Act 2018. Further information about how your data is managed is available on the University Research Privacy Notice.  



https://www.swansea.ac.uk/about-us/compliance/data-protection/research-privacy-notice/
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Analysis of a Cyber Security oriented label for Internet of Things devices

Contact Details:

mathew.estienne@swansea.ac.uk

Please initial box

1. | confirm that | have read and understood the information sheet dated
11/09/2021 for the above
study and have had the opportunity to ask questions.

2. lunderstand that my participation is voluntary and that | am free to
withdraw at any time, without giving any reason, without my medical
care or legal rights being affected.

3. lunderstand that sections of any of data obtained may be looked
at by responsible individuals from Swansea University or
from regulatory authorities where it is relevant to my taking part in
research. | give permission for these individuals to have access to
these records.

4. |agree to take part in the above study.

Name of Participant Date Signature
Mathew Estienne 11/09/2021 Mathew Estienne
Name of Person taking consent Date Signature
Mathew Estienne 11/09/2021 Mathew Estienne
Researcher Date Signature

Personal data collected on this form will be processed in line with the General Data Protection Regulation 2016 and
the Data Protection Act 2018. Further information about how your data is managed is available on the University
Research Privacy Notice.
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PARTICIPANT INFORMATION SHEET

(Version 1, Date: 11/09/2021)

					

Project Title:

Analysis of a Cyber Security oriented label for Internet of Things devices



Contact Details:

mathew.estienne@swansea.ac.uk



1. Invitation Paragraph

Thank you for offering to take part in this study, and to help shape the potential future designs of consumer-friendly security information. Currently, there is very little that can be done before buying a device to try and determine what standard of security you may expect. However, this is set to change, with the introduction of minimum requirements for security before being allowed to sell devices in the UK. As part of this initiative, the UK Government has tasked the Department for Culture, Media and Sport with determining the best ways of showing these improvements to the consumer. This study focuses on the current favoured solution, a label adhered to the box, and what shape this might take in future. 



2. What is the purpose of the study?

There are multiple proposed labels for improving the visibility of Cyber Security to consumers at the point of sale. This study is intended as a pilot to gain initial insight into which designs are most suitable for carrying forward into future experiments. 



3. Why have I been chosen?

Participants were chosen as recent graduates from academia, but not necessarily in fields related to the study. This is one group identified as wanting feedback from, as generally educated without also being a Cyber Security professional.



4. What will happen to me if I take part?

Participants will be asked to answer the questions presented to them as best as they can, with answers as detailed as they can manage. Before doing so, they will be asked to self-assess their Cyber Security knowledge, such that their answers can be analysed more effectively. 



5. Will my taking part in the study be kept confidential?

All information collected will be presented in an anonymised fashion, with all identifiers stripped, and presented purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the report as-is. These comments may be tied to your answers in Demographics, but only if it provides additional context or understanding to your answer (for example, feedback on understanding may mean a lot more when presented alongside age and self-rated technical knowledge). 






The collected demographics information is used to provide critical review of the study, and can be expected to be presented similar to the following figure (from a similar survey into Internet of Things labels by Harris Interactive).  

[image: Chart, pie chart

Description automatically generated]

Additionally, in a further effort to increase anonymity, groups which comprise few members may find themselves merged to protect individual identity. In a similar vein, data which could be used alongside existing demographic information to deanonymize participants has been deliberately excluded, even if collected in studies of a similar nature (gender, nationality, marital status, employment, household income…). Finally, rather than the Nominal data of “profession”, a more anonymised Ordinal data set was chosen, with a self-rating scale for Cyber Security knowledge and calibrations provided. Calibrations are provided to reduce the effect of cognitive bias, such that individual ratings can be expected to have smaller error bars for the same profession.



6. What if I have any questions?

Any further information can be obtained by contacting the researcher (mathew.estienne@swansea.ac.uk)
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PARTICIPANT INFORMATION SHEET

(Version 3, Date: 28/09/2021)

					

Project Title:

Analysis of a Cyber Security oriented label for Internet of Things devices



Contact Details:

mathew.estienne@swansea.ac.uk



1. Invitation Paragraph

Thank you for offering to take part in this study, and to help shape the potential future designs of consumer-friendly security information. Currently, there is very little that can be done before buying a device to try and determine what standard of security you may expect. However, this is set to change, with the introduction of minimum requirements for security before being allowed to sell devices in the UK. As part of this initiative, the UK Government has tasked the Department for Culture, Media and Sport with determining the best ways of showing these improvements to the consumer. This study focuses on the current favoured solution, a label adhered to the box, and what shape this might take in future. 



2. What is the purpose of the study?

There are multiple proposed labels for improving the visibility of Cyber Security to consumers at the point of sale. This study is intended as a pilot to gain initial insight into which designs are most suitable for carrying forward into future experiments. 



3. Why have I been chosen?

Participants were chosen as general population. This is to complement feedback from Cyber Security professionals.



4. What will happen to me if I take part?

Participants will be asked to answer the questions presented to them as best as they can, with answers as detailed as they can manage. Before doing so, they will be asked to self-assess their Cyber Security knowledge, such that their answers can be analysed more effectively. 



5. Will my taking part in the study be kept confidential?

All information collected will be presented in an anonymised fashion, with all identifiers stripped, and presented purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the report as-is. These comments may be tied to your answers in Demographics, but only if it provides additional context or understanding to your answer (for example, feedback on understanding may mean a lot more when presented alongside age and self-rated technical knowledge). 





The collected demographics information is used to provide critical review of the study, and can be expected to be presented similar to the following figure (from a similar survey into Internet of Things labels by Harris Interactive).  

Chart, pie chart

Description automatically generated

Additionally, in a further effort to increase anonymity, groups which comprise few members may find themselves merged to protect individual identity. In a similar vein, data which could be used alongside existing demographic information to deanonymize participants has been deliberately excluded, even if collected in studies of a similar nature (gender, nationality, marital status, employment, household income…). Finally, rather than the Nominal data of “profession”, a more anonymised Ordinal data set was chosen, with a self-rating scale for Cyber Security knowledge and calibrations provided. Calibrations are provided to reduce the effect of cognitive bias, such that individual ratings can be expected to have smaller error bars for the same profession.



6. What if I have any questions?

Any further information can be obtained by contacting the researcher (mathew.estienne@swansea.ac.uk)
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PARTICIPANT INFORMATION SHEET
(Version 3, Date: 28/09/2021)

Project Title:
Analysis of a Cyber Security oriented label for Internet of Things devices

Contact Details:

mathew.estienne@swansea.ac.uk

1. Invitation Paragraph

Thank you for offering to take part in this study, and to help shape the potential future designs of consumer-friendly
security information. Currently, there is very little that can be done before buying a device to try and determine
what standard of security you may expect. However, this is set to change, with the introduction of minimum
requirements for security before being allowed to sell devices in the UK. As part of this initiative, the UK Government
has tasked the Department for Culture, Media and Sport with determining the best ways of showing these
improvements to the consumer. This study focuses on the current favoured solution, a label adhered to the box, and
what shape this might take in future.

2. What is the purpose of the study?

There are multiple proposed labels for improving the visibility of Cyber Security to consumers at the point of sale.
This study is intended as a pilot to gain initial insight into which designs are most suitable for carrying forward into
future experiments.

3. Why have | been chosen?
Participants were chosen as general population. This is to complement feedback from Cyber Security professionals.

4. What will happen to me if | take part?

Participants will be asked to answer the questions presented to them as best as they can, with answers as detailed as
they can manage. Before doing so, they will be asked to self-assess their Cyber Security knowledge, such that their
answers can be analysed more effectively.

5. Will my taking part in the study be kept confidential?

All information collected will be presented in an anonymised fashion, with all identifiers stripped, and presented
purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other
comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the
report as-is. These comments may be tied to your answers in Demographics, but only if it provides additional context
or understanding to your answer (for example, feedback on understanding may mean a lot more when presented
alongside age and self-rated technical knowledge).





The collected demographics information is used to provide critical review of the study, and can be expected to be
presented similar to the following figure (from a similar survey into Internet of Things labels by Harris Interactive).

Age

14%

15%
18%

= 16-24 = 25-34 - 35-44 - 45-54 = 55-64 = 65+

Additionally, in a further effort to increase anonymity, groups which comprise few members may find themselves
merged to protect individual identity. In a similar vein, data which could be used alongside existing demographic
information to deanonymize participants has been deliberately excluded, even if collected in studies of a similar
nature (gender, nationality, marital status, employment, household income...). Finally, rather than the Nominal data
of “profession”, a more anonymised Ordinal data set was chosen, with a self-rating scale for Cyber Security
knowledge and calibrations provided. Calibrations are provided to reduce the effect of cognitive bias, such that
individual ratings can be expected to have smaller error bars for the same profession.

6. What if | have any questions?
Any further information can be obtained by contacting the researcher (mathew.estienne@swansea.ac.uk)






Q1 - Consider the following scenario: You are handed two boxed products that each contain a different internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure 2). Do you have any differences in expectations for devices A and B? If so, use the text space below the figures to explain.



1) Figure 2 does say pass, but because of all the X I would expect worse Security than Figure 1. Only Security Updates to December 2021 does make me hesitate though.

2) Figure 1 looks sleek and something I would expect to see and not pay too much attention to except noting the date while Figure 2 looks a lot more in depth and would likely draw my eye. I have a higher level of expectation for product B since. The fact that it has only meet 3 of the 14 requirements, would probably give me pause but it has still passes and gone to the effort of getting a certificate. I would likely research further into the background of the certificate, which of the 3 requirements it passed and what it means to have failed the others.

3) Figure 1 would have more security than figure 2, especially with only 3 requirements met and figure 1 saying important features.

4) I expect poor quality from figure 2 as it clearly shows a poor amount of security relative to what is possible, while I would have higher expectations of figure 1 through a lack of information on its downfalls.

5) Product A looks like marketing and does not promise much or give any information apart from a vague promise of whatever “security updates” may mean.

Product B gives me all the information I need and a basic evaluation in the bottom right, as well as telling me exactly what to expect.

6) I would go for A as it is simplier and seen more common than B. Although, B shows eactly what it is used for, I have no idea what each of the picture means.

7) Figure 1 originally looked better, but after reading through figure 2, ‘Important security features’ may well be the minimum 3/14, which may or may not be good, as I’m not familiar with how the security of the devices are assessed.

8) Yes, while I don’t understand what all of the symbology in Figure 2 means, the fact that it only passes 3 out of 14 requirements makes me less confident in it than something just saying “it passes”.

10) Would expect A to be secure in general use without any concern, although the amount of additional information on B would lead me to expect it to have been more thoroughly tested

11) I’d expect B to have been more rigorously tested for its security features than A. Even though B seems to fail a number of aspects of the assessment, at least I know which ones, whereas the label for A is vague and provides no detail about what kind of security features are included and which features it might be lacking.

12) Figure 1 would probably make me consider it (the device) safer than if it were introduced to me via figure two simply due to the amount of criteria it doesn’t meet on figure 2s diagram.

13) I do not know the image terminologies of figure 2, but could hazard a guess and assume that it doesn’t fulfil several security criteria that are available, although this would ultimately depend on the device… As a gut reaction to this I would likely choose the first on a whim, simply because the second seems to adhere to the absolute minimum features.

14) Without knowing what exactly “important security features” actually includes, I would assume that it would be a fairly robust selection of security features. That said, the wording sounds very subjective, of course the manufacturer would want to claim that their device is incredibly secure.

The right label, on the other hand, seems to show that a lot of possible features are lacking, but I am not sure what each icon represents and how many would have been relevant to the device anyway. Being more detailed, and seeimingly more official, I would prefer to see B. If the manufacturer has gone to the effort to have their product tested for all these features, I would be optimistic that they also believe in the security of their device.

15) Yes, whilst I don't personally recognise many of the symbols in Figure 2 I would imediatly spot that figure 1 is considerably more vague in it's security assertions and would likely spend the next 10-15 minutes in whatever shop I was in searching up the meaning of the icons in Figure 2 in order to better assert it's qualities.. and if a mere 3/14 is any better than "this is secure, honest" as in Figure 1.

16) Figure 1 is easier to read, however Figure 2 I would imagine has been more thoroughly tested without fully understanding what all of the images mean.

17) Device A seems like a cheaper product, not explaining exact security information of the device. Device B seems like it has at least undergone official certification, though it only passed 3 of the 14 requirements of that certification, so it probably also does not have great security.

18) I wouldn’t have much expectations for a product with figure 1, since it’s so vague. But with figure 2 I’d know exactly what expectations to hold for the product due to how in depth it is.

19) No I don't have differences in expectations

20) Figure 1 – more likely to acknowledge this information. Figure 2 – too much information. No idea what the symbols/pictures represent. More likely to ignore this information.

21) Figure 2 has more information, but I do not understand all the icons, the security features indicated in figure 1 could be those included in figure 2 but figure 1 does not provide me with enough information.

22) Figure 1 - is simple to understand at a quick glance - I feel that the device would be more consumer friendly (regardless of their tech level).

Figure 2 - is a lot more informative - feel like this device would be aimed at people with a better understanding of tech needs/company looking for a specific feature.



Q9 - In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of consumers (when considering devices to purchase) were identified as considering security features to be important in their decision-making process. Which label do you feel most conveys the inclusion of these security features? Elaborate if possible.



1) Figure 3 is easier to see there is security while figure 4 has a lot of confusing symbols. If there was a list with plain text describing the feature and if it was included or not it would be much easier to understand.  Figure 3 says there is the Important security features so there is no need to try and figure out what it saying, unlike figure 4 .

2) The right label because it is a much more detailed label which is unique to each device compared tot he left one which can be copied and pasted to any product without a thought. The right one also provides much more information for someone who is really considering their security as they can see and determine if this product fulfills their needs.

3) Figure 4 as it actually shows what is included and not just “important”, which could only be 1 oft the features.

4) Figure 2/4 better conveys the information of security features of the product far better as it provides more detail and technicality to its description.

5) The right label easily convinces me that at least some thought and certification has gone into the product. I would compare it to the European energy star rating, as it gives me approximately what I should expect from this appliance. The left label does not specify any identification information or legal wording (“This device is certified…”) and simply gives the impression that the engineers were aware of the concept of security when designing the product.

7) I would say right, as it details which security features the device has, and perhaps more importantly, those it doesn’t. However, a layman who knows little about cybersecurity would likely not be able to identify what exactly you are and are not secure against from the symbols. This may lead to them being made uneasy that the device does not possess the security capability where it makes the two cogs sparkly, whilst not being able to be reassured that the device can cross out password1, as well as shout really loud when the shield gets a bit crackly (speaking of which, I’ve just noticed that the larger label doesn’t actually tell you when the security stops updating). So probably left.

8) I feel the right label is infinitely more informative than the left one, given that it clearly indicates the specific features that are and are not included in the product. However, I must note that the symbols themselves don’t all have a clear meaning to me – I would require some kind of key or simply some additional text  to explain what I’m looking at.

11) Figure 4 (right one) because each feature is assessed separately and it also provides a way to get more detail on the security features (via the link and code).

12) At first the simplified information diagram (figure 1) made me think that it was good enough as the second diagram was initially quite confusing. However, if I had more exposure to the symbols in the second figure id prefer to have it (figure 2) as it is more detailed and would quickly allow me to know how secure the product was without having to rely on some generic claims from a manufacturer.

13) Obviously the right one, though it should contain a universal terminological key of some kind to identify the images

14) The more detailed labels with the individual points would better convey the level of security included with the device. The simpler one requires the assumption that “important security features” actually includes what you need. If cyber security is a genuine concern, and not a secondary nice to have when buying a product, then as much detail as possible should be included, as an incorrect assumption about label A could cause problems. This is especially evident as the label does not change between the two generations, where the security features do.

15) Figure 4, once again even if somebody is not aware of the meaning of the symbols they can at least when presented with them they can search them up online - not having them makes this further information seeking impossible.  Here the lefe image (Figure 3) presents no more or less information than the former (Figure 1) thereby making them seem equivalent, even when they are not - and this is nothing short of misleading.

16) Figure 2, allows further insight into what security features, and security that has been tested when considering a product.

17) Right converys the security features better, as, if you have a general idea what the symbols mean, you can sort of tell what tests it has passed or failed (or at least, you can at a minimum tell its pass rate).

18) I think the right label conveys the inclusion of these security features much better as the label on the left doesn’t actually say what features are included, for all we know the left label could be the absolute bare minimum, especially as “Important” isn’t defined.

19) The second one, as even tho I cannot tell what half of the images might mean I can make a good guess and having the longer list make it seem safer.

20) Figure 2 displays more information about security features, but it is not clear what these features are. Need prior knowledge of what the symbols/pictures mean.

21) Figure 2 – more information on different features is included

22) Figure 2 conveys the information of the improvements made, I'm just not sure the average person would understand the importance of each of these features, or which of them are of higher importance.  



Q20 - How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements.



1) That I should research product security more before making any new purchases.

2) Very worrying but at the same time, but it makes sense that companies would only go the bare minimum that is needed. Especially if not many of the public understands in depth this area.

3) For the best, having a minimum is better than nothing.

4) It’s concerning that such a low and basic amount of security – the kind that barely covers the most basic of human errors – is considered enough for any device.

5) I'm not sure if those would be enough, specifically the vulnerabilities disclosure tag. There's no guarantee that vulnerabilities will be actually patched or disclosed. I believe there are multiple tags that can be replaced for better representation, such as communicate securely or ensure that personal data is protected

6) I feel a little bit less insecure as I personally like to have secure communication. I think the first 3 look that they are not enough after knowing what else can be included in securing devices.

7) Uneasy.

8) I think that those requirements are not sufficient, perhaps not all devices need to have all of those requirements at once, but ideally all of those that pertain to the device should have to be met for certification.

9) I feel that the optimal minimum includes the first 5, however for consumer devices I do not have strong opinions on only the first 3. The fact that modern devices usually fail the first 3 is a discomforting truth.

10) It is disappointing but unsurprising

Minimum requirements should probably depend on the type of device (e.g. any device designed to store personal data should definitely be required to do so securely)

11) It doesn’t really fill me with much confidence in the quality of security devices have when rated as ‘secure’. It’s even more concerning to consider that many devices fail even this – I expect a large portion of people buying such devices have minimal understanding of security and as such rely on things like security ratings to inform them on how secure a device is. It seems the bar is set very low, and people don’t know exactly how low that is.

12) I didn’t really trust IoT devices anyways but I’m honestly not surprised. Its quite common for corporations to forget about security or privacy.

13) Disappointed. Each security requirement solves different things. There should be certain requirements which go without saying, and an additional two on top of them.

14) I feel as though the certification is intentionally misleading. To people who care deeply about cyber security, simply having the certification will not matter, as they will check every individual category to fit their use case. This means that the certification exists solely for the less knowledgeable consumer, who will see the certification and assume it is significant.

The first 3 criteria cover such a small part of the security spectrum that it is an obsolete certifaction that would only be (wrongly) viewed as significant by consumers who do not know what they are looking at.

15) I was already aware that many IoT devices were insecure, or otnerwise not as secure as they perhaps ought to be so I am not alarmed by this as such, because I was already appauled.

16) It is good. However when viewing the label, people may not know the first 3 requirements are all you need to be certified. With that being said, I find the more ticks the better it would be.

17) I feel worried that devices with such little security are even allowed to be used, as rates of IoT attacks are only increasing and as devices are becoming more mainstream, it's even more important that laypeople can trust the security of their devices as not everyone has general knowledge on IoT device security, let alone expertise.

18) It’s a good start but realistically companies should be doing more.

19) Worried as I'd hope that some more security in a day and age where everything can be done online and therefore most things can be accessed and things like money can be taken would be important.

20) That there is a lot of irrelevant information on the label, if you only need the first 3 features.

21) There should be more regulation to ensure devices meet the necessary requirements and aim to cover more requirements.

22) I would have hoped with how wide spread the use of smart devices are, security in these products would have stricter regulations in place to ensure consumer safety. Companies should strive to provide the best security possible.



Q21 - Is there anything about this label you feel could be improved?

 

1) The Icons could use a short definition instead of a long one to get the point across better and not take up too much space.

2) I think it should be clearer what counts as passing and how that is measured.

4) It needs the text of each images meaning as its hard to efficiently translate so many different tokens for a single block of information. I worry that providing that much information for basic consumer products does more harm than good. For example, if the 5 cheapest phones on the market are revealed to only have the first 2 or 3 requirements covered, they’ll become a go-to target for script kiddies and amateur hackers. However, for many consumers, they’ll be looking at these devices as they cannot afford better. So in adding these stickers, they haven’t gained information they could use but ironically may have lost more security.

5) Instead of weighting everything the same, have some things more important than others and provide a "Secure %" rather than Pass/Fail

6) I don’t think so.

7) Adding the ‘Security updates until at least xx/xx/xxxx’ label, even if it’s just in small print.

8) I think simply a small indicator of the meanings of the symbols would be enough, the symbols are not clear in and of themselves.

9) No.

10) Maybe numbering icons for easier cross referencing with online guide

11) The symbols for each security feature could be made clearer with consistent levels of detail (rather than some symbols being more detailed than others) and have matching ratios (such as them all being square or 2:3, etc). The symbols themselves could be made to be more distinctive  - perhaps less like dingbats (having symbols that literally represent the gist of the security feature)  and more of a unique symbol that can come to be known as being representative of a particular security feature.

12) I can’t really think about anything new right now but its much nicer to have the information presented in such a clean way.

13) It’s good. Well done.

14) I think that a general certification of cyber security is obsolete and misleading. Anybody who cares deeply about cyber security will most likely be willing to spend a short time checking every individual criteria. This will become quicker with time as well, as these consumers learn the icons by memory.

Consumers who don’t care about security as much will likely misinterpret what the certification means anyway.

15) A mention of a gov.uk page where you can a find simple to read (no unecessarily long or technical wording) description of each symbol, and perhaps a QR code (to the same URL) so as to not disadvantage those with poor or even loss of vision.

17) If the aim was to group them such that they are all roughly equal in importance, then I would actually state that on the lable.

18) I think 8,4,13 are a tad too similar looking for the average consumer.

20) Symbols/icons redesigned more simpler. Only include the relevant features.

21) Just adding an explanation for each symbol

22) Add a small/word explanation stating what the symbols are (e.g. password protection, etc.), to make it easier for people to understand their meaning.





Q28 -



2) I think with the pace of change, more information is better than less. In this case, since this is something very important to check when buying products you want and expect to be up to date with the latest requirements, this approach makes a lot of sense.

3) Almost impossible to remove all devices, so it would be have to be a very slow change to get rid of the older devices.

4) It makes sense to show when something was certified to provide more context to it’s level of security that may be being held.

5) This makes sense, although it still does not give the full picture. Since this badge is placed on devices that have a "bare minimum" security level, it does not say much and you still have to look up the device to know what it does / does not. It is better than nothing, however it only provides vague reassurance.

7) For disclosure, I am not a professional, I’m just having a go. I believe, since the label is well-designed, compact and displays additional information, that this approach is useful.

9) I believe that assigning certain categories of devices and security features in combination with a year range, yielding a unique identifier for batches of devices would make conveying this easier. I think that the question raises a valid point.

12) I think that its still more important for the device packaging to display how secure a product is even if the standard of “how secure a product is” were to change a bit.

13) Let bygones be bygones. Stop the sale of products that do not adhere to the strict requirements, incentivise companies to provide software and information for those with outdated devices

14) I believe that the value of this simplified label is already minimal, since the requirements for the certification are so low.

Ignoring this though, I believe that showing when the device was certified is beneficial

15) It's not the best, but it is far from the worst.  Ideally if devices are already not secure the box for the product should say exactly that.  

18) I think it’s important to know when a device was considered acceptable and passing, since otherwise consumers wouldn’t know the standard of which the product was held to.

19) I feel it has some sense to it as then theres newer and more secure devices out for when that government then impliments the next step.



Q29 -



3) Where to find security features included.

4) Reasoning for why it was deemed secure during that time would be useful, as these successes could be compared to the new government guidelines in order to extrapolate what it may fail now.

5) How many tests were passed is important, even if it does not exactly which ones you can still get a slighly better picture.

7) Which security features the device has (as in the much larger label above), as if a law is updated for devices to include a certain other feature, it would be easier to identify which devices are to be decommissioned. The label also doesn’t have the month in the year that it is decommissioned. Is it assumed that security updates will cease at the start or end of 2024?

9) No.

10) Information about where to look up which features are ''important''

11) It could say ‘3/13 important security protections included’ instead of just that there are some undetermined amount of  them – this way it indicates a more nuanced assessment of the device’s security.

The bottom of the label could also include a direction to further information, even if in a tiny font; something along the lines of ‘More detail: placeholder.gov.uk/device_code’.

12) Descriptions of the symbols would be nice for the first few years that this is implemented but once the population is used to using these labels id be fine with it shrinking to a simplified layout.

15) Yes, any and all informationg detrailing exactly which security measures are in place for this device (the symbols) should also be present on the box for the product, perhaps on the back.

17) How may requirements have been met, as it is still very hard to compare different devices with just that lable.

18) No.

19) Yes, when the tightened security standards will happen





Q30 -



2) I feel like the text "important security protections included" still comes off as very vague, though this may be aster seeing the previous proposed label which included a lot more details. I think maybe being maybe a little more specific could help. Giving it some sort of predetermined classification maybe as a suggestion.

3) More info

4) Just the information stated above.

5) An "ALPHA-GAMMA-SIGMA" type code like in the figures above so the exact security certification can be easily looked up on a government website.

7) Yes, a web address that has information on which security features the device has. Alternatively, each of the 14 criteria could be assigned a letter (A-N), and the security features a device has could be displayed in a string of a maximum of 14 characters. For example, a device that meets the first three criteria could be labelled as ‘Important security features included (ABC)’ and one that meets those three as well as ensuring software integrity (7) and secure communication (5) could be labelled similar except the parentheses contain (ABCEG). This might be a bit silly but I thought it could be a compact way of conveying information for those informed.

9) As mentioned above, I think adding unique identifiers for categorisation of device, year range and security feature grouping would assist with having a better sense for device quality, age and category.

11) Having more distinctive symbols – both are shields which makes them similar.

13) Definitions please

14)  I think that “updates until” is too vague, as a consumer might interpret that to mean non-security software updates. Rewording this to specifically say Security updates would make it easier to understand.

15) The smaller label, no.

17) I would still give a rough number of how may requirements have been met, like a small "Req. : 4/14 - Pass" on the lable, as if all the requirements are meant to be roughly equal, on a small lable just the amount of requirements met would be good enough information.

18) Nothing comes to mind.



Q31 -



2) Purely from an aesthetical point of view, I don't like the look of the two "plaque" or "crest-like" shapes one on top of another in figure 6. I understand what its trying to convey meaning wise but two is probably overkill. Maybe change the second crest to a circle or even getting rid of it altogether would look nicer.

4) This seems like a more useful approach for general consumer goods than those shown in figure 2.

7) This was really fun to learn about and it made me stay up past my bedtime. This whole thing could have gone way over my head though, so I’m sorry if the answers weren’t of much use.

10) It would be nice to have different levels of this label so that devices with many of the requirements satisfied can be distinguished from labels with only the first 3

11) A larger more detailed label is far more helpful and informative, which is invaluable for ensuring security, however a law enforcing the use of a bigger label would force manufacturers to use more/larger packaging (in the case of small devices). Excessive and redundant packaging is already a widespread issue, creating unnecessary waste and harm to the environment. I’d rather not see this label contribute to that issue, even if it is for the sake of equipping consumers such as myself with more information about security.

13) Nice survey.

14) I think that conceptually, label 5 is better, but I feel it is worded poorly. I would use the same symbols from label 1, but with the information from label 5. Additionally, I would like to see a month specified instead of just years for each bit of information. If a device will only be supported for a few years, then whether it is updated until January or December of a year makes a big difference to its lifespan.

18) No.





Q32 -



2) Linking back to what I mentioned before, you could also directly list how many of the requirements have been met. Anything that would prompt buyers/user into recognizing that not all security protections are made equally.

4) Having a QR code that redirects to a government webpage would be useful. This QR code could pass on basic information on the elements that the product passed, therefore keeping it up to date as they may change the requirements they focus on. It would also allow for quick comparisons of goods as you can compare two webpages of the same structure.

5) I believe "Version X" would be better, or if the year of the certification creation was listed instead of the year it was certified in. It means you only need to know a handful of numbers/years to know how a device is certified.

7) In the case of decommissioning devices, wouldn’t it be just as easy to say, “All devices certified in the (month of) year 20xx and before will be decommissioned” just as much as it is to say “All devices of version X and prior will be decommissioned?” I think I may have missed some meaning here.

9) No.

12) I personally think version numbers aren’t that handy to the average user. Also you’d still need to put a date for the end of support so its nonsensical to mix version numbers and date. I feel like dates are the simplest and clearest ways to go about this issue.

13) Expected lifetime seems unnecessary from a marketing and business perspective and is not always reliable.

15) Why not both.. so that if versions change either faster or slower than expected it is still clear to a customer if a device is still suitable or not. (if version X is still the most recent version 6 months after it was due to be decommissioned the device is still as secure as it can be)

19) I have no idea.
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				Q13
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		Yes
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		Yes
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		Yes
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		Yes

		Yes

		Yes

		Yes

		Yes

		Yes

		Yes

		Yes

		Yes

		Yes
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		Yes

		-

		Yes
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		Yes
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		Yes
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		Yes
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		Yes

		Yes
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				Q24
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				Q25
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						To ensure there is a pathway for iterative improvements to these standards, it was deemed more  important to know when a device was considered acceptable as the front-and-centre information.  Without this change, if in 2025 the Government tightened requirements for the label, there would  still be 4 years of devices that met old requirements which are still considered acceptable.

				

						

						

						Is there any information you feel is missing?

				

		

				Is there anything about this label you feel could be improved?

		

		

				Do you have any other comments?

		

		

				Are there any alternatives you feel would be more appropriate?

		

		



Q1 - Consider the following scenario: You are handed two boxed products that each contain a different internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure 2). Do you have any differences in expectations for devices A and B? If so, use the text space below the figures to explain.



1) Figure 2 does say pass, but because of all the X I would expect worse Security than Figure 1. Only Security Updates to December 2021 does make me hesitate though.

2) Figure 1 looks sleek and something I would expect to see and not pay too much attention to except noting the date while Figure 2 looks a lot more in depth and would likely draw my eye. I have a higher level of expectation for product B since. The fact that it has only meet 3 of the 14 requirements, would probably give me pause but it has still passes and gone to the effort of getting a certificate. I would likely research further into the background of the certificate, which of the 3 requirements it passed and what it means to have failed the others.

3) Figure 1 would have more security than figure 2, especially with only 3 requirements met and figure 1 saying important features.

4) I expect poor quality from figure 2 as it clearly shows a poor amount of security relative to what is possible, while I would have higher expectations of figure 1 through a lack of information on its downfalls.

5) Product A looks like marketing and does not promise much or give any information apart from a vague promise of whatever “security updates” may mean.

Product B gives me all the information I need and a basic evaluation in the bottom right, as well as telling me exactly what to expect.

6) I would go for A as it is simplier and seen more common than B. Although, B shows eactly what it is used for, I have no idea what each of the picture means.

7) Figure 1 originally looked better, but after reading through figure 2, ‘Important security features’ may well be the minimum 3/14, which may or may not be good, as I’m not familiar with how the security of the devices are assessed.

8) Yes, while I don’t understand what all of the symbology in Figure 2 means, the fact that it only passes 3 out of 14 requirements makes me less confident in it than something just saying “it passes”.

10) Would expect A to be secure in general use without any concern, although the amount of additional information on B would lead me to expect it to have been more thoroughly tested

11) I’d expect B to have been more rigorously tested for its security features than A. Even though B seems to fail a number of aspects of the assessment, at least I know which ones, whereas the label for A is vague and provides no detail about what kind of security features are included and which features it might be lacking.

12) Figure 1 would probably make me consider it (the device) safer than if it were introduced to me via figure two simply due to the amount of criteria it doesn’t meet on figure 2s diagram.

13) I do not know the image terminologies of figure 2, but could hazard a guess and assume that it doesn’t fulfil several security criteria that are available, although this would ultimately depend on the device… As a gut reaction to this I would likely choose the first on a whim, simply because the second seems to adhere to the absolute minimum features.

14) Without knowing what exactly “important security features” actually includes, I would assume that it would be a fairly robust selection of security features. That said, the wording sounds very subjective, of course the manufacturer would want to claim that their device is incredibly secure.

The right label, on the other hand, seems to show that a lot of possible features are lacking, but I am not sure what each icon represents and how many would have been relevant to the device anyway. Being more detailed, and seeimingly more official, I would prefer to see B. If the manufacturer has gone to the effort to have their product tested for all these features, I would be optimistic that they also believe in the security of their device.

15) Yes, whilst I don't personally recognise many of the symbols in Figure 2 I would imediatly spot that figure 1 is considerably more vague in it's security assertions and would likely spend the next 10-15 minutes in whatever shop I was in searching up the meaning of the icons in Figure 2 in order to better assert it's qualities.. and if a mere 3/14 is any better than "this is secure, honest" as in Figure 1.

16) Figure 1 is easier to read, however Figure 2 I would imagine has been more thoroughly tested without fully understanding what all of the images mean.

17) Device A seems like a cheaper product, not explaining exact security information of the device. Device B seems like it has at least undergone official certification, though it only passed 3 of the 14 requirements of that certification, so it probably also does not have great security.

18) I wouldn’t have much expectations for a product with figure 1, since it’s so vague. But with figure 2 I’d know exactly what expectations to hold for the product due to how in depth it is.

19) No I don't have differences in expectations

20) Figure 1 – more likely to acknowledge this information. Figure 2 – too much information. No idea what the symbols/pictures represent. More likely to ignore this information.

21) Figure 2 has more information, but I do not understand all the icons, the security features indicated in figure 1 could be those included in figure 2 but figure 1 does not provide me with enough information.

22) Figure 1 - is simple to understand at a quick glance - I feel that the device would be more consumer friendly (regardless of their tech level).

Figure 2 - is a lot more informative - feel like this device would be aimed at people with a better understanding of tech needs/company looking for a specific feature.



Q9 - In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of consumers (when considering devices to purchase) were identified as considering security features to be important in their decision-making process. Which label do you feel most conveys the inclusion of these security features? Elaborate if possible.



1) Figure 3 is easier to see there is security while figure 4 has a lot of confusing symbols. If there was a list with plain text describing the feature and if it was included or not it would be much easier to understand.  Figure 3 says there is the Important security features so there is no need to try and figure out what it saying, unlike figure 4 .

2) The right label because it is a much more detailed label which is unique to each device compared tot he left one which can be copied and pasted to any product without a thought. The right one also provides much more information for someone who is really considering their security as they can see and determine if this product fulfills their needs.

3) Figure 4 as it actually shows what is included and not just “important”, which could only be 1 oft the features.

4) Figure 2/4 better conveys the information of security features of the product far better as it provides more detail and technicality to its description.

5) The right label easily convinces me that at least some thought and certification has gone into the product. I would compare it to the European energy star rating, as it gives me approximately what I should expect from this appliance. The left label does not specify any identification information or legal wording (“This device is certified…”) and simply gives the impression that the engineers were aware of the concept of security when designing the product.

7) I would say right, as it details which security features the device has, and perhaps more importantly, those it doesn’t. However, a layman who knows little about cybersecurity would likely not be able to identify what exactly you are and are not secure against from the symbols. This may lead to them being made uneasy that the device does not possess the security capability where it makes the two cogs sparkly, whilst not being able to be reassured that the device can cross out password1, as well as shout really loud when the shield gets a bit crackly (speaking of which, I’ve just noticed that the larger label doesn’t actually tell you when the security stops updating). So probably left.

8) I feel the right label is infinitely more informative than the left one, given that it clearly indicates the specific features that are and are not included in the product. However, I must note that the symbols themselves don’t all have a clear meaning to me – I would require some kind of key or simply some additional text  to explain what I’m looking at.

11) Figure 4 (right one) because each feature is assessed separately and it also provides a way to get more detail on the security features (via the link and code).

12) At first the simplified information diagram (figure 1) made me think that it was good enough as the second diagram was initially quite confusing. However, if I had more exposure to the symbols in the second figure id prefer to have it (figure 2) as it is more detailed and would quickly allow me to know how secure the product was without having to rely on some generic claims from a manufacturer.

13) Obviously the right one, though it should contain a universal terminological key of some kind to identify the images

14) The more detailed labels with the individual points would better convey the level of security included with the device. The simpler one requires the assumption that “important security features” actually includes what you need. If cyber security is a genuine concern, and not a secondary nice to have when buying a product, then as much detail as possible should be included, as an incorrect assumption about label A could cause problems. This is especially evident as the label does not change between the two generations, where the security features do.

15) Figure 4, once again even if somebody is not aware of the meaning of the symbols they can at least when presented with them they can search them up online - not having them makes this further information seeking impossible.  Here the lefe image (Figure 3) presents no more or less information than the former (Figure 1) thereby making them seem equivalent, even when they are not - and this is nothing short of misleading.

16) Figure 2, allows further insight into what security features, and security that has been tested when considering a product.

17) Right converys the security features better, as, if you have a general idea what the symbols mean, you can sort of tell what tests it has passed or failed (or at least, you can at a minimum tell its pass rate).

18) I think the right label conveys the inclusion of these security features much better as the label on the left doesn’t actually say what features are included, for all we know the left label could be the absolute bare minimum, especially as “Important” isn’t defined.

19) The second one, as even tho I cannot tell what half of the images might mean I can make a good guess and having the longer list make it seem safer.

20) Figure 2 displays more information about security features, but it is not clear what these features are. Need prior knowledge of what the symbols/pictures mean.

21) Figure 2 – more information on different features is included

22) Figure 2 conveys the information of the improvements made, I'm just not sure the average person would understand the importance of each of these features, or which of them are of higher importance.  



Q20 - How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements.



1) That I should research product security more before making any new purchases.

2) Very worrying but at the same time, but it makes sense that companies would only go the bare minimum that is needed. Especially if not many of the public understands in depth this area.

3) For the best, having a minimum is better than nothing.

4) It’s concerning that such a low and basic amount of security – the kind that barely covers the most basic of human errors – is considered enough for any device.

5) I'm not sure if those would be enough, specifically the vulnerabilities disclosure tag. There's no guarantee that vulnerabilities will be actually patched or disclosed. I believe there are multiple tags that can be replaced for better representation, such as communicate securely or ensure that personal data is protected

6) I feel a little bit less insecure as I personally like to have secure communication. I think the first 3 look that they are not enough after knowing what else can be included in securing devices.

7) Uneasy.

8) I think that those requirements are not sufficient, perhaps not all devices need to have all of those requirements at once, but ideally all of those that pertain to the device should have to be met for certification.

9) I feel that the optimal minimum includes the first 5, however for consumer devices I do not have strong opinions on only the first 3. The fact that modern devices usually fail the first 3 is a discomforting truth.

10) It is disappointing but unsurprising

Minimum requirements should probably depend on the type of device (e.g. any device designed to store personal data should definitely be required to do so securely)

11) It doesn’t really fill me with much confidence in the quality of security devices have when rated as ‘secure’. It’s even more concerning to consider that many devices fail even this – I expect a large portion of people buying such devices have minimal understanding of security and as such rely on things like security ratings to inform them on how secure a device is. It seems the bar is set very low, and people don’t know exactly how low that is.

12) I didn’t really trust IoT devices anyways but I’m honestly not surprised. Its quite common for corporations to forget about security or privacy.

13) Disappointed. Each security requirement solves different things. There should be certain requirements which go without saying, and an additional two on top of them.

14) I feel as though the certification is intentionally misleading. To people who care deeply about cyber security, simply having the certification will not matter, as they will check every individual category to fit their use case. This means that the certification exists solely for the less knowledgeable consumer, who will see the certification and assume it is significant.

The first 3 criteria cover such a small part of the security spectrum that it is an obsolete certifaction that would only be (wrongly) viewed as significant by consumers who do not know what they are looking at.

15) I was already aware that many IoT devices were insecure, or otnerwise not as secure as they perhaps ought to be so I am not alarmed by this as such, because I was already appauled.

16) It is good. However when viewing the label, people may not know the first 3 requirements are all you need to be certified. With that being said, I find the more ticks the better it would be.

17) I feel worried that devices with such little security are even allowed to be used, as rates of IoT attacks are only increasing and as devices are becoming more mainstream, it's even more important that laypeople can trust the security of their devices as not everyone has general knowledge on IoT device security, let alone expertise.

18) It’s a good start but realistically companies should be doing more.

19) Worried as I'd hope that some more security in a day and age where everything can be done online and therefore most things can be accessed and things like money can be taken would be important.

20) That there is a lot of irrelevant information on the label, if you only need the first 3 features.

21) There should be more regulation to ensure devices meet the necessary requirements and aim to cover more requirements.

22) I would have hoped with how wide spread the use of smart devices are, security in these products would have stricter regulations in place to ensure consumer safety. Companies should strive to provide the best security possible.



Q21 - Is there anything about this label you feel could be improved?

 

1) The Icons could use a short definition instead of a long one to get the point across better and not take up too much space.

2) I think it should be clearer what counts as passing and how that is measured.

4) It needs the text of each images meaning as its hard to efficiently translate so many different tokens for a single block of information. I worry that providing that much information for basic consumer products does more harm than good. For example, if the 5 cheapest phones on the market are revealed to only have the first 2 or 3 requirements covered, they’ll become a go-to target for script kiddies and amateur hackers. However, for many consumers, they’ll be looking at these devices as they cannot afford better. So in adding these stickers, they haven’t gained information they could use but ironically may have lost more security.

5) Instead of weighting everything the same, have some things more important than others and provide a "Secure %" rather than Pass/Fail

6) I don’t think so.

7) Adding the ‘Security updates until at least xx/xx/xxxx’ label, even if it’s just in small print.

8) I think simply a small indicator of the meanings of the symbols would be enough, the symbols are not clear in and of themselves.

9) No.

10) Maybe numbering icons for easier cross referencing with online guide

11) The symbols for each security feature could be made clearer with consistent levels of detail (rather than some symbols being more detailed than others) and have matching ratios (such as them all being square or 2:3, etc). The symbols themselves could be made to be more distinctive  - perhaps less like dingbats (having symbols that literally represent the gist of the security feature)  and more of a unique symbol that can come to be known as being representative of a particular security feature.

12) I can’t really think about anything new right now but its much nicer to have the information presented in such a clean way.

13) It’s good. Well done.

14) I think that a general certification of cyber security is obsolete and misleading. Anybody who cares deeply about cyber security will most likely be willing to spend a short time checking every individual criteria. This will become quicker with time as well, as these consumers learn the icons by memory.

Consumers who don’t care about security as much will likely misinterpret what the certification means anyway.

15) A mention of a gov.uk page where you can a find simple to read (no unecessarily long or technical wording) description of each symbol, and perhaps a QR code (to the same URL) so as to not disadvantage those with poor or even loss of vision.

17) If the aim was to group them such that they are all roughly equal in importance, then I would actually state that on the lable.

18) I think 8,4,13 are a tad too similar looking for the average consumer.

20) Symbols/icons redesigned more simpler. Only include the relevant features.

21) Just adding an explanation for each symbol

22) Add a small/word explanation stating what the symbols are (e.g. password protection, etc.), to make it easier for people to understand their meaning.





Q28 -



2) I think with the pace of change, more information is better than less. In this case, since this is something very important to check when buying products you want and expect to be up to date with the latest requirements, this approach makes a lot of sense.

3) Almost impossible to remove all devices, so it would be have to be a very slow change to get rid of the older devices.

4) It makes sense to show when something was certified to provide more context to it’s level of security that may be being held.

5) This makes sense, although it still does not give the full picture. Since this badge is placed on devices that have a "bare minimum" security level, it does not say much and you still have to look up the device to know what it does / does not. It is better than nothing, however it only provides vague reassurance.

7) For disclosure, I am not a professional, I’m just having a go. I believe, since the label is well-designed, compact and displays additional information, that this approach is useful.

9) I believe that assigning certain categories of devices and security features in combination with a year range, yielding a unique identifier for batches of devices would make conveying this easier. I think that the question raises a valid point.

12) I think that its still more important for the device packaging to display how secure a product is even if the standard of “how secure a product is” were to change a bit.

13) Let bygones be bygones. Stop the sale of products that do not adhere to the strict requirements, incentivise companies to provide software and information for those with outdated devices

14) I believe that the value of this simplified label is already minimal, since the requirements for the certification are so low.

Ignoring this though, I believe that showing when the device was certified is beneficial

15) It's not the best, but it is far from the worst.  Ideally if devices are already not secure the box for the product should say exactly that.  

18) I think it’s important to know when a device was considered acceptable and passing, since otherwise consumers wouldn’t know the standard of which the product was held to.

19) I feel it has some sense to it as then theres newer and more secure devices out for when that government then impliments the next step.



Q29 -



3) Where to find security features included.

4) Reasoning for why it was deemed secure during that time would be useful, as these successes could be compared to the new government guidelines in order to extrapolate what it may fail now.

5) How many tests were passed is important, even if it does not exactly which ones you can still get a slighly better picture.

7) Which security features the device has (as in the much larger label above), as if a law is updated for devices to include a certain other feature, it would be easier to identify which devices are to be decommissioned. The label also doesn’t have the month in the year that it is decommissioned. Is it assumed that security updates will cease at the start or end of 2024?

9) No.

10) Information about where to look up which features are ''important''

11) It could say ‘3/13 important security protections included’ instead of just that there are some undetermined amount of  them – this way it indicates a more nuanced assessment of the device’s security.

The bottom of the label could also include a direction to further information, even if in a tiny font; something along the lines of ‘More detail: placeholder.gov.uk/device_code’.

12) Descriptions of the symbols would be nice for the first few years that this is implemented but once the population is used to using these labels id be fine with it shrinking to a simplified layout.

15) Yes, any and all informationg detrailing exactly which security measures are in place for this device (the symbols) should also be present on the box for the product, perhaps on the back.

17) How may requirements have been met, as it is still very hard to compare different devices with just that lable.

18) No.

19) Yes, when the tightened security standards will happen





Q30 -



2) I feel like the text "important security protections included" still comes off as very vague, though this may be aster seeing the previous proposed label which included a lot more details. I think maybe being maybe a little more specific could help. Giving it some sort of predetermined classification maybe as a suggestion.

3) More info

4) Just the information stated above.

5) An "ALPHA-GAMMA-SIGMA" type code like in the figures above so the exact security certification can be easily looked up on a government website.

7) Yes, a web address that has information on which security features the device has. Alternatively, each of the 14 criteria could be assigned a letter (A-N), and the security features a device has could be displayed in a string of a maximum of 14 characters. For example, a device that meets the first three criteria could be labelled as ‘Important security features included (ABC)’ and one that meets those three as well as ensuring software integrity (7) and secure communication (5) could be labelled similar except the parentheses contain (ABCEG). This might be a bit silly but I thought it could be a compact way of conveying information for those informed.

9) As mentioned above, I think adding unique identifiers for categorisation of device, year range and security feature grouping would assist with having a better sense for device quality, age and category.

11) Having more distinctive symbols – both are shields which makes them similar.

13) Definitions please

14)  I think that “updates until” is too vague, as a consumer might interpret that to mean non-security software updates. Rewording this to specifically say Security updates would make it easier to understand.

15) The smaller label, no.

17) I would still give a rough number of how may requirements have been met, like a small "Req. : 4/14 - Pass" on the lable, as if all the requirements are meant to be roughly equal, on a small lable just the amount of requirements met would be good enough information.

18) Nothing comes to mind.



Q31 -



2) Purely from an aesthetical point of view, I don't like the look of the two "plaque" or "crest-like" shapes one on top of another in figure 6. I understand what its trying to convey meaning wise but two is probably overkill. Maybe change the second crest to a circle or even getting rid of it altogether would look nicer.

4) This seems like a more useful approach for general consumer goods than those shown in figure 2.

7) This was really fun to learn about and it made me stay up past my bedtime. This whole thing could have gone way over my head though, so I’m sorry if the answers weren’t of much use.

10) It would be nice to have different levels of this label so that devices with many of the requirements satisfied can be distinguished from labels with only the first 3

11) A larger more detailed label is far more helpful and informative, which is invaluable for ensuring security, however a law enforcing the use of a bigger label would force manufacturers to use more/larger packaging (in the case of small devices). Excessive and redundant packaging is already a widespread issue, creating unnecessary waste and harm to the environment. I’d rather not see this label contribute to that issue, even if it is for the sake of equipping consumers such as myself with more information about security.

13) Nice survey.

14) I think that conceptually, label 5 is better, but I feel it is worded poorly. I would use the same symbols from label 1, but with the information from label 5. Additionally, I would like to see a month specified instead of just years for each bit of information. If a device will only be supported for a few years, then whether it is updated until January or December of a year makes a big difference to its lifespan.

18) No.





Q32 -



2) Linking back to what I mentioned before, you could also directly list how many of the requirements have been met. Anything that would prompt buyers/user into recognizing that not all security protections are made equally.

4) Having a QR code that redirects to a government webpage would be useful. This QR code could pass on basic information on the elements that the product passed, therefore keeping it up to date as they may change the requirements they focus on. It would also allow for quick comparisons of goods as you can compare two webpages of the same structure.

5) I believe "Version X" would be better, or if the year of the certification creation was listed instead of the year it was certified in. It means you only need to know a handful of numbers/years to know how a device is certified.

7) In the case of decommissioning devices, wouldn’t it be just as easy to say, “All devices certified in the (month of) year 20xx and before will be decommissioned” just as much as it is to say “All devices of version X and prior will be decommissioned?” I think I may have missed some meaning here.

9) No.

12) I personally think version numbers aren’t that handy to the average user. Also you’d still need to put a date for the end of support so its nonsensical to mix version numbers and date. I feel like dates are the simplest and clearest ways to go about this issue.

13) Expected lifetime seems unnecessary from a marketing and business perspective and is not always reliable.

15) Why not both.. so that if versions change either faster or slower than expected it is still clear to a customer if a device is still suitable or not. (if version X is still the most recent version 6 months after it was due to be decommissioned the device is still as secure as it can be)

19) I have no idea.





				

				Completed surveys

		Consent forms filled in

				Age range

		Q10

		Q11

		Q19

		

				22

		22

				A) 16-24

		1) No change

		1) No change

		1) count ticks and crosses

		

						B) 25-34

		2) Slightly larger

		2) Slightly smaller

		2) checking the meaning

		

						C) 35-44

		3) Larger

		3) Smaller

		3) mix of both

		

						D) 45-54

		4) Much larger

		4) Small

		

						E) 55-64

				5) Smallest

		

						F) 65+

		

						Initial Impressions

		Size Questions

		Understanding Questions

		Usability with worked example

				Usability

		Conclusion

		

				Survey

		Age

		Calibration level

		Q1

		Q2

		Q3

		Q4

		Q5

		Q6

		Q7

		Q8

		Q9

		Q10

		Q11

		Q12

		Q13

		Q14

		Q15

		Q16

		Q17
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		Q31

		Q32
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				Notes

		Scored poorly in initial impressions. Outlier wanting smaller label. 50% miss for understanding. Miss for usability in general and worked example. Preferred a simpler example.
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		✔

		1

		2

		8

		Yes

		Yes

		Yes

		No

		A

		Yes

		2

		✔
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		✔
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				Notes

		Most compact desired. However, was able to complete exercise and no significant difficulties observed. Perhaps high skill level for reasoning?
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		✔

				Notes

		Significantly above average skill level. Desires more compact. However, was able to complete exercise and no significant difficulties observed. Perhaps high skill level for reasoning?
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				Notes

		Significantly above average skill level. Desires more compact. However, was able to complete exercise and no significant difficulties observed. Perhaps high skill level for reasoning?
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				Notes

		High skill level.
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				Notes

		Didn’t complete worked example. Desires larger label with more explanation. Perhaps why?
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				Notes

		High skill level.
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		✔
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		x
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				Notes

		Significantly above average skill level. Concerns in initial impressions. Miss for usability in general and worked example. Preferred a simpler example. Perhaps high skill level for reasoning?
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		x

				Notes

		Scored poorly in initial impressions. 75% miss on understanding. Miss for usability in general and worked example. Preferred a simpler example.
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						Correlations

		Column 1

				

						Column 1

		#DIV/0!

				

						

		



		Q1

				Do you have any differences in expectations for devices A and B?

		 

		Percent “✔”

		95.45%

				Percent “X”

		0.00%

				Notes

		One “No” choice.

				Validation

		95.45%

				95.45%

		

		Q2

				Was it apparent to you that these devices were rated for the same level of protection?

		 

		Percent “Yes”

		4.55%

				Percent “No”

		95.45%

				Notes

		One “Yes” choice. Not the same person as Q1

				Validation

		100.00%

				100.00%

		

		Q3

				Which label do you believe would be most useful for distinguishing between the old “Plex: Home Edition” and the new “Plex 2.0”?

		 

		Percent “Left”

		4.55%

				Percent “Right”

		95.45%

				Notes

		One “Left” choice. AGAIN someone different to each other time!

				Validation

		100.00%

				100.00%

		

		Q4

				More informative for Cyber Security features for a given product?

		 

		Percent “Left”

		4.55%

				Percent “Right”

		95.45%

				Notes

		One “Left” choice. All so far have been unique

				Validation

		100.00%

				100.00%

		

		Q5

				Clearly conveyed Cyber Security features for a given product?

		 

		Percent “Left”

		9.09%

				Percent “Right”

		86.36%

				Notes

		Two Left choice and a no-answer.

				Validation

		95.45%

				No-Answers?

		1

				Validation

		100.00%

		

		Q6

				Easier to understand what Cyber Security features were included for a given product?

		 

		Percent “Left”

		27.27%

				Percent “Right”

		72.73%

				Notes

		Six “Left”

				Validation

		100.00%

				100.00%

		

		Q7

				Useful for making purchasing choices when Cyber Security is a concern?

		 

		Percent “Left”

		13.64%

				Percent “Right”

		86.36%

				Notes

		Three “Left”

				Validation

		100.00%

				100.00%

		

		Q8

				Which label would you rather see implemented, and visible on the external packaging of devices?

		 

		Percent “Left”

		9.09%

				Percent “Right”

		90.91%

				Notes

		Two Left.

				Validation

		100.00%

				100.00%

		

		Q9

				Which label do you feel most conveys the inclusion of these security features?

		 

		Percent “✔”

		86.36%

				Percent “X”

		0.00%

				Notes

		Three X

				Validation

		86.36%

				86.36%

		

		Q10

				You are offered the opportunity to increase the size of the label. Which of the following would you most likely select?

		 

		Percent “1”

		22.73%

				Percent “2”

		50.00%

				Percent “3”

		22.73%

				Percent “4”

		4.55%

				Notes

		72% express a desire for no change or little change, indicating that the label seems to be on the right track for size

				Validation

		100.00%

				100.00%

		

		Q11

				You have also separately been given the opportunity to shrink the label. Which of the following would you most likely select?

		 

		Percent “1”

		50.00%

				Percent “2”

		22.73%

				Percent “3”

		13.64%

				Percent “4”

		9.09%

				Percent “5”

		0.00%

				Notes

		more options but less distribution. Still 72% expressing desire for little or no change, but weighted towards “same”

				Validation

		86.36%

				No-Answers?

		1

				Validation

		100.00%

		

		Q12

				Is it more important for information to be available at the point-of-sale, or for information to be presented in a compact form? “Point of sale” Strongly ← →  “Compact Form” Strongly

		 

		Percent “1”

		13.64%

				Percent “2”

		13.64%

				Percent “3”

		22.73%

				Percent “4”

		9.09%

				Percent “5”

		0.00%

				Percent “6”

		18.18%

				Percent “7”

		13.64%

				Percent “8”

		9.09%

				Percent “9”

		0.00%

				Percent “10”

		0.00%

				Validation

		100.00%

				100.00%

		

		Q13

				Did you find yourself interested in what the icons signified and wanting to know more?

		 

		Percent “Yes”

		77.27%

				Percent “No”

		18.18%

				Notes

		6 “no” is a large number without context, but is a good showing for this. I doubt many are curious about food icons!

												Validation

		95.45%

				Validation

		100.00%

		

		Q14

				Did you understand how you might learn more about what the icons signified?

		 

		Percent “Yes”

		59.09%

				Percent “No”

		40.91%

				Notes

		A pretty even split for an important category to Win. Suggests that improvements to this communication may be needed.

														Validation

		100.00%

				100.00%

		

		Q15

				Did you understand how you may learn more about the security features of a device, even before you purchase it?

		 

		Percent “Yes”

		95.45%

				Percent “No”

		4.55%

				Notes

		A much better result, that indicates some aspect of this communication has done well. Mayb didn’t realise icon definitions could be found in same place?

														Validation

		100.00%

				100.00%

		

		Q16

				Would you prefer the definitions to be included on the label, even if it means that the label were to double in size?

		 

		Percent “Yes”

		45.45%

				Percent “No”

		54.55%

				Notes

		An even split.

														Validation

		100.00%

				100.00%

		

		Q17

				With access to the above meanings of each icon, which of the following devices do you think are suitable? Which would you feel comfortable purchasing in this scenario?

		 

		Percent “A”

		36.36%

				Percent “B”

		4.55%

				Percent “C”

		54.55%

								Validation

		95.45%

				No-Answers?

		1

				Validation

		100.00%

		

		Q18

				Did you feel you could use the Iconography of the label along with the human-readable descriptions to inform your decision?

		 

		Percent “Yes”

		81.82%

				Percent “No”

		13.64%

				Notes

														Validation

		95.45%

				No-Answers?

		1

				Validation

		100.00%

		

		Q19

				Did you find yourself… Checking the meaning of each tick or cross, Counting ticks and crosses, A mix of both?

		 

		Percent “1”

		27.27%

				Percent “2”

		31.82%

				Percent “3”

		40.91%

												Validation

		100.00%

				100.00%

		

		Q20

				How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure?

		 

		Percent Answered

		100.00%

				Percent Blank

		0.00%

				Notes

																Validation

		100.00%

				100.00%

		

		Q21

				Is there anything about this label you feel could be improved?

		 

		Percent Answered

		86.36%

				Percent Blank

		0.00%

				Notes

																Validation

		86.36%

				86.36%

		

		Q22

				Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for understanding device security even before purchase?

		 

		Percent “Yes”

		86.36%

				Percent “No”

		13.64%

				Notes

																Validation

		100.00%

				100.00%

		

		Q23

				which design (figure 1 or figure 2) would you prefer to see further developed and affixed to device packaging?

		 

		Percent “Figure 1”

		13.64%

				Percent “Figure 2”

		86.36%

				Notes

																Validation

		100.00%

				100.00%

		

		Q24

				Informative

		 

		Percent “Left”

		0.00%

				Percent “Right”

		100.00%

				Notes

																Validation

		100.00%

				100.00%

		

		Q25

				Clear

		 

		Percent “Left”

		22.73%

				Percent “Right”

		77.27%

				Notes

																Validation

		100.00%

				100.00%

		

		Q26

				Easy to Understand

		 

		Percent “Left”

		31.82%

				Percent “Right”

		68.18%

				Notes

																Validation

		100.00%

				100.00%

		

		Q27

				Useful

		 

		Percent “Left”

		0.00%

				Percent “Right”

		100.00%

				Notes

																Validation

		100.00%

				100.00%

		

		Q28

				As a professional in the Cyber Security world, do you have any comments on this approach?

		 

		Percent Answered

		54.55%

				Percent Blank

		0.00%

				Notes

																Validation

		54.55%

				54.55%

		

		Q29

				Is there any information you feel is missing?

		 

		Percent Answered

		54.55%

				Percent Blank

		0.00%

				Notes

																Validation

		54.55%

				54.55%

		

		Q30

				Is there anything about this label you feel could be improved?

		 

		Percent Answered

		54.55%

				Percent Blank

		0.00%

				Notes

																Validation

		54.55%

				54.55%

		

		Q31

				Do you have any other comments?

		 

		Percent Answered

		36.36%

				Percent Blank

		0.00%

				Notes

																Validation

		36.36%

				36.36%

		

		Q32

				Are there any alternatives you feel would be more appropriate?

		 

		Percent Answered

		40.91%

				Percent Blank

		0.00%

				Notes

																Validation

		40.91%

				40.91%
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		1

		4

		Yes

		Yes

		Yes

		Yes

		-

		Yes

		3

		✔

		✔

		Yes

		2

		Right

		Right

		Left

		Right

		✔

		x

		✔

		✔

		✔

		

		14

		A

		6

		✔

		No

		Right

		Right

		Right

		Left

		Right

		Right

		✔

		1

		2

		7

		Yes

		Yes

		Yes

		No

		C

		Yes

		3

		✔

		✔

		Yes

		2

		Right

		Left

		Left

		Right

		✔

		x

		✔

		✔

		x

		

		15

		B

		8

		✔

		No

		Right

		Right

		Right

		Right

		Right

		Right

		✔

		2

		1

		3

		Yes

		Yes

		Yes

		Yes

		A

		Yes

		1

		✔

		✔

		Yes

		2

		Right

		Right

		Right

		Right

		✔

		✔

		✔

		x

		✔

		

		16

		A

		4

		✔

		No

		Right

		Right

		Right

		Right

		Right

		Right

		✔

		3

		1

		7

		Yes

		No

		Yes

		Yes

		C

		Yes

		3

		✔

		x

		Yes

		2

		Right

		Right

		Right

		Right

		x

		x

		x

		x

		x

		

		17

		A

		6

		✔

		No

		Right

		Right

		Right

		Right

		Right

		Right

		✔

		3

		2

		2

		Yes

		Yes

		Yes

		Yes

		C

		Yes

		1

		✔

		✔

		Yes

		2

		Right

		Right

		Right

		Right

		x

		✔

		✔

		x

		x

		

		18

		A

		6

		✔

		No

		Right

		Right

		Right

		Right

		Right

		Right

		✔

		1

		1

		1

		Yes

		Yes

		Yes

		No

		C

		Yes

		3

		✔

		✔

		Yes

		2

		Right

		Left

		Left

		Right

		✔

		✔

		✔

		✔

		x

		

		19

		A

		9

		✔

		No

		Right

		Right

		Left

		Left

		Right

		Right

		✔

		2

		1

		6

		No

		No

		Yes

		Yes

		B

		No

		3

		✔

		x

		No

		1

		Right

		Right

		Right

		Right

		✔

		✔

		x

		x

		✔

		

		20

		B

		3

		✔

		No

		Right

		Left

		Left

		Left

		Left

		Left

		✔

		4

		1

		1

		Yes

		No

		No

		Yes

		C

		No

		2

		✔

		✔

		No

		1

		Right

		Left

		Left

		Right

		x

		x

		x

		x

		x

		

		21

		B

		4

		✔

		No

		Right

		Right

		Right

		Right

		Right

		Right

		✔

		3

		1

		1

		-

		No

		Yes

		Yes

		A

		Yes

		2

		✔

		✔

		Yes

		2

		Right

		Right

		Right

		Right

		x

		x

		x

		x

		x

		

		22

		B

		3

		✔

		No

		Right

		Right

		Right

		Right

		Right

		Right

		✔

		3

		1

		3

		Yes

		Yes

		Yes

		Yes

		C

		Yes

		3

		✔

		✔

		Yes

		2

		Right

		Right

		Right

		Right

		x

		x

		x

		x

		x

		

		

		Binary Variables.

																																				Ordinal Variables.

				Nominal Variables.

		

		Label

		Q1

		Q2

		Q3

		Q4

		Q5

		Q6

		Q7

		Q8

		Q9

		Q13

		Q14

		Q15

		Q16

		Q18

		Q20

		Q21

		Q22

		Q23

		Q24

		Q25

		Q26

		Q27

		Q28

		Q29

		Q30

		Q31

		Q32

				Age

		Calibration level

		Q10

		Q11

		Q12

						Q17

		Q19

		

		0

		1

		0

		0

		1

		1

		0

		0

		0

		1

		0

		0

		1

		0

		0

		1

		1

		0

		0

		1

		0

		1

		1

		0

		0

		0

		0

		0

				0

		5

		1

		3

		3

						2

		2

		

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

				0

		3

		1

		1

		5

						2

		2

		

		2

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		0

		1

		1

		1

		1

		0

		1

		1

		1

		1

		0

		0

				0

		5

		0

		1

		7

						0

		1

		

		3

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

				1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

				0

		5

		2

		0

		2

						0

		1

		

		4

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

				0

		7

		0

		2

		6

						0

		0

		

		5

		1

		0

		1

		1

		1

		0

		1

		1

		0

		0

		0

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		0

		0

		0

		0

				0

		5

		1

		3

		1

						0

		0

		

		6

		1

		0

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		0

		0

		1

		1

		1

		1

		1

		1

				0

		4

		1

				5

						2

		1

		

		7

		1

		0

		1

		1

		1

		1

		1

		1

		1

		0

		0

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		0

		0

		0

		0

				0

		5

		1

		0

		2

						2

		1

		

		8

		0

		0

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

				0

		7

		0

		2

		7

						2

		0

		

		9

		1

		0

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		0

		1

		0

				0

		5

		1

		2

		2

						0

		0

		

		10

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		0

				0

		4

		1

		1

		1

						0

		1

		

		11

		1

		0

		1

		1

		1

		0

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		0

		1

				0

		7

		1

		0

		5

						2

		2

		

		12

		1

		1

		1

		1

				1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		0

		1

		1

		1

				0

		4

		1

		0

		3

								2

		

		13

		1

		0

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		0

		0

		1

		1

		0

		1

		1

		0

				0

		5

		0

		1

		6

						2

		2

		

		14

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

				1

		7

		1

		0

		2

						0

		0

		

		15

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		0

		0

		0

		0

		0

				0

		3

		2

		0

		6

						2

		2

		

		16

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		0

		0

				0

		5

		2

		1

		1

						2

		0

		

		17

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		1

		1

		1

		1

		1

		1

		0

		0

		1

		1

		1

		1

		1

		0

				0

		5

		0

		0

		0

						2

		2

		

		18

		1

		0

		1

		1

		0

		0

		1

		1

		1

		0

		0

		1

		1

		0

		1

		0

		0

		0

		1

		1

		1

		1

		1

		1

		0

		0

		1

				0

		8

		1

		0

		5

						1

		2

		

		19

		1

		0

		1

		0

		0

		0

		0

		0

		1

		1

		0

		0

		1

		0

		1

		1

		0

		0

		1

		0

		0

		1

		0

		0

		0

		0

		0

				1

		2

		3

		0

		0

						2

		1

		

		20

		1

		0

		1

		1

		1

		1

		1

		1

		1

				0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		0

		0

		0

		0

				1

		3

		2

		0

		0

						0

		1

		

		21

		1

		0

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		1

		0

		0

		0

		0

		0

				1

		2

		2

		0

		2

						2

		2

		

																																																														Of 6

		Of 11

		Of 4

		Of 5

		Of 10

						Of 3

		

				

		Q1

		

				Binary Variables.

		Ordinal Variables.

		Nominal Variables.

				Correlations

		Q1

		Q2

		Q3

		Q4

		Q5

		Q6

		Q7

		Q8

		Q9

		Q13

		Q14

		Q15

		Q16

		Q18

		Q20

		Q21

		Q22

		Q23

		Q24

		Q25

		Q26

		Q27

		Q28

		Q29

		Q30

		Q31

		Q32

		Age

		Calibration

		Q10

		Q11

		Q12

		Q17

		Q19

		

		Label

		Q1

		Q2

		Q3

		Q4

		Q5

		Q6

		Q7

		Q8

		Q9

		Q13

		Q14

		Q15

		Q16

		Q18

		Q20

		Q21

		Q22

		Q23

		Q24

		Q25

		Q26

		Q27

		Q28

		Q29

		Q30

		Q31

		Q32

		Age

		Calibration

		Q10

		Q11

		Q12

		Q17

		Q19

				Q1

		1.00

				

		1

		2

		1

		1

		2

		2

		1

		1

		1

		2

		1

		1

		2

		1

		1

		2

		2

		1

		1

		2

		1

		2

		2

		1

		1

		1

		1

		1

		1

		6

		2

		4

		4

		3

		3

				Q2

		0.05

		1.00

				

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		1

		4

		2

		2

		6

		3

		3

				Q3

		-0.05

		0.05

		1.00

				

		3

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		1

		2

		2

		2

		2

		1

		2

		2

		2

		2

		1

		1

		1

		6

		1

		2

		8

		1

		2

				Q4

		-0.05

		0.05

		-0.05

		1.00

				

		4

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

				2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		1

		6

		3

		1

		3

		1

		2

				Q5

		-0.07

		0.00

		-0.07

		0.69

		1.00

				

		5

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		1

		8

		1

		3

		7

		1

		1

				Q6

		-0.13

		0.13

		0.36

		0.36

		0.51

		1.00

				

		6

		2

		1

		2

		2

		2

		1

		2

		2

		1

		1

		1

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		1

		1

		1

		1

		1

		6

		2

		4

		2

		1

		1

				Q7

		-0.09

		0.09

		0.55

		0.55

		0.33

		0.35

		1.00

				

		7

		2

		1

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		1

		1

		2

		2

		2

		2

		2

		2

		1

		5

		2

				6

		3

		2

				Q8

		-0.07

		0.07

		0.69

		0.69

		0.45

		0.52

		0.80

		1.00

				

		8

		2

		1

		2

		2

		2

		2

		2

		2

		2

		1

		1

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		1

		1

		1

		1

		1

		6

		2

		1

		3

		3

		2

				Q9

		0.55

		0.09

		-0.09

		-0.09

		-0.13

		0.05

		-0.16

		-0.13

		1.00

				

		9

		1

		1

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		1

		8

		1

		3

		8

		3

		1

				Q13

		-0.11

		0.11

		0.46

		-0.11

		0.25

		0.50

		0.15

		0.26

		0.15

		1.00

				

		10

		2

		1

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		1

		2

		1

		1

		6

		2

		3

		3

		1

		1

				Q14

		-0.18

		0.18

		0.26

		0.26

		0.37

		0.53

		0.21

		0.38

		-0.06

		0.62

		1.00

				

		11

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		1

		1

		5

		2

		2

		2

		1

		2

				Q15

		-0.05

		0.05

		-0.05

		1.00

		0.69

		0.36

		0.55

		0.69

		-0.09

		-0.11

		0.26

		1.00

				

		12

		2

		1

		2

		2

		2

		1

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		1

		2

		1

		8

		2

		1

		6

		3

		3

				Q16

		0.20

		0.24

		0.20

		-0.24

		-0.37

		-0.06

		0.10

		-0.03

		0.36

		0.18

		-0.35

		-0.24

		1.00

				

		13

		2

		2

		2

		2

				2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		1

		2

		2

		2

		1

		5

		2

		1

		4

				3

				Q18

		-0.09

		0.09

		0.55

		0.55

		0.79

		0.65

		0.61

		0.79

		-0.17

		0.49

		0.52

		0.55

		-0.20

		1.00

				

		14

		2

		1

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		1

		1

		2

		2

		1

		2

		2

		1

		1

		6

		1

		2

		7

		3

		3

				Q20

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

				

		15

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		8

		2

		1

		3

		1

		1

				Q21

		-0.09

		0.09

		-0.09

		-0.09

		0.33

		0.05

		-0.16

		-0.13

		-0.16

		0.15

		0.21

		-0.09

		-0.17

		0.22

		0.00

		1.00

				

		16

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		1

		1

		1

		1

		1

		1

		4

		3

		1

		7

		3

		3

				Q22

		-0.09

		0.09

		0.55

		0.55

		0.79

		0.65

		0.61

		0.80

		-0.16

		0.50

		0.48

		0.55

		-0.17

		1.00

		0.00

		0.23

		1.00

				

		17

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		1

		1

		1

		6

		3

		2

		2

		3

		1

				Q23

		-0.09

		0.09

		0.55

		0.55

		0.79

		0.65

		0.61

		0.80

		-0.16

		0.50

		0.48

		0.55

		-0.17

		1.00

		0.00

		0.23

		1.00

		1.00

				

		18

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		2

		2

		2

		2

		2

		2

		1

		1

		2

		2

		2

		2

		2

		1

		1

		6

		1

		1

		1

		3

		3

				Q24

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

				

		19

		2

		1

		2

		2

		1

		1

		2

		2

		2

		1

		1

		2

		2

		1

		2

		1

		1

		1

		2

		2

		2

		2

		2

		2

		1

		1

		2

		1

		9

		2

		1

		6

		2

		3

				Q25

		-0.12

		0.12

		0.40

		0.40

		0.20

		0.40

		0.73

		0.58

		-0.22

		0.01

		-0.01

		0.40

		0.28

		0.41

		0.00

		-0.22

		0.42

		0.42

		0.00

		1.00

				

		20

		2

		1

		2

		1

		1

		1

		1

		1

		2

		2

		1

		1

		2

		1

		2

		2

		1

		1

		2

		1

		1

		2

		1

		1

		1

		1

		1

		2

		3

		4

		1

		1

		3

		2

				Q26

		-0.15

		-0.32

		-0.15

		0.32

		0.15

		0.02

		0.30

		0.12

		-0.27

		-0.34

		-0.17

		0.32

		0.04

		0.04

		0.00

		0.01

		0.01

		0.01

		0.00

		0.56

		1.00

				

		21

		2

		1

		2

		2

		2

		2

		2

		2

		2

				1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		1

		1

		1

		1

		2

		4

		3

		1

		1

		1

		2

				Q27

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

		0.00

				

		22

		2

		1

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		2

		1

		1

		1

		1

		1

		2

		3

		3

		1

		3

		3

		3

				Q28

		-0.20

		0.20

		0.24

		0.24

		0.02

		0.06

		0.17

		0.35

		0.17

		0.32

		0.35

		0.24

		-0.08

		0.16

		0.00

		-0.10

		0.17

		0.17

		0.00

		-0.06

		-0.43

		0.00

		1.00

				

				Of 2

		Of 6

		Of 11

		Of 4

		Of 5

		Of 10

		Of 3

				Q29

		-0.20

		-0.24

		0.24

		0.24

		0.05

		0.26

		0.17

		0.35

		-0.10

		0.32

		0.35

		0.24

		-0.08

		0.16

		0.00

		-0.10

		0.17

		0.17

		0.00

		0.16

		-0.04

		0.00

		0.45

		1.00

				

				Q30

		-0.20

		0.20

		0.24

		0.24

		0.34

		0.47

		0.17

		0.35

		0.17

		0.56

		0.73

		0.24

		-0.27

		0.43

		0.00

		0.17

		0.44

		0.44

		0.00

		-0.06

		-0.43

		0.00

		0.63

		0.45

		1.00

				

				Q31

		0.16

		0.29

		0.16

		0.16

		0.23

		0.25

		0.03

		0.24

		0.03

		0.38

		0.44

		0.16

		-0.31

		0.29

		0.00

		0.30

		0.30

		0.30

		0.00

		-0.27

		-0.50

		0.00

		0.31

		0.12

		0.50

		1.00

				

				Q32

		-0.26

		0.26

		0.18

		0.18

		-0.08

		0.09

		0.06

		0.26

		0.06

		0.18

		0.13

		0.18

		0.17

		0.04

		0.00

		0.06

		0.06

		0.06

		0.00

		0.23

		-0.03

		0.00

		0.76

		0.39

		0.39

		0.14

		1.00

				

				Age

		0.10

		-0.10

		0.10

		-0.46

		-0.26

		0.02

		-0.16

		-0.26

		0.19

		0.20

		-0.09

		-0.46

		0.52

		-0.15

		0.00

		0.19

		-0.16

		-0.16

		0.00

		-0.03

		0.07

		0.00

		-0.28

		-0.28

		-0.28

		-0.36

		-0.15

		1.00

				

				Calibration

		-0.30

		-0.11

		-0.02

		0.38

		-0.03

		-0.20

		0.28

		0.26

		-0.21

		-0.26

		0.02

		0.38

		-0.12

		-0.05

		0.00

		-0.13

		-0.04

		-0.04

		0.00

		0.21

		0.23

		0.00

		0.52

		0.63

		0.18

		-0.21

		0.49

		-0.39

		1.00

				

				Q10

		0.30

		-0.03

		0.03

		-0.53

		-0.36

		-0.06

		-0.29

		-0.36

		0.21

		0.03

		-0.49

		-0.53

		0.70

		-0.32

		0.00

		0.05

		-0.29

		-0.29

		0.00

		0.06

		0.08

		0.00

		-0.59

		-0.36

		-0.47

		-0.21

		-0.21

		0.54

		-0.59

		1.00

				

				Q11

		-0.26

		-0.18

		-0.49

		0.18

		0.28

		-0.22

		-0.22

		-0.22

		-0.62

		-0.32

		0.12

		0.18

		-0.67

		-0.06

		0.00

		0.19

		-0.08

		-0.08

		0.00

		-0.09

		0.30

		0.00

		-0.18

		0.01

		0.01

		-0.07

		-0.14

		-0.39

		0.21

		-0.39

		1.00

				

				Q12

		-0.36

		-0.02

		0.02

		0.30

		0.10

		-0.03

		0.10

		0.24

		-0.02

		0.14

		0.20

		0.30

		-0.25

		0.11

		0.00

		-0.48

		0.10

		0.10

		0.00

		0.10

		-0.02

		0.00

		0.56

		0.17

		0.25

		-0.07

		0.44

		-0.45

		0.38

		-0.53

		0.17

		1.00

				

				Q17

		-0.19

		0.00

		-0.19

		-0.19

		-0.10

		-0.20

		-0.35

		-0.27

		0.22

		0.00

		-0.03

		-0.19

		0.03

		-0.19

		0.00

		0.08

		-0.20

		-0.20

		0.00

		-0.47

		-0.09

		0.00

		-0.01

		-0.33

		-0.11

		-0.04

		-0.05

		-0.10

		-0.23

		0.10

		-0.18

		0.17

		1.00

				

				Q19

		0.30

		0.23

		-0.23

		0.04

		-0.16

		-0.27

		-0.10

		-0.14

		0.55

		-0.06

		-0.20

		0.04

		0.18

		-0.26

		0.00

		-0.26

		-0.26

		-0.26

		0.00

		-0.31

		-0.25

		0.00

		0.15

		-0.41

		-0.18

		0.22

		-0.03

		-0.08

		-0.29

		0.05

		-0.42

		0.15

		0.53

		1.00

		

						Do you have any differences in expectations for devices A and B?

		Was it apparent to you that these devices were rated for the same level of protection?

		Which label do you believe would be most useful for distinguishing between the old “Plex: Home Edition” and the new “Plex 2.0”?

		More informative for Cyber Security features for a given product?

		Clearly conveyed Cyber Security features for a given product?

		Easier to understand what Cyber Security features were included for a given product?

		Useful for making purchasing choices when Cyber Security is a concern?

		Which label would you rather see implemented, and visible on the external packaging of devices?

		Which label do you feel most conveys the inclusion of these security features?

		You are offered the opportunity to increase the size of the label. Which of the following would you most likely select?

		You have also separately been given the opportunity to shrink the label. Which of the following would you most likely select?

		Is it more important for information to be available at the point-of-sale, or for information to be presented in a compact form? “Point of sale” Strongly ← →  “Compact Form” Strongly

		Did you find yourself interested in what the icons signified and wanting to know more?

		Did you understand how you might learn more about what the icons signified?

		Did you understand how you may learn more about the security features of a device, even before you purchase it?

		Would you prefer the definitions to be included on the label, even if it means that the label were to double in size?

		With access to the above meanings of each icon, which of the following devices do you think are suitable? Which would you feel comfortable purchasing in this scenario?

		Did you feel you could use the Iconography of the label along with the human-readable descriptions to inform your decision?

		Did you find yourself… Checking the meaning of each tick or cross, Counting ticks and crosses, A mix of both?

		How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure?

		Is there anything about this label you feel could be improved?

		Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for understanding device security even before purchase?

		which design (figure 1 or figure 2) would you prefer to see further developed and affixed to device packaging?

		Informative

		Clear

		Easy to Understand

		Useful

		As a professional in the Cyber Security world, do you have any comments on this approach?

		Is there any information you feel is missing?

		Is there anything about this label you feel could be improved?

		Do you have any other comments?

		Are there any alternatives you feel would be more appropriate?

		Do you have any differences in expectations for devices A and B?

		Was it apparent to you that these devices were rated for the same level of protection?

		

				This is bad statistics...but with a small sample size like this, it shouldn’t matter.
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(Version 3, Date: 24/09/2021)





Project Title:



Analysis of a Cyber Security oriented label for Internet of Things devices



Contact Details:

mathew.estienne@swansea.ac.uk





									           Please initial box



1. I confirm that I have read and understood the information sheet dated

22/09/2021 for the above 

	study and have had the opportunity to ask questions.



2. I understand that my participation is voluntary and that I am free to

withdraw at any time, without giving any reason, without my medical

care or legal rights being affected.



3. I understand that sections of any of data obtained may be looked

at by responsible individuals from Swansea University or

from regulatory authorities where it is relevant to my taking part in 

research.  I give permission for these individuals to have access to

these records.



4. I agree to take part in the above study.





_____________________________	________________	________________________

Name of Participant			Date			Signature 



Mathew Estienne_______________	24/09/2021______	Mathew Estienne_______  __

Name of Person taking consent		Date			Signature 



Mathew Estienne_______________	24/09/2021______	Mathew Estienne__________

Researcher				Date			Signature 













Personal data collected on this form will be processed in line with the General Data Protection Regulation 2016 and the Data Protection Act 2018. Further information about how your data is managed is available on the University Research Privacy Notice.  



https://www.swansea.ac.uk/about-us/compliance/data-protection/research-privacy-notice/
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PARTICIPANT INFORMATION SHEET

(Version 2, Date: 22/09/2021)

					

Project Title:

Analysis of a Cyber Security oriented label for Internet of Things devices



Contact Details:

mathew.estienne@swansea.ac.uk



1. Invitation Paragraph

Thank you for offering to take part in this focus group, and to help shape the potential future designs of consumer-friendly security information. Currently, there is very little that can be done before buying a device to try and determine what standard of security you may expect. However, this is set to change, with the introduction of minimum requirements for security before being allowed to sell devices in the UK. As part of this initiative, the UK Government has tasked the Department for Culture, Media and Sport with determining the best ways of showing these improvements to the consumer. This study focuses on the current favoured solution, a label adhered to the box, and what shape this might take in future. 



2. What is the purpose of the study?

There are multiple proposed labels for improving the visibility of Cyber Security to consumers at the point of sale. This study is intended as a pilot to gain initial insight into which designs are most suitable for carrying forward into future experiments. 



3. Why have I been chosen?

Participants were chosen as those with experience in Cyber Security as a discipline, such that the designs and questions on-display may be considered subjected to expert review. 



4. What will happen to me if I take part?

Participants will be asked to answer the questions presented to them as best as they can, with answers as detailed as they can manage. Discussion between participants is encouraged, such that collective suggestions and observations may be made. 



5. Will my taking part in the study be kept confidential?

All information collected will be presented in an anonymised fashion, with all identifiers stripped, and presented purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the report as-is. These comments will still not be tied directly to your identity, but adjacent information may be used if it provides additional context or understanding to your answer (for example, if someone has previous experience with Cyber Security legislation, it may be valuable to include this with their comments in the report). If any participant wishes, they can withdraw their consent at any time, even after the focus group interview. Your comments will not make their way into the final report.



For this focus group, no demographics information will be collected, but the collective group will be referred to as “Cyber Security Researchers”. Individual participants will be labelled where needed by Letter/Number, not name. 

6. What if I have any questions?

Any further information can be obtained by contacting the researcher (mathew.estienne@swansea.ac.uk)
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REMINDER ON DATA HANDLING
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For this focus group, no demographics information will be collected, but the collective group will be referred to as “Cyber Security Researchers”. Individual participants will be labelled where needed by Letter/Number, not name. 


A/B TESTING

[image: ][image: ]Consider the following scenario: You are handed two boxed products that each contain a different internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure 2). Do you have any differences in expectations for devices A and B? If so, use the text space below the figures to explain. 


Figure 1

Figure 2






The labels you saw previously were actually for the exact same device, a fictional smart hub called “Plex: Home Edition”. Was it apparent to you that these devices were rated for the same level of protection? 

☐			☐
Yes			No

[image: ][image: ]Look now at the following figures, which are the labels applied to the fictional “Plex 2.0” device. Figure 4

Figure 3



As a new version of an existing product, it can be expected to arrive in very similar packaging to the original. However, the company has gone to great effort to improve the security of this new device, to distinguish it amongst its competitors. Which label do you believe would be most useful for distinguishing between the old “Plex: Home Edition” and the new “Plex 2.0”? 

☐			☐
 Left (Figure 3)		Right (Figure 4)

Given your prior knowledge of the original “Plex: Home Edition”, and thinking of the labelling for the “Plex 2.0”, which of the two designs did you find (or would find):

More informative for Cyber Security features for a given product?

☐			☐
 Left			Right



Clearly conveyed Cyber Security features for a given product?

☐			☐
 Left			Right



Easier to understand what Cyber Security features were included for a given product?

☐			☐
 Left			Right



Useful for making purchasing choices when Cyber Security is a concern?

☐			☐
 Left			Right



Which label would you rather see implemented, and visible on the external packaging of devices?

☐			☐
 Left			Right



In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of consumers (when considering devices to purchase) were identified as considering security features to be important in their decision-making process. Which label do you feel most conveys the inclusion of these security features? Elaborate if possible. 






LABEL DESIGN

The current proposed size of the label featured in Figure 2 and Figure 4 is A6, approximately the size of a hand with fingers held together. However, the details of the security features for the device are not included, and have to be looked up on a .gov.uk website (or retrieved from the device manufacturer). 

You are offered the opportunity to increase the size of the label. Which of the following would you most likely select? 

☐ No change	

☐ Slightly larger, with a little more information		

☐ Larger, with lots more information (For example, the definition of each requirement without having to check online)	

☐ Much larger, almost all information available on label. 

You have also separately been given the opportunity to shrink the label. Which of the following would you most likely select?

☐ No change

☐ Slightly smaller, no detail lost but less whitespace between information

☐ Smaller, less visible iconography, 

☐ Small, only total requirements met, no individual requirements on the label.  

☐ Smallest (a small statement only, “for information, check online at placeholder.gov.uk”)



Is it more important for information to be available at the point-of-sale, or for information to be presented in a compact form?

“Point of sale” Strongly							“Compact Form” Strongly

☐	 ☐	☐	☐	☐	☐	☐	☐	☐	☐	
1	  2   	 3	 4	 5	 6	 7	 8	 9	10      

		 		




The design of the icons in this label was intended to promote curiosity. Did you find yourself interested in what the icons signified and wanting to know more?

☐			☐
Yes			No

Did you understand how you might learn more about what the icons signified?

☐			☐	    
Yes			No

Did you understand how you may learn more about the security features of a device, even before you purchase it?

☐			☐
Yes			No

The full meaning of each icon can be found alongside the full report for the device, on the .gov.uk website (or by contacting the device manufacturer). This choice was made as icons are language independent, and the webpage can dynamically translate to a desired language. Would you prefer the definitions to be included on the label, even if it means that the label were to double in size? (The full report would also still be available online).

☐			☐	   
Yes			No



The following two pages is an excerpt from the mentioned online report that would exist for each device, with a more human-readable description of each icon (corresponding to the label) in the left column. In a real version of this report, each code in the column “Covered Requirements” would have a full description of exactly what was being tested, and whether the product passed, but for this survey you only need to pay attention to the left column. During the next few questions, you may need to look back at this.




		Requirement

		Covered Requirements



		[image: ]1) No default password

		GP-TM-09, GP-TM-22, GP-TM-23, GP-TM-25, GP-TM-26, REQ-1.



		[image: ]
2) Implement a vulnerability disclosure policy


		GP-OP-06, GP-OP-07, GP-OP-08, GP-PS-06, GP-TM-57, REQ-2.



		[image: ]3) Keep software updated

		GP-OP-01, GP-OP-02, GP-TM-18, GP-OP-03, GP-TM-19, GP-TM-20, REQ-3.



		[image: ]4) Securely store credentials and security-sensitive data

		GP-TM-24, GP-TM-35, GP-TM-49, GP-TM-40, REQ-4. 



		[image: ]5) Communicate securely 

		GP-TM-34, GP-TM-39, GP-TM-36, GP-TM-37, GP-TM-38, GP-TM-41, GP-TM-52, GP-OP-04, GP-TM-07, REQ-5.



		[image: ]6) Minimise exposed attack surfaces 



		GP-TM-33, GP-TM-50, GP-TM-45, GP-TM-43, GP-PS-12, GP-TM-08, GP-TM-30, REQ-6.



		[image: ]7) Ensure software integrity 

		GP-TM-03, GP-TM-04, GP-TM-06, GP-TM-01, GP-TM-02, GP-TM-05, GP-TM-16, GP-TM-28, GP-TM-56, REQ-7.



		[image: ]8) Ensure that personal data is protected 

		GP-TM-10, GP-TM-13, GP-OP-12, GP-TM-11, GP-OP-13, GP-PS-08, GP-PS-09, GP-TM-12, GP-OP-09, GP-OP-10, GP-TM-14, 
REQ-8. 



		[image: ]9) Make systems resilient to outages 

		GP-TM-15, GP-TM-17, GP-PS-03, GP-PS-04.



		[image: ]10) Monitor system telemetry data



		GP-TM-51, GP-TM-55, GP-OP-05, GP-PS-05, GP-TM-31, GP-TM-32.



		[image: ]11) Validate input data



		GP-TM-54, GP-PS-01, GP-TM-42, GP-PS-02, GP-PS-07, GP-PS-11, GP-TM-21, GP-TM-44, GP-TM-53.



		[image: ]12) IT Security Architecture



		GP-PS-10, GP-TM-48.



		[image: ]13) Identity and Access Management 

		GP-TM-27, GP-TM-29.



		[image: ]14) Security Governance & Risk Management 

		GP-TM-47, GP-OP-11, GP-OP-14.










INTERPRETING LABEL

[image: ][image: ][image: ]Your business has need of a “Plex: Business Edition” device in the office, as customers have been requesting its functionality. There are many to choose from in the store, and you can purchase only one. With access to the above meanings of each icon, which of the following devices do you think are suitable? Which would you feel comfortable purchasing in this scenario? Option A

Option B



Option C



       	☐					☐				☐
        Option A				        Option B			        Option C




Ultimately, the answer to the prior question matters less than the process. Did you feel you could use the Iconography of the label along with the human-readable descriptions to inform your decision? 

☐			☐	   
Yes			No

The security requirements were grouped such that they are each intended to be viewed as roughly equal importance, counting ticks and crosses rather than checking for an individual tick or cross being present. When trying to decide on a product, did you find yourself…

☐ Counting ticks and crosses

☐ Checking the meaning of each tick or cross

☐ A mix of both



How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements. 



Is there anything about this label you feel could be improved?



Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for understanding device security even before purchase?

☐			☐	   
Yes			No

For all the mentioned theoretical devices, whether 3 requirements met or all 14, the current DCMS proposed label would each label them all identically (with the label from figure 1). 

If you had a choice, which design (that featured in figure 1 or the label style featured in figure 2) would you prefer to see further developed and affixed to device packaging?

☐			☐	   

         Figure 1		         Figure 2






ALTERNATE LABEL

The following section contains questions designed for Cyber Security professionals to answer. As such, you may find the sudden change of information density uncomfortable. You are under no obligation to fill out any of the following and are reminded of your right to withdraw. 

The label “Figure 2” in prior sections is a prototype label which will be presented in a report on security for “Internet of Things” devices. It is thorough and includes the most up-to-date recommendations from the “Department for Culture, Media and Sport”, The European Union Agency for Cybersecurity (ENISA), as well as recommendations from the researcher. 

[image: ][image: Text

Description automatically generated]The label in “Figure 5” is a proposed label from “Harris Interactive” that would be included on any device that is certified for sale in the UK, and is the current favourite for ratification by legislation. Recognising that this label is currently favoured, an alternate label proposal has also been created (figure 6)Figure 5

Figure 6



Between these labels, which do you feel is most:

Informative

☐			☐
 Left			Right

Clear

☐			☐
 Left			Right

Easy to Understand

☐			☐
 Left			Right

Useful

☐			☐
 Left			Right



The primary focus of this alternate design is to leave the door open to future security improvements for future governments. Things move quickly in the world of CyberSecurity, and new information can render vast quantities of devices previously considered “Secure” as compromised overnight. 

While the Harris Interactive label does not explicitly say “This device is secure”, the implication is that the device is secure until the year it stops receiving security updates. Only the first 3 of 13 requirements are required for that label, as such even while still receiving updates these devices are far from secure. 



To ensure there is a pathway for iterative improvements to these standards, it was deemed more important to know when a device was considered acceptable as the front-and-centre information. Without this change, if in 2025 the Government tightened requirements for the label, there would still be 4 years of devices that met old requirements which are still considered acceptable. 

Justification is that, were a future government inclined to further tighten security standards, it would be problematic to have prior devices circulating and no easy way to convey they should be decommissioned.  As a professional in the Cyber Security world, do you have any comments on this approach? 



Is there any information you feel is missing? 



Is there anything about this label you feel could be improved?



Do you have any other comments? 



It would be relatively easy to alter which information to include with this proposed stop-gap label. The default choice to go alongside year of certification, based on further bridging the gap between the researchers’ proposal and the DCMA’s proposal, was to specify the expected lifetime for security updates. Prior thoughts have included using “Version X” rather than the year of certification. Are there any alternatives you feel would be more appropriate? 
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REMINDER ON DATA HANDLINGAll information collected will be presented in an anonymised fashion, with all identifiers stripped, and presented purely in statistical fashion. The only exception to this are questions with text answers (For example, “Any other comments”). These will not be presented statistically, but rather analysed for insight, and potentially displayed in the report as-is. These comments will still not be tied directly to your identity, but adjacent information may be used if it provides additional context or understanding to your answer (for example, if someone has previous experience with Cyber Security legislation, it may be valuable to include this with their comments in the report). If any participant wishes, they can withdraw their consent at any time, even after the focus group interview. Your comments will not make their way into the final report.



For this focus group, no demographics information will be collected, but the collective group will be referred to as “Cyber Security Researchers”. Individual participants will be labelled where needed by Letter/Number, not name. 





A/B TESTINGConsider the following scenario: You are handed two boxed products that each contain a different internet connected device. Product A has the left label (Figure 1), while Product B the right label (Figure 2). Do you have any differences in expectations for devices A and B? If so, use the text space below the figures to explain.  Figure 1 



 Figure 2 





The labels you saw previously were actually for the exact same device, a fictional smart hub called “Plex: Home Edition”. Was it apparent to you that these devices were rated for the same level of protection? 

			



Look now at the following figures, which are the labels applied to the fictional “Plex 2.0” device.

  Figure 4 

 Figure 3 



As a new version of an existing product, it can be expected to arrive in very similar packaging to the original. However, the company has gone to great effort to improve the security of this new device, to distinguish it amongst its competitors. Which label do you believe would be most useful for distinguishing between the old “Plex: Home Edition” and the new “Plex 2.0”? 

			



Given your prior knowledge of the original “Plex: Home Edition”, and thinking of the labelling for the “Plex 2.0”, which of the two designs did you find (or would find):

More informative for Cyber Security features for a given product?





Clearly conveyed Cyber Security features for a given product?





Easier to understand what Cyber Security features were included for a given product?





Useful for making purchasing choices when Cyber Security is a concern?





Which label would you rather see implemented, and visible on the external packaging of devices?







In a Harris Interactive survey commissioned by the Department for Culture, Media and Sport, 49% of consumers (when considering devices to purchase) were identified as considering security features to be important in their decision-making process. Which label do you feel most conveys the inclusion of these security features? Elaborate if possible. 



LABEL DESIGNThe current proposed size of the label featured in Figure 2 and Figure 4 is A6, approximately the size of a hand with fingers held together. However, the details of the security features for the device are not included, and have to be looked up on a .gov.uk website (or retrieved from the device manufacturer). 



You are offered the opportunity to increase the size of the label. Which of the following would you most likely select? 

	 	

		



 







You have also separately been given the opportunity to shrink the label. Which of the following would you most likely select?



















Is it more important for information to be available at the point-of-sale, or for information to be presented in a compact form?



“Point of sale” Strongly							“Compact Form” Strongly 

		 		



The design of the icons in this label was intended to promote curiosity. Did you find yourself interested in what the icons signified and wanting to know more?

		

Did you understand how you might learn more about what the icons signified?

		

Did you understand how you may learn more about the security features of a device, even before you purchase it?

		

The full meaning of each icon can be found alongside the full report for the device, on the .gov.uk website (or by contacting the device manufacturer). This choice was made as icons are language independent, and the webpage can dynamically translate to a desired language. Would you prefer the definitions to be included on the label, even if it means that the label were to double in size? (The full report would also still be available online).

		

The following two pages is an excerpt from the mentioned online report that would exist for each device, with a more human-readable description of each icon (corresponding to the label) in the left column. In a real version of this report, each code in the column “Covered Requirements” would have a full description of exactly what was being tested, and whether the product passed, but for this survey you only need to pay attention to the left column. During the next few questions, you may need to look back at this.



		Requirement

		Covered Requirements



		1) No default password

		GP-TM-09, GP-TM-22, GP-TM-23, GP-TM-25, GP-TM-26, REQ-1.



		2) Implement a vulnerability disclosure policy



		GP-OP-06, GP-OP-07, GP-OP-08, GP-PS-06, GP-TM-57, REQ-2.



		3) Keep software updated

		GP-OP-01, GP-OP-02, GP-TM-18, GP-OP-03, GP-TM-19, GP-TM-20, REQ-3.



		4) Securely store credentials and security-sensitive data

		GP-TM-24, GP-TM-35, GP-TM-49, GP-TM-40, REQ-4. 



		5) Communicate securely 

		GP-TM-34, GP-TM-39, GP-TM-36, GP-TM-37, GP-TM-38, GP-TM-41, GP-TM-52, GP-OP-04, GP-TM-07, REQ-5.



		6) Minimise exposed attack surfaces 



		GP-TM-33, GP-TM-50, GP-TM-45, GP-TM-43, GP-PS-12, GP-TM-08, GP-TM-30, REQ-6.



		7) Ensure software integrity 

		GP-TM-03, GP-TM-04, GP-TM-06, GP-TM-01, GP-TM-02, GP-TM-05, GP-TM-16, GP-TM-28, GP-TM-56, REQ-7.



		8) Ensure that personal data is protected 

		GP-TM-10, GP-TM-13, GP-OP-12, GP-TM-11, GP-OP-13, GP-PS-08, GP-PS-09, GP-TM-12, GP-OP-09, GP-OP-10, GP-TM-14, 

REQ-8. 



		9) Make systems resilient to outages 

		GP-TM-15, GP-TM-17, GP-PS-03, GP-PS-04.



		10) Monitor system telemetry data



		GP-TM-51, GP-TM-55, GP-OP-05, GP-PS-05, GP-TM-31, GP-TM-32.



		11) Validate input data



		GP-TM-54, GP-PS-01, GP-TM-42, GP-PS-02, GP-PS-07, GP-PS-11, GP-TM-21, GP-TM-44, GP-TM-53.



		12) IT Security Architecture



		GP-PS-10, GP-TM-48.



		13) Identity and Access Management 

		GP-TM-27, GP-TM-29.



		14) Security Governance & Risk Management 

		GP-TM-47, GP-OP-11, GP-OP-14.









INTERPRETING LABEL

Your business has need of a “Plex: Business Edition” device in the office, as customers have been requesting its functionality. There are many to choose from in the store, and you can purchase only one. With access to the above meanings of each icon, which of the following devices do you think are suitable? Which would you feel comfortable purchasing in this scenario? 

 Option C  Option B  Option A 

 							  



Ultimately, the answer to the prior question matters less than the process. Did you feel you could use the Iconography of the label along with the human-readable descriptions to inform your decision? 

			

The security requirements were grouped such that they are each intended to be viewed as roughly equal importance, counting ticks and crosses rather than checking for an individual tick or cross being present. When trying to decide on a product, did you find yourself…







How do you feel knowing that only the first 3 requirements would have to be met in order for a device to be certified as secure? For context, devices on sale now frequently fail even those first 3 requirements. 

Is there anything about this label you feel could be improved?

Overall, do you feel certain that this label design would be useful for yourself at the point-of-sale for understanding device security even before purchase?

		

For all the mentioned theoretical devices, whether 3 requirements met or all 14, the current DCMS proposed label would each label them all identically (with the label from figure 1). 

If you had a choice, which design (that featured in figure 1 or the label style featured in figure 2) would you prefer to see further developed and affixed to device packaging?

		





ALTERNATE LABELThe following section contains questions designed for Cyber Security professionals to answer. As such, you may find the sudden change of information density uncomfortable. You are under no obligation to fill out any of the following and are reminded of your right to withdraw. 

The label “Figure 2” in prior sections is a prototype label which will be presented in a report on security for “Internet of Things” devices. It is thorough and includes the most up-to-date recommendations from the “Department for Culture, Media and Sport”, The European Union Agency for Cybersecurity (ENISA), as well as recommendations from the researcher. 

The label in “Figure 5” is a proposed label from “Harris Interactive” that would be included on any device that is certified for sale in the UK, and is the current favourite for ratification by legislation. Recognising that this label is currently favoured, an alternate label proposal has also been created (figure 6) Text

Description automatically generatedFigure 5 



 Figure 6 

Between these labels, which do you feel is most:

Informative







Clear







Easy to Understand







Useful





The primary focus of this alternate design is to leave the door open to future security improvements for future governments. Things move quickly in the world of CyberSecurity, and new information can render vast quantities of devices previously considered “Secure” as compromised overnight. 

While the Harris Interactive label does not explicitly say “This device is secure”, the implication is that the device is secure until the year it stops receiving security updates. Only the first 3 of 13 requirements are required for that label, as such even while still receiving updates these devices are far from secure. 





To ensure there is a pathway for iterative improvements to these standards, it was deemed more important to know when a device was considered acceptable as the front-and-centre information. Without this change, if in 2025 the Government tightened requirements for the label, there would still be 4 years of devices that met old requirements which are still considered acceptable. 

Justification is that, were a future government inclined to further tighten security standards, it would be problematic to have prior devices circulating and no easy way to convey they should be decommissioned.  As a professional in the Cyber Security world, do you have any comments on this approach? 

Is there any information you feel is missing? 

Is there anything about this label you feel could be improved?

Do you have any other comments? 





It would be relatively easy to alter which information to include with this proposed stop-gap label. The default choice to go alongside year of certification, based on further bridging the gap between the researchers’ proposal and the DCMA’s proposal, was to specify the expected lifetime for security updates. Prior thoughts have included using “Version X” rather than the year of certification. Are there any alternatives you feel would be more appropriate? 


Transcript

00:00:06 Speaker 1

OK, so I'll just give a brief introduction while you fill out these consent forms.

00:00:17 Speaker 1

Thank you all for volunteering to be part of this group. I'm certain you are all very busy, so I'll try to be as speedy.

00:00:21 Speaker 1

About this as possible. As you saw in the participant information sheet, this focus group is looking into cyber security labelling for IO T.

00:00:28 Speaker 1

Devices. This focus group is in parallel with a wider population survey with the exact same questions. However, unlike with the general population, every answer for yourselves is unconstrained.

00:00:40 Speaker 1

By this I mean that while you will see questions with radio buttons, this is not a constraint on yourselves and you should feel free to discuss any answer.

00:00:48 Speaker 1

Uh, however you wish.

00:00:51 Speaker 1

The intention is to record this discussion such that I can transcribe and analyse it for insight. I'll be screen sharing the questions as we go through them, but I will also send you a copy in ODT and DOCX format in case it's easier for you to read.

00:01:03 Speaker 1

I've tried to add plenty of white space as well into the  document for your own comments in case you wanted some space to write your own notes.

00:01:10 Speaker 1

Or if there are any comments you wish to make, but you do not wish to share with the group.

00:01:14 Speaker 1

Uh, here are those copies now.

00:01:21 Speaker 1

Uh, I can send any figure displayed within the document to you in its original size. If anyone would like a closer look.

00:01:27 Speaker 1

I understand screen share can be a poor experience for such things. Additionally, if you would like to know more about adjacent material, I believe I have materials on hand that could answer most questions you may conjure. This is most likely to come relevant towards the middle.

00:01:39 Speaker 1

End of the session.

00:01:41 Speaker 1

And with that, as soon as I receive the last consent form back, uh, we can begin. So does anyone have any questions before we start?

00:01:54 Speaker 1

OK, shall we do the consent forms as coming back via e-mail just to make things a little bit smoother here at the beginning.

00:02:10 Speaker 1

OK.

00:02:18 Speaker 1

Well, how I will handle that is if anyone chooses not to sign the consent form or anything of that nature and does not wish to be involved, I will withdraw them and all that feedback. Everything they have said. I'm recording the audio stream separately so I can literally.

00:02:36 Speaker 1

Delete a participant if need be.

00:02:43 Speaker 1

Uh, so for time because we're already on 11 minutes past. This is all information that you already had in your information sheet and it was just a reminder on the data handling and how I'm going to process things and we can get right into things here with some AB testing.

00:03:01 Speaker 1

So consider the following scenario. You are handed 2 box products that each contain a different Internet connected device. Product A has left label product B the right label. Do you have any differences in expectations for these devices A&B and if so

00:03:19 Speaker 1

Feel free to discuss.

00:03:35 Speaker 1

Is that visible and everything on the screen share, yeah?

00:03:46 Speaker 1

Can people hear me?

00:03:49 Speaker 2

Yes, I'm I'm trying to digest what?

00:03:52 Speaker 1

OK.

00:03:53 Speaker 2

What the right hand label tries is trying to tell me.

00:03:57 Speaker 3

Same here.

00:03:59 Speaker 1

Uh, I can.

00:04:00 Speaker 2

It's like there's there's a lot more information on that.

00:04:03 Speaker 2

But whether I know what the information that's trying to be conveyed to me means.

00:04:10 Speaker 2

I'm not necessarily sure.

00:04:12 Speaker 1

That's fine, it is somewhat understandable at this stage. It is somewhat of a drip feed through here of adding the layers on top to end up with the final package.

00:04:31 Speaker 1

At this point, it's just about your expectations. If you saw these side by side, is there anything different you would expect?

00:04:48 Speaker 2

I don't know what. What would I expect it, it looks like the the right one. Someone has put a lot more consideration into what the features are. On the left hand side it's pretty much open to interpretation. What does important security features mean?

00:05:10 Speaker 1

Does anyone else have anything they want to add to that before?

00:05:17 Speaker 1

OK.

00:05:21 Speaker 1

So it is.

00:05:22 Speaker 3

I have actually one thing.

00:05:23 Speaker 3

I had to say about the right figure now. Sorry, right, right? Figure like Figure 2.

00:05:28 Speaker 3

If you look at the second to last row where you have a clear create like 3 of 14 requirements met past.

00:05:37 Speaker 3

What are these three requirements right away?

00:05:40 Speaker 3

Uh, vague information.

00:05:46 Speaker 3

In my opinion.

00:05:48 Speaker 1

OK.

00:05:50 Speaker 3

So one more thing here, United Kingdom IoT security certification scheme. There are actually many like standardisation bodies. You know those are somehow certifying the security of any IoT product. I believe you know people would have people or actually any consumer wants to well.

00:06:10 Speaker 3

Being at the security side that I would like to see OK who has like which company has certified that.

00:06:17 Speaker 3

Security security of the device.

00:06:20 Speaker 3

This would be kind of, you know, like.

00:06:23 Speaker 3

So a bit of a.

00:06:27 Speaker 3

Requirement for me.

00:06:28 Speaker 3

I would like to see a paper that this is certified by CC like common criteria or it is being certified by something else actually.

00:06:36 Speaker 3

Yeah.

00:06:36 Speaker 1

So something like company logos, things like that maybe say something like this is an ETSI standard or something saying this is a standard approved by other companies.

00:06:46 Speaker 3

Yeah, if it doesn't make sense actually.

00:06:50 Speaker 1

So those labels were actually for the exact same device they were trying to convey the exact same level of security.

00:06:57 Speaker 1

Was it apparent at all that they were trying to show the same level of security?

00:07:10 Speaker 2

Well, to me no.

00:07:15 Speaker 4

For me, no.

00:07:15 Speaker 3

Likewise

00:07:18 Speaker 1

Yeah, that's generally expected. It seems to be where most people seem to be falling on that question. Uh, so now we have a new device the Plex 2.0 and we have some fresh figures. It is not a mistake. These are fresh figures. Uh, for the Plex 2.0.

00:07:40 Speaker 1

So, it's a new version of an existing product. It can be expected to arrive in very similar packaging to the original.

00:07:47 Speaker 1

However, the company has gone to great effort to improve the security of this new device to distinguish it amongst its competitors.

00:07:53 Speaker 1

Which label do you believe would be most useful for distinguishing between those and do you have any other comments in that regard?

00:08:27 Speaker 3

I would go for actually, right.

00:08:36 Speaker 2

Yeah, clearly Figure 4.

00:08:47 Speaker 1

OK, so so we have here just to try and prompt people to discuss these kind of things. A bit of left right.

00:08:54 Speaker 1

Which you feel does the job for this particular thing better, but we'll skip over that to try and keep things.

00:09:02 Speaker 1

Moving quickly for you.

00:09:04 Speaker 1

Uh, so something here that was more for regular consumers rather than cyber security researchers is that one of the.

00:09:13 Speaker 1

The research reports that informed the left design that is figure one and Figure 3.

00:09:21 Speaker 1

Was a Harris Interactive survey commissioned by the department for digital, culture, media and sport.

00:09:27 Speaker 1

And part of the design of that label though how it came to be such, is that 49% of consumers.

00:09:35 Speaker 1

Uh would self identify as considering security features to be important in their decision making process.

00:09:44 Speaker 1

Which label design do you feel most conveys the inclusion of those security features or otherwise would assuage those fears about security features.

00:10:05 Speaker 2

Probably more informative Figure 4, I'd say, however more eye catching, more likely to be noticed is Figure 3 because Figure 4 seems to become something like the fine print in.

00:10:21 Speaker 2

Uh, in contracts that nobody reads and just imagine there was even more information on a small space on on some packaging because of the I I don't know what size would this be on the packaging I can't imagine.

00:10:39 Speaker 2

Many companies, many retailers wanting to use up a lot of space on small packaging to convey these details.

00:10:50 Speaker 3

That's true.

00:10:52 Speaker 3

For example.

00:10:55 Speaker 3

So, for example, the RFID tag actually.

00:10:59 Speaker 3

The on the.

00:11:00 Speaker 3

Packaging it will be really very hard to.

00:11:02 Speaker 3

You know, like print.

00:11:05 Speaker 1

Yes, this is something that actually came up in the other focus group as well is something like we have a lot of very small packaging as well for some IoT devices, so there is actually something towards the end as well.

00:11:18 Speaker 1

To potentially address some of that, but the size of this one is actually around A6, so size of a hand with fingers held together.

00:11:29 Speaker 1

But it does not include the details on that label of what security features actually are. It does not include a lot of information.

00:11:39 Speaker 1

The idea is it will be a 2 tier system. You would have the a6 label on the package and you would be able to if you were so inclined and decide to do so, you would be able to look up on a .gov.uk website this device using the.

00:11:58 Speaker 1

Code at the bottom.

00:12:01 Speaker 1

And and be able to get a full report for the device.

00:12:07 Speaker 1

Uh, so we get a little bit into now.

00:12:11 Speaker 1

Uh, size of the label here. Uhm so.

00:12:19 Speaker 1

Would you prefer to see a label larger with more information? Smaller, less iconography. What sort of things would you like to see? What sort of changes?

00:12:46 Speaker 1

So for example, if we made it slightly larger, the little more information would be a few English words of what this actually is, for example.

00:12:57 Speaker 1

No default passwords. Three words are included along with it.

00:13:03 Speaker 1

Uh, we could make this smaller as well.

00:13:10 Speaker 1

And reduce the amount of information on the label.

00:13:20 Speaker 3

Well, in my opinion very hard to say because of you know it's much more depend on the in the package.

00:13:27 Speaker 3

So, for example, I have this small device, yeah?

00:13:31 Speaker 3

And when I look at a tree.

00:13:33 Speaker 3

OK like all the.

00:13:35 Speaker 3

Things which are printed here. They are also quite useful.

00:13:39 Speaker 3

So I don't.

00:13:40 Speaker 3

Know actually which side would would fit there and this is still the box has actually like enough big size, but there are actually many other devices which have very like small packaging.

00:13:53 Speaker 3

So it's much more dependant on the on the.

00:13:55 Speaker 3

Package packet also. Yeah OK how big or small the packet is.

00:14:01 Speaker 1

So for now, we'll go with presuming the box is large enough to accommodate, which is obviously a big presumption.

00:14:08 Speaker 1

There is again at the end, a smaller alternate version as well that would accommodate even something as small as about this big.

00:14:19 Speaker 2

I think to me the problem is more information is better for the consumer, but an information overload on the packaging.

00:14:27 Speaker 2

And if you look at, for example the the the, the light bulb that Pradeep just showed, it's got the energy consumption information as well. Quite big on the packaging. My feeling is.

00:14:39 Speaker 2

Kind of concise information printed on the packaging or labelled on the packaging, with ideally from a kind of a modern consumer perspective. A QR code that can then give me lots more information and maybe even different levels of information.

00:14:59 Speaker 2

That I'm interested in because if if I'm a layperson, I might not know what the details are, but if I'm an expert I might do know these and might want to know what kind of.

00:15:12 Speaker 2

Standards the the product complies with and what what the security features are.

00:15:21 Speaker 1

So going towards quite a lot smaller here, maybe just a total requirements met, or even just a small statement.

00:15:32 Speaker 1

For information check online at placeholder.gov.uk or a QR code or something of that nature.

00:15:38 Speaker 2

Yeah, I think it needs to be easy to access, so QR code I think would be what most most people can deal with.

00:15:47 Speaker 2

These days

00:15:50 Speaker 1

OK.

00:15:51 Speaker 1

So this was just again to try and draw out more information from people before moving. Now to the second tier for the label. So this is that online accompaniment I mentioned.

00:16:07 Speaker 1

Uh, where.

00:16:09 Speaker 1

It has the human readable definition of what these are. What these icons actually mean. Things like that. And if you were so inclined, you could go all the way down, and viewing how each individual requirement.

00:16:25 Speaker 1

Into what each individual requirement is composed of what sort of things that may have actually.

00:16:32 Speaker 1

Passed failed. This kind of thing up. So this is the human readable description for each icon.

00:16:47 Speaker 1

We have here just the what the requirements and if this was actually the interactive website, you would be able to say click GPTMO9 and upwould pop GPTMO9 what this is what it means.

00:17:02 Speaker 1

Uh, that kind of information here.

00:17:06 Speaker 1

So this is for the full 14 requirements there.

00:17:11 Speaker 1

Uh, so this is what you would have on the .gov website alongside to actually see what the definitions are.

00:17:20 Speaker 1

And what has passed failed, things like that.

00:17:25 Speaker 1

I I would normally do a little exercise here. Uh, I think that because time I will have to skip over this, but I normally get people to actually try using this system because in using the system see how.

00:17:44 Speaker 1

Uh, you can sometimes find, like, uh, I found this quite difficult. This quite easy.

00:17:51 Speaker 1

Uh, so the exercise is for Plex Business Edition. These three are on the shelves.

00:18:01 Speaker 1

Which do you think is the most suitable?

00:18:03 Speaker 1

You've got the information on hand. You've got that website.

00:18:10 Speaker 1

And which you feel is suitable for this particular use case.

00:18:14 Speaker 1

Again, this is less about choosing the right option. More about actually using the system to try and get additional insight, but it is quite lengthy, so I'll skip over that for you guys.

00:18:31 Speaker 1

And we will move down to here so.

00:18:38 Speaker 1

Thinking back so figure one and figure 3. Those really small lozenge labels.

00:18:44 Speaker 1

And next to it you had Figure 2 where it only had three ticks.

00:18:51 Speaker 1

And I mentioned they were trying to convey the same level of security.

00:19:00 Speaker 1

This is because at the moment to be certified that the current proposal going through the UK Government right now is that meeting the first three requirements.

00:19:13 Speaker 1

Of 13

00:19:18 Speaker 1

UH would enable you to put a label on the device.

00:19:23 Speaker 1

Uh, of this nature.

00:19:28 Speaker 1

A certification that your device is actually secure and such.

00:19:34 Speaker 1

Those three requirements are to not have a default password.

00:19:39 Speaker 1

To have a vulnerability disclosure policy and to keep software updated, which is where this security updates until December 2021 comes in.

00:19:52 Speaker 1

So a statement of how long the device will be supported.

00:20:00 Speaker 1

So how do you feel about that?

00:20:04 Speaker 1

That those first three requirements of the 13 being the only necessary ones for certification that you are secure.

00:20:44 Speaker 3

Very hard.

00:20:47 Speaker 3

Because when they go back to the table.

00:20:51 Speaker 3

13 requirements.

00:20:55 Speaker 1

Yes, so this is two different schemes. The UK Government has a 13 requirement list.

00:21:04 Speaker 1

Uh, the one used on the right label has incorporated a lot of additional recommendations from ENISA.

00:21:14 Speaker 1

Uh, two of the original UK requirements were lost, but three additional requirements were added, resulting in the 14.

00:21:54 Speaker 1

Would you like me to leave you a little bit more time on this one to think it over? Or would you rather me move on?

00:22:07 Speaker 3

I would rather like to actually add like one more.

00:22:12 Speaker 3

Additional to the first three requirements please.

00:22:17 Speaker 3

Killed me completely.

00:22:20 Speaker 1

Which one?

00:22:21 Speaker 3

The fifth one.

00:22:23 Speaker 1

The fifth one.

00:22:25 Speaker 1

Yeah, uh, so.

00:22:27 Speaker 1

So if you would like, I can actually show you.

00:22:31 Speaker 1

The so I've mentioned there is a difference here between my 14 and the UK 13 in that I've incorporated a lot of additional European requirements.

00:22:45 Speaker 1

I actually have the complete mapping on hand of all of these so you can see.

00:22:51 Speaker 1

Uh, the number of sorry off the top of my head, I believe.

00:23:00 Speaker 1

To be compliant and pass requirement one for the UK version, I believe only the first three of those European requirements would have to be met.

00:23:14 Speaker 1

For the fifth one, again it's similar sort of ratios going on.

00:23:19 Speaker 1

Uh, so if you are interested I have all that mapping at hand and you can see exactly what the the fifth one is that was.

00:23:28 Speaker 1

Uh, deemed outside the scope for a secure device.

00:23:35 Speaker 3

Well, I can add actually something more here. This is not like OK any requirement, but a simple statement because of like.

00:23:43 Speaker 3

Uh, I OT when we talk about IoT, they are actually like everywhere. Doesn't matter whether it is their like home or it's industrial or it's actually any other critical infrastructure.

00:23:58 Speaker 3

So I don't know, maybe you know if I talk about, let's say, critical infrastructure where maybe availability and integrity.

00:24:07 Speaker 3

Might be a higher priority then.

00:24:12 Speaker 3

Password not default password.

00:24:16 Speaker 3

I don't know.

00:24:21 Speaker 3

Do you have any other opinion here in our room?

00:24:26 Speaker 3

And don't repeat.

00:24:31 Speaker 1

Yeah, that is something that I had considered as well. Is that blanketly stating the first three as being the most important, especially when you bring industry into the mix? Maybe a little.

00:24:47 Speaker 1

Short sighted. For example, one of the requirements is to validate input data. I for sure would not feel comfortable at a steelworks not having validate input data as a as something necessary for this device to be integrated into the network.

00:25:07 Speaker 1

Uhm, there are other similar sort things going on as well. Around here. It's why the design of the right hand label was intended such that you can actually tailor more to what you need.

00:25:23 Speaker 1

Uh, rather than just this device is secure, but you do not know behind that what actually features have gone into this.

00:25:32 Speaker 1

The design of the right hand label has been such that the intention is you can tailor a little bit more to your needs.

00:25:43 Speaker 1

But here is that promised smaller label, so recognising the the current winds are going towards the Harris Interactive label, which Figure 5, a similar.

00:26:00 Speaker 1

A version sort of thing, so again this is a small version of the label, the.

00:26:08 Speaker 1

The idea is trying to get something here that will be to try and prevent harm is kind of the goal of this one.

00:26:20 Speaker 1

Although the Harris Interactive Figure 5 label does not directly say this device is secure, that is certainly implied.

00:26:28 Speaker 1

Uhm, and when reading the surrounding material for this, there is an expectation every two years that the standard will be revised. However, there is no standard information. There is no information about when.

00:26:48 Speaker 1

A device was considered secure. We have seen ourselves with.

00:26:56 Speaker 1

Uhm, some of our larger cyber security breaches that overnight you can have vast quantities of devices now rendered obsolete and insecure and need to have some way of.

00:27:10 Speaker 1

I I feel it would be.

00:27:12 Speaker 1

Quite useful to be able to convey.

00:27:15 Speaker 1

Newer versions of security over just blankly stating.

00:27:21 Speaker 1

Important security features included.

00:27:24 Speaker 1

Uh, so do you have any opinions on this version to label? It's much smaller, able to fit on those small devices where trying to get parity or greater than the Harris Interactive one here.

00:27:44 Speaker 3

#6 is for me.

00:27:50 Speaker 1

#6 is better or #6 is.

00:27:55 Speaker 3

Well, yeah, to me it's it's looks.

00:28:03 Speaker 3

Attractive to me because of like important security protections including.

00:28:09 Speaker 3

And then OK, you have a kind of.

00:28:13 Speaker 3

Information updates until like next.

00:28:16 Speaker 3

Few years.

00:28:20 Speaker 3

These are not possible but still OK.

00:28:23 Speaker 1

OK.

00:28:27 Speaker 1

Does anyone else have any opinions on this particular version of the label?

00:28:32 Speaker 2

But I think I'd agree with <Speaker 3>. The number 6 has a little bit more information without being cluttered and.

00:28:43 Speaker 4

Yeah I would say 6 is more information.

00:28:47 Speaker 4

But it's far too little compared to what.

00:28:50 Speaker 4

We had before.

00:28:53 Speaker 1

There is an interesting compromise that has come from another focus group that I have worked with. So when trying when analysing the large label they took umbrage with pass.

00:29:09 Speaker 1

As a term and would prefer some kind of grading system or like on the energy efficiency of A to F or maybe a numerical 1 to 9 kind of thing where.

00:29:22 Speaker 1

Yeah, we we have set minimums of you. You will meet four security requirements 3  of which must be or you will meet seven requirements, four of which must be to be able to get certain grades. If perhaps one of these Shields was to swap.

00:29:41 Speaker 1

For such an indication of A to F or 1 to 9.

00:29:47 Speaker 1

Would that be a compromise you would find interesting on here?

00:29:56 Speaker 1

Between the large A6 label and this much more compact and clear lozenge.

00:30:08 Speaker 4

I personally would suggest to have something like what we have for food.

00:30:12 Speaker 4

Where there is a so the sum up forms with Green.

00:30:19 Speaker 4

Green, yellow, red and several criteria and maybe as well some percentages or ratings. Some would be something like privacy or.

00:30:31 Speaker 4

Privacy protection.

00:30:34 Speaker 4

Sub sections but not too many.

00:30:37 Speaker 4

So maybe four or five criteria.

00:30:40 Speaker 1

OK.

00:30:45 Speaker 1

Well, what I will do then is I will close the recording here. Does anyone have anything else they would like to state before the recording closes?

00:30:58 Speaker 2

I'm I'm somewhat surprised that there's essentially in in most cases, just yes or no and not.

00:31:07 Speaker 2

Uh, with other labels, for example food labelling, you get some.

00:31:12 Speaker 2

Uh, continuous information. You have some colours that indicate good or bad.

00:31:19 Speaker 2

So the use of colour would be something where where there's something omitted kind of make it red.

00:31:28 Speaker 2

For example.

00:31:32 Speaker 2

And now I know Red is used differently in in different cultures, but.

00:31:38 Speaker 1

It's still better than just a sticker across to be able to have some kind of gradient on there, yeah?

00:31:38 Speaker 4

Yeah, I think that's.

00:31:44 Speaker 4

I think that's the advantage of the food.

00:31:46 Speaker 4

The labelling it has these colours.

00:31:55 Speaker 3

Maybe blue.

00:31:59 Speaker 1

OK.

00:32:01 Speaker 1

Uh, so I will thank everyone for their help and.

00:32:07 Speaker 1

Stop the recording now.




Transcript

00:00:07 Speaker 1

OK, so I'll just give a brief introduction while you fill out your consent forms. Thank you all for volunteering to be part of this group.

00:00:16 Speaker 1

I'm certain you're all very busy, so I'll try to be as speedy about this as possible. 

As you saw in the participant information sheet, this focus group is looking through cyber security labelling.

00:00:25 Speaker 1

For IoT devices.

00:00:27 Speaker 1

This focus group is in parallel with a wider population survey with the same questions. However, unlike with the general population, every answer for you is unconstrained. By this I mean that while you will see questions with radio buttons, this is not a constraint on yourselves and you should feel free to discuss any answer and do something more.

00:00:47 Speaker 1

Wordy if you'd like.

00:00:49 Speaker 1

The intention is to recall these discussions such that I can transcribe and analyse it. I'll be screen sharing the questions as we go through them, but I've already sent you a copy in ODT and Docx format, incase that's easier for you to read.

00:01:02 Speaker 1

I've tried to add plenty of white space in that document, so you can add your own comments as you go along, If you would like, in case you want some write notes, or if there's any comments you wish to

00:01:12 Speaker 1

Make but don't wish to share with the group.

00:01:14 Speaker 1

Uh, any figure in the document I can send you directly as well in their original size. If you would like a closer look, I'm aware screen share can be a poor experience for such things, after all.

00:01:26 Speaker 1

Additionally, if you'd like to know more about adjacent material, I believe I have materials on hand that could answer most questions you can conjure.

00:01:35 Speaker 1

This is most likely to become relevant towards the middle end of the session. You'll probably understand when.

00:01:42 Speaker 1

So with that

00:01:43 Speaker 1

I've received the last consent form. Does anyone have any questions before we start?

00:01:53 Speaker 2

should I have my camera on?

00:01:57 Speaker 1

It's fine either way, whatever you feel.

00:01:58 Speaker 2

I can turn it off if everyone else wants.

00:02:04 Speaker 3

I’ve turned mine off, so yeah.

00:02:06 Speaker 2

Well, there you go.

00:02:09 Speaker 1

OK, so reminder on data handling all the information collected will be presented in an anonymized fashion with all identifiers stripped and presented purely in statistical.

00:02:19 Speaker 1

Fashion. During sections or questions with text answers, which are mostly what you're going to be doing, these will not be presented statistically, but rather analysed for insight and potentially displayed in the report as-is. these comments will still not be tied directly to your identity, but adjacent information may be used, if it provides additional context or understanding to your answer.

00:02:39 Speaker 1

For example, if someone has previous experience with cyber security legislation, it may be valuable to include this with their comments in the report.

00:02:47 Speaker 1

If any participant wishes, they can withdraw their consent at any time, even after this focus group interview, your comments will not make their way into the final report.

00:02:56 Speaker 1

For this focus group, I'm not going to collect any demographic information, but the collective group will be referred to as cyber security.

00:03:07 Speaker 1

Professionals. Individual participants will be labelled by needed by letter/number, not by name.

00:03:15 Speaker 1

OK.

00:03:18 Speaker 1

So, we begin.

00:03:19 Speaker 1

Uh, so, is everyone able to read that fine?

00:03:24 Speaker 2

Yepp.

00:03:26 Speaker 3

Yep, that's good.

00:03:27 Speaker 5

Yep, pretty clear.

00:03:29 Speaker 1

OK, so I'm still going to do the very lecturer thing of reading out the question, but I imagine you've already read it all yourselves anyway.

00:03:36 Speaker 1

So considering the following scenario, you're handed 2 boxed products that each contain a different Internet connected device Products A has the left label, product B the right label. Do you have any differences in expectation for devices A&B?

00:03:50 Speaker 1

Uh, if so, please tell me all about it.

00:03:59 Speaker 2

Does anyone want to lead on this?

00:04:02 Speaker 3

Who’s pulling the short straw I.

00:04:06 Speaker 3

I mean I I.

00:04:06 Speaker 3

Guess I can.

00:04:06 Speaker 1

I will do eenie meenie miney mo in a recording if I have to.

00:04:12 Speaker 3

Sorry, I'll go first. So generally speaking, I'd probably expect the left device.

00:04:18 Speaker 3

To be a bit more basic in functionality than the than the right one.

00:04:23 Speaker 3

In particular I'd probably say the right device wouldn't store credentials, would have some kind of intrusion detection or alerting features, and potentially be configurable, in some regard. Not really sure as I haven’t seen these icons before. Asterisk.

00:04:43 Speaker 3

So yeah, uh, given the choice between the two, I'd probably pick the right one.

00:04:47 Speaker 4

No, there's between the between the two devices. It's obvious that more.

00:04:52 Speaker 4

I I don't say more effort, but more consideration was put into the labelling. So if so, you know what roughly what you'll be getting into, whereas the left hand one important security features is very vague.

00:05:05 Speaker 4

That could that can range from this has a password to this is, you know nuclear launching codes. It's it's very vague and I would not put as much trust in it as the next as the other.

00:05:20 Speaker 2

Well at the end of the day, does vague actually matter that much though 'cause.

00:05:24 Speaker 2

Well, sticker 2.

00:05:25 Speaker 2

3 out of 14 is a pass.

00:05:28 Speaker 2

How does that mean that they have different weightings or like?

00:05:32 Speaker 2

Or do you just need any three? Like where's the priority there? Having an actual date and like and saying hey, this is up to standard as of this time

00:05:43 Speaker 2

I think, gives more of a useful timeframe than any other information that’s there.

00:05:48 Speaker 4

Label has no no no indication of what standard.

00:05:52 Speaker 2

That is true, yeah.

00:05:52 Speaker 4

Could be John down the street’s standard.

00:05:55 Speaker 2

Yeah, whereas the other one that at least specifies.

00:05:58 Speaker 4

You can, yeah it specifies UK, Great Britain, Northern Ireland. There's there's something you can look into if you need to.

00:06:06 Speaker 5

The one on the left just gives me major flashbacks to like the VR supported tags that came with a load of CPU's.

00:06:14 Speaker 5

And it's that generic. What does this even mean?

00:06:17 Speaker 5

You know, OK, it could support anything the one on the

00:06:21 Speaker 5

Right

00:06:22 Speaker 5

you've got the three of 14, which percentage wise not a great set, but for what the standards are, it's clearer compared to the other.

00:06:35 Speaker 4

Figure 2 actually conveys some sort of meaning.

00:06:36 Speaker 5

Hmm

00:06:40 Speaker 4

Figure one is just, you know, a stamp basically.

00:06:40 Speaker 2

Ehh.

00:06:45 Speaker 3

One thing I would point out about Figure 2 is the the fact that there's no security updates at all on it. I'm not saying left one is better because it's obviously it's like.

00:06:55 Speaker 3

Not really that much, but it would be nice to see it like some kind of time frame in the information as well, on Figure 2.

00:07:04 Speaker 5

The only thing I can notice on Figure 2 in the top right is the 2021 certified.

00:07:09 Speaker 1

Yes, I'm sorry if that's a little bit small on the screen share. I can send these uh or magnify a little bit more.

00:07:18 Speaker 5

No to be fair, the the criticism of it. Not saying you know end date of security is very, very valid for this though.

00:07:26 Speaker 4

Yeah, going back to like the the product focused part of it I I would just trust something with figure two more.

00:07:34 Speaker 4

It looks like someone’s actually taken effort into.

00:07:36 Speaker 4

It of saying you know you get an.

00:07:39 Speaker 4

Idea of what the product is actually for.

00:07:43 Speaker 2

Yeah, figure Figure 2 is a lot better.

00:07:45 Speaker 2

at, determining the limitations, I guess, uhm, it's like right now. What are the things that this cannot do?

00:07:55 Speaker 2

Yeah, with figure one, you just sort of have of assume it does the basics and nothing more. Figure 2 you've got a better much better idea as to what it what are the the weaknesses.

00:08:08 Speaker 1

So would it be fair to say that maybe there's a bit of a higher ceiling in Figure 2 for the standard of security?

00:08:14 Speaker 2

Yeah, so this is, this is assuming that like you're guessing the symbols correctly. 'cause yeah, I I can assume what some of these are.

00:08:25 Speaker 2

But like so, there's like no, no plain plain text passwords, uhm?

00:08:31 Speaker 2

Option three, I can't tell if that's supposed to be like updates or like a settings to be able to like.

00:08:35 Speaker 2

Change things uhm.

00:08:38 Speaker 2

So the the middle one with the eye is like not being able to see other users.

00:08:44 Speaker 2

Or some form like erm privacy between users.

00:08:44

OK.

00:08:47 Speaker 2

Yeah, yeah, but like.

00:08:49 Speaker 2

I think we're just guessing, yeah, yeah, yeah. But even.

00:08:51 Speaker 1

OK, later on in the survey, there is a place for discussion around the icons themselves as well, so I'll sort of bottle that up for a little bit now so we can keep that in the correct sort of place.

00:09:04 Speaker 1

Uh, But if I could just get a 1 by 1 to sum up now after this discussion how we all collective or individual expectations might be different for these two devices.

00:09:20 Speaker 1

Start with <Speaker 2>.

00:09:25 Speaker 2

Er, I feel like figure one is more useful for just like the average person trying to buy off the shelf just because having the number, of having the data obvious is easily the most important information.

00:09:35 Speaker 2

It makes people think about hey is this going to be updated? When am I going to have to replace this? If it was something I was personally getting? Figure 2 seems a lot more useful for information.

00:09:45 Speaker 1

OK.

00:09:50 Speaker 5

Yeah, I think the.

00:09:51 Speaker 5

Problem is, we're looking at this as cyber security professionals and for us obviously the right hand side is going.

00:09:56 Speaker 5

To be more detailed.

00:09:58 Speaker 5

We can tell nearly exactly what it is. You know, there's no exact headings or anything, but you could look up and check what these symbols

00:10:06 Speaker 5

Mean. Left-hand side? Yeah, I agree with <Speaker 2>.

00:10:09 Speaker 5

The the general public is more likely to do a quick glance. Oh look that stickers on there cool, ticks ticks the box. Take that home. 

00:10:19 Speaker 5

But yeah, me personally figure two.

00:10:24 Speaker 1

OK, <Speaker 4>?

00:10:27 Speaker 4

Nice way to specify.

00:10:30 Speaker 1

Uhm yeah I.

00:10:33 Speaker 4

From like a product perspective, looking at B would find that far more useful.

00:10:39 Speaker 4

Like that is a lot less nuanced, I think. As others have said it, it shows exactly what it doesn't do.

00:10:47 Speaker 4

You you don't have to look into like with figure one. It's like cool. This has security features. Doesn't tell me anything about the product itself. It just says it has security features.

00:11:00 Speaker 4

But yeah, Figure 2 has a lot more information on it. It's a lot more.

00:11:04 Speaker 4

So it it's easy to say I said like.

00:11:07 Speaker 4

If I if I had two similar products.

00:11:10 Speaker 4

That would be far more useful to compare them, for  which one would be better. 'cause it's an easy. This one has five ticks and has seven, whereas if both of them have these have ‘these have security features’, you can't really compare other than the date.

00:11:24 Speaker 1

OK and finally, <Speaker 3>.

00:11:28 Speaker 3

Uh, basically in agreement.

00:11:32 Speaker 3

Essentially, figure one may maybe be a bit more applicable to like a consumer market, but Figure 2.

00:11:38 Speaker 3

Would be what I would expect to see in like professional context or uh.

00:11:43 Speaker 3

A context where security matters a little bit at least.

00:11:48 Speaker 3

Not though with that particular device with all the exes.

00:11:53 Speaker 3

But but yeah.

00:11:57 Speaker 3

Yeah, I'm trying to add something new, but I kind of think all the points have been made already.

00:12:00 Speaker 1

No, it's fine. Obviously you've gone last here and drawn the short straw here of having most things already be said.

00:12:07 Speaker 1

OK.

00:12:08 Speaker 1

So moving on to.

00:12:12 Speaker 1

The shock reveal.

00:12:15 Speaker 1

The labels you saw previous were actually for the exact same device. A fictional smart hub called Plex Home Edition. was it apparent to you that those devices were rated for the same level of protection?

00:12:27 Speaker 2

Outside of date, which even then was like not especially clear…No no.

00:12:33 Speaker 5

Yeah no yeah.

00:12:35 Speaker 2

'cause I like on the figure. I guess it like it was. One was updates till 2021. The other one said it was on the 2021 standard.

00:12:42 Speaker 2

Which doesn't make like even that like they could have been made five years apart.

00:12:49

OK.

00:12:51 Speaker 1

Look now at the following figures. I. I will point out that this is a separate set. This is not a mistake here. Look now at the following figures which are labels applied to the fictional Plex 2.0 device.

00:13:05 Speaker 1

OK, you've got your own copies as well if you want to scroll back up and look at this.

00:13:12 Speaker 1

It's a new version of an existing product. It can be expected to arrive in very similar packaging to the original, however the company has gone to a great effort to improve the security of this new device. To distinguish it amongst its competitors.

00:13:24 Speaker 1

Which label do you believe will be the most useful for distinguishing between the old Plex home edition new Plex 2.0?

00:13:32 Speaker 1

Again, this is not necessarily a radio button for you. This is a discussion.

00:13:39 Speaker 2

Is Figure 3 and the previous of the smaller labels are the dates on them the same?

00:13:47 Speaker 2

Or intended to be the same.

00:13:49 Speaker 1

Yes, figure one and figure three are intended to both display December 2021.

00:13:57 Speaker 1

Just as the Figure 4 and Figure 2 both display version 2021 certified so.

00:14:04 Speaker 2

So the new of the figure free version. There isn't a visible difference, whereas figure four has a bunch more ticks and crosses.

00:14:12 Speaker 4

Yeah

00:14:13 Speaker 2

So you wouldn't. You wouldn't be able to.

00:14:15 Speaker 4

Tell the difference. Yeah, this is what I'm saying with being able to compare two devices, both them if they were made at the same time where they both have features, they would get the same sticker.

00:14:25 Speaker 4

But it's easy to see with Figure 4 that there have been improvements over the original.

00:14:33 Speaker 5

Yeah, it is an easier thing to look at, so if they will say both on a shelf next to each other, you can look at one and the other and go.

00:14:39 Speaker 5

Ah yes, this as much as you might be guessing it's like, ah, this has nine ticks that one had.

00:14:44 Speaker 5

Three ah.

00:14:45 Speaker 5

Much better whereas.

00:14:48 Speaker 5

Well, figure one versus figure one that sorry figure one versus Figure 3.

00:14:53 Speaker 5

You couldn't tell the difference at all.

00:14:55 Speaker 5

It just hides that kind of detail.

00:15:00 Speaker 3

Yeah, I agree with that.

00:15:00 Speaker 5

Now not saying you can’t have that on the the like the particular product box itself saying that these are, you know, newer security features, but we're focusing on these labels themselves. So yeah, definitely Figure 4 is err.

00:15:17 Speaker 4

Far more useful now.

00:15:17 Speaker 5

The better of the two, again, yeah.

00:15:23 Speaker 1

Are there any more comments on that?

00:15:28 Speaker 1

OK.

00:15:30 Speaker 1

So, so, given your prior knowledge of the original Plex Home Edition which you saw in figure one and two, and thinking about labelling for the Plex 2.0.

00:15:40 Speaker 1

Uh, which of the two designs did you find or would find

00:15:47 Speaker 1

More informative for cyber security features for a given product.

00:15:53 Speaker 1

Uh, clearly conveys cyber security features for a given product. Easier to understand what cyber security features were included. Useful for making purchasing choices when cyber security is a concern, and which label would you rather see implemented and visible on the external packaging of devices?

00:16:14 Speaker 3

Erm, I guess, for most of those.

00:16:15 Speaker 3

It would definitely be.

00:16:15 Speaker 4

Right, right, right, right.

00:16:16 Speaker 3

You know?

00:16:17 Speaker 1

Yeah, right, right, right right.

00:16:18 Speaker 3

I would I would I would make an argument that.

00:16:20 Speaker 1

Are there any which would be the left?

00:16:25 Speaker 3

I would make an argument that on the last question.

00:16:28 Speaker 3

The left box could be a bit more applicable for consumer markets.

00:16:34 Speaker 3

As say, if you were comparing like media centers.

00:16:39 Speaker 3

And you're just like an average consumer with.

00:16:42 Speaker 3

You know Netflix, you might not care about.

00:16:46 Speaker 3

Detailed security features you might just want to say like, is this still supported? Am I still going to get like patches and updates?

00:16:51 Speaker 3

For this thing.

00:16:54 Speaker 3

You know is it gonna? Is it going to soak my Internet connection?

00:16:56 Speaker 4

yeah, I guess that could be a negative of the the right hand design.

00:17:02 Speaker 4

If it's a device that doesn't need any of these features, like a blue, a blue tooth like a Bluetooth toothbrush I don't, that's not going to care about your password really. Or like many configuration options.

00:17:17 Speaker 4

That's then gonna get across, which it looks like a negative, even though it doesn't require it.

00:17:24 Speaker 4

So from as it from, uh, consumer.

00:17:24 Speaker 1

So if that was a, if it was a concern that.

00:17:32 Speaker 1

If a security feature were not applicable for said device, if it were then penalized, that would be a concern for you, yes?

00:17:43 Speaker 4

Yeah OK, like just from an everyday consumer as well. If you pick it up and you say this toothbrush has, you know.

00:17:50 Speaker 4

13 crosses, but only one is really applicable to the to the device. It looks very negative.

00:17:59 Speaker 1

OK, so if I tell you, uh, that at least as far as that specific one, I can't say for every possible scenario that may exist, but at least for this scenario you are describing what would happen is if the device, for example did not need a password, It's a Bluetooth toothbrush, It would still be certified as meeting.

00:18:19 Speaker 1

Requirement and as such would meet would receive a ticket. Would that change your opinion about that?

00:18:29 Speaker 3

If there was.

00:18:29 Speaker 3

A third category for it like not applicable that.

00:18:33 Speaker 4

Yeah, just like N/A or a dash.

00:18:36 Speaker 2

Yeah yeah, I feel like that that.

00:18:37 Speaker 2

Actually leads to just sort of confusion, especially in sort of professional end, where you actually are likely to go and look up and then get confused as to why your Bluetooth toothbrush has a.

00:18:49 Speaker 4

Password.

00:18:50 Speaker 4

Yeah, does this meet the requirement or does it not actually need it?

00:18:54 Speaker 4

Like OK, yeah, a third option.

00:18:56 Speaker 4

Would be nice, but like if if that was in there then they the right hand design would tick most of my boxes for it.

00:19:03 Speaker 2

Really, I think the one thing that I find the left design has as a strength is it has updates util in big letters on it, purely from a consumer point of view because it it reminds people that like hey you need to update these and that's something that's expected.

00:19:23 Speaker 2

Which is something that is missing on the right and one of the icons may well be hey, it has updates X regularly like X amount of regularity or something, but but.

00:19:34 Speaker 2

Purely from a consumer point of view that's not communicated particularly well, whereas this is something that says, like, hey, you are going to have updates.

00:19:42 Speaker 2

You should be checking for them, otherwise I think the right is always is almost always the better option, but.

00:19:49 Speaker 1

OK, so if we go back up here I think this is something we actually come into later on, but since it is arisen naturally here.

00:19:57 Speaker 1

Uh, this is something we can discuss.

00:20:03 Speaker 1

So, the some kind of reminder about these updates. How would you like to see that conveyed in Figure 4?

00:20:18 Speaker 2

I think just the same as how it is on 3 where you just have an expiry like expiry point.

00:20:24 Speaker 2

Updates expected for four years or something.

00:20:28 Speaker 3

Yeah, if there was also the the year in which it was certified as as well like that, that would also be useful because then.

00:20:34 Speaker 2

That's on the right one in the top right, yeah?

00:20:36 Speaker 3

Yeah, I mean like as well, so yeah.

00:20:39 Speaker 1

So having both so maybe on the left side a security updates until whenever it would be. Yeah, while on the right hand side saying it was 2021 certified, that would be an improvement in your eyes?

00:20:54 Speaker 4

At that point, anyone who cares to look will know, cool, I can look up the 2021 certification to know what it it's been judged against, and then I can also know cool three years from now, I'm going to have to update this 'cause.

00:21:06 Speaker 4

It'll be out of out of security updates out of rotation.

00:21:11 Speaker 3

Yeah, you know, pretty explicitly like how long is the company's commitment to.

00:21:14 Speaker 3

Updating this device. What is the lifespan I should be expecting out of it?

00:21:23 Speaker 1

OK, so in a Harris Interactive survey commissioned by the Department for Culture Media Sport, 49% of consumers, when considering the device to purchase were identified as considering security features to be important in their decision making process. Which label do you feel most conveys the inclusion of those security features?

00:21:42 Speaker 1

So obviously you are not run of the mill consumers. You are cyber security professionals. 

00:21:51 Speaker 1

But the 49% of consumers feeling that that that when they were comparing packaging they were considering security features.

00:22:01 Speaker 1

Uh, do you have any feeling about which you feel actually conveys the inclusion of those features?

00:22:12 Speaker 2

The left one doesn't.

00:22:14 Speaker 2

Actually say what it does, frankly.

00:22:15 Speaker 4

Yeah, like they they both.

00:22:18 Speaker 4

Claim that they have security features, but it's so vague on the left hand one it could mean anything.

00:22:26 Speaker 3

Yeah, you could easily like as a company, slide that through with that label and your security feature is the plastic casing around the device which prevents tampering like it's not really a security feature, it's just.

00:22:39 Speaker 3

Part of the product, but and then.

00:22:42 Speaker 4

Your product is then looks like it's held to the same standard as any other product with that sticker.

00:22:47 Speaker 3

Yeah exactly you could. You could expose like an open telnet port and.

00:22:51 Speaker 3

Just 'cause you got the plastic casing, you're good.

00:22:53 Speaker 2

Is it the equivalent of saying military grade encryption, like regular Internet searches?

00:23:03 Speaker 1

OK.

00:23:05 Speaker 1

So we're going to go a little bit more into label design. We touched on this a little bit before about your wish list of what things you would like to see here.

00:23:14 Speaker 1

The current proposed size of the label you've seen consistently on the right is A6, approximately the size of a hand with fingers held together.

00:23:26 Speaker 1

However, as you saw, the details of the security features for the device are not included. You have to look them up separately on a .gov.uk or website retrieve them from from the device manufacturer.

00:23:39 Speaker 1

It's a two layer system. You have the label on the device which will give you the you could see how many.

00:23:45 Speaker 1

Ticks there are and maybe have some vague understanding, but the expectation is if you.

00:23:51 Speaker 1

You, uh, have need of more detail. You have to go to this second layer?  So just show you here. This was what the bottom part was about here.

00:24:05 Speaker 1

You would visit this placeholder.gov.uk, enter the code displayed on the device and you will then receive the actual report of the device’s security.

00:24:19 Speaker 1

So bearing in mind this is an A6 label. We have that second layer. You are offered the opportunity to increase the size of the label. Which of the following would you be most likely select?

00:24:33 Speaker 1

I've tried to put a few guideposts here for you for roughly what that would actually correspond to.

00:24:42 Speaker 2

Ultimately this is for IoT devices, right, so?

00:24:47 Speaker 2

The majority of the stuff that you tend to pick up tend to be in boxes that are just hand held so very rare.

00:24:54 Speaker 2

Like of course you can go and buy a fridge or something, but a lot of IoT devices are going to be at most a4.

00:25:01 Speaker 2

So I don't think it's possible to put everything on.

00:25:09 Speaker 4

Maybe having it.

00:25:10 Speaker 4

Slightly larger with like a slight description of the symbols.

00:25:14 Speaker 2

Yeah.

00:25:15 Speaker 4

Like a couple words under it.

00:25:17 Speaker 2

I think what I really want to see is pretty much just a list of. Here are like things it does things it doesn't do and leave off the things that are irrelevant just to save space.

00:25:31 Speaker 2

The problem is that means that the label ends up as different sizes for more complicated devices.

00:25:36 Speaker 4

And yeah, that's a lot more.

00:25:37 Speaker 2

That ruins the standardization then.

00:25:40 Speaker 2

Yeah, it it ruins our standard. It becomes a lot more hard to follow as all but all they look different.

00:25:47 Speaker 2

Yeah, I think.

00:25:49 Speaker 2

Maybe just like descriptions on some of them on the important ones. If there are important ones.

00:25:55 Speaker 4

If there's just like I don't know a couple words under each symbol saying like, yeah, you know, secure credentials.

00:26:03 Speaker 4

Configuration options like doesn't have to go into kind of massive amount of detail, and then if someone really wants that they can then go to the government website.

00:26:10 Speaker 4

And get the.

00:26:11 Speaker 4

Full, you know, blurb for each one.

00:26:13 Speaker 2

Yeah, because the part of the label is already in English, so the icons are nice to have it be.

00:26:20 Speaker 2

Understandable elsewhere, but.

00:26:22 Speaker 4

It's like, yeah, it's.

00:26:23 Speaker 2

A bit of text could could help a lot.

00:26:25 Speaker 4

If you know what the symbols are, fantastic, yeah. But if you have to guess at one or two of them, then you're not really.

00:26:32 Speaker 4

So if someone has to guess what it is and they're not getting that information properly, they don't really know what feature this device is giving or not giving.

00:26:43 Speaker 5

Yeah, I kind of agree with that. Some text is probably the better way to go to actually convey what these things mean.

00:26:51 Speaker 5

Label that, like the icons, can be nice and will be more visually appealing it as as a design, but to someone that doesn't understand what they are at least again looking at face.

00:27:03 Speaker 5

Face value, like most people, aren't going in going in checking exactly what these things mean when they purchase. So go look and go oo, icon, tick, cool.

00:27:11 Speaker 2

I yeah, I think.

00:27:12 Speaker 5

I mean, that's kind of assuming the this other consumer is.

00:27:16 Speaker 5

Uh, not overly thinking these things, but yes.

00:27:19 Speaker 2

This yeah, this does feel a bit like, but it's an argument to floor versus ceiling right that the icons are much better ceiling because it means that once you're used to them, you can tell at a glace and you can go. Oh, I'm looking for this. I'm looking for that.

00:27:28

It's quite yeah.

00:27:31 Speaker 2

But tax descriptions like provide a much higher floor for people who would have to guess otherwise or aren't entirely clear, yeah?

00:27:39 Speaker 4

Like we as security experts professionals, we can make educated guesses at most of this.

00:27:47 Speaker 4

If I gave this to, say, someone who worked in journalism.

00:27:52 Speaker 4

They probably wouldn't know half of it.

00:27:55 Speaker 4

If they, if you know technology wasn't their area, they wouldn't know what half of this means at symbols alone.

00:28:06 Speaker 3

I I mean with journalism in. In particular it it might be the potential case that you give them like the the text descriptions and they still don't know what half them mean.

00:28:18 Speaker 3

Potentially though, you could like retain the same size if you add the text in, but decrease like the size of the indicators, like the icons and the crosses and ticks.

00:28:27 Speaker 3

You could just add the text in and result in like. No overall change to the size.

00:28:32 Speaker 3

Of the leaflets.

00:28:36 Speaker 1

Yeah, that is actually one of the options in the next section as well is that there is quite a bit of whitespace and spacing on this label, and it would be possible.

00:28:48 Speaker 1

Uh, to shrink it.

00:28:51 Speaker 1

Uh, without losing any detail.

00:28:56 Speaker 1

So what are the thoughts on those

00:28:57 Speaker 1

Kind of options?

00:29:00 Speaker 5

I mean, I'd be tempted to say if you, if you did that and reduced white space, you could choose something so they've got the links at the bottom.

00:29:07 Speaker 5

That kind of description. You could have a you know a QR code where they for more information scan this and then that's just displayed to the side or to the bottom depending on how you've you know squished that detail.

00:29:20 Speaker 2

Yeah, I I'm concerned that you'd end up in a position where everything is just so crammed in there.

00:29:27 Speaker 2

People will look at it and immediately just eyes glaze over and just not bother paying attention.

00:29:35 Speaker 2

Are we able to introduce something like colour in this situation?

00:29:39 Speaker 1

Uh, it would be possible. I've tried to say to black and white here with the options because that is that is what has predominantly dominated labelling at the point of sale.

00:29:55 Speaker 4

OK.

00:29:58 Speaker 1

Uh, there are.

00:29:59 Speaker 1

Other options, I mean like a limited colour.

00:30:02 Speaker 1

Would be very.

00:30:03 Speaker 1

Doable, for example, one thing that has been thought about before is maybe traffic lights things like this to to try and convey general feelings. So there is a limited amount of colour that could be worked with.

00:30:19 Speaker 2

Yeah, I mean if we if colour is available as an option then stuff like the ticks and crosses could probably be removed instead. So you could have the icons. You could have the text and then the boxes themselves have colours.

00:30:31 Speaker 2

In traffic lights.

00:30:34 Speaker 1

OK.

00:30:35 Speaker 2

And that that could.

00:30:37 Speaker 2

Allow for the space like free up the space to be able to include the text.

00:30:42 Speaker 1

So how much text? Uh, so it seems pretty much universal consensus here of we want descriptions a little bit more of what these labels actually are. I mean, even if it's just a few words, So what kind of level are we talking here?

00:30:50 Speaker 4

Yeah, yeah.

00:30:57 Speaker 1

Like a very human.

00:31:01 Speaker 1

Kind of, I don't know. No default passwords as much as possible with those descriptions, yeah?

00:31:10 Speaker 2

Yeah, less than a sentence.

00:31:11 Speaker 4

Yeah, a few words.

00:31:13 Speaker 4

General most consumers would be able to get what it was trying to convey and say like no default, no default credentials that that would be fine.

00:31:23 Speaker 4

Or you know, can configure options you know a few words just to say what the symbols trying to convey.

00:31:34 Speaker 2

And be glad that we're not the people writing those, yeah.

00:31:40 Speaker 4

That's why we hire temp writers.

00:31:40 Speaker 1

Uh, so obviously I organise these such that you were asked about making it larger exclusively or smaller exclusively, but sort of what I'm hearing here is reducing the space for some things to allocate.

00:31:59 Speaker 1

It to others. So keep the label about the same size of A6, yeah?

00:32:03 Speaker 2

Yeah, I think.

00:32:05 Speaker 2

A6 is a reasonable top end for.

00:32:06 Speaker 4

Yeah, it's a good size.

00:32:08 Speaker 4

At most, give itwith those given options, maybe slightly larger if we needed it.

00:32:13 Speaker 4

But like as it was brought up before, a lot of IoT devices are quite small. We don't want this wrapping around the whole box.

00:32:22 Speaker 1

Yeah, OK.

00:32:24 Speaker 3

Potentially as well.

00:32:27 Speaker 3

Say if you got like a really, really small box like something for like Chromecast or something like that. Potentially another way you could save on space is just by including the icons that are definitely green and then when you go through to like the government site well next to your.

00:32:39 Speaker 3

Open security it, it just has like the full list and everything it didn't meet is just red or something.

00:32:47 Speaker 3

That could also be useful.

00:32:49 Speaker 1

So it will only show you the things that pass.

00:32:56 Speaker 3

Yeah, for like really small devices.

00:32:57 Speaker 2

I I feel like at that point.

00:33:00 Speaker 4

Your hiding, your hiding, what it doesn't have.

00:33:00 Speaker 2

Like the the crucial information is just the number passed. At that point you're better off just saying 3 out of four or two out of 14 and the dates when it was certified.

00:33:09 Speaker 1

But like this one here, only certain requirements met.

00:33:11 Speaker 2

Yeah, have that as a minimum, but in the majority of circumstances you want to have the A6 label.

00:33:14 Speaker 1

OK.

00:33:21 Speaker 3

Yeah, I mean, to be fair, you shouldn't probably set it as a minimum 'cause every manufacturer would.

00:33:24 Speaker 3

Just meet the minimum

00:33:25 Speaker 3

Yeah, yeah, yeah it's it's difficult, but I'm just thinking in cases like we've got devices like, say, fitbits that have the boxes aren’t A6, they’re smaller than that.

00:33:39 Speaker 1

So in those ones,  for example, let's say we're talking micro devices here.

00:33:49 Speaker 1

Would, in this situation where the box.

00:33:53 Speaker 1

Is that small

00:33:54 Speaker 1

Uh, would you find a like only total requirements met so 7 of 14?

00:34:02 Speaker 1

As an alternate version of the label to be sufficient.

00:34:09 Speaker 3

Yeah, in the cases where it was only applicable.

00:34:12 Speaker 3

To you know.

00:34:13 Speaker 3

Because the space constraints to the box, like the physical constraints I, I would find that decently OK and acceptable because there's yeah.

00:34:18 Speaker 4

Better than nothing.

00:34:21 Speaker 4

But you get in the situation of.

00:34:24 Speaker 4

You you need to know the full scope to figure out what this device.

00:34:27 Speaker 4

Is missing.

00:34:28 Speaker 4

You need to know all 14 options to go. Oh, this could have X.

00:34:32 Speaker 4

But it doesn't.

00:34:33 Speaker 2

Yeah, yeah.

00:34:35 Speaker 3

I mean, if that's such a huge concern, then you've still got the.

00:34:38 Speaker 3

Option to you know.

00:34:39 Speaker 3

Go to that Gov UK website, don't you?

00:34:43 Speaker 2

Maybe just a version without the icons?

00:34:45 Speaker 2

That's just the text like just the text headers with ticks and crosses or in different colours or. However it's handled, yeah.

00:34:53 Speaker 4

It it's a lot harder when it gets to a smaller packaging. Yeah, 'cause you you obviously need to lose information by getting rid of it, but it's deciding which information is the good one. Good part to lose.

00:35:11 Speaker 1

OK, so there is an idea floating around here of this smaller version 2, which is something that, I will.

00:35:20 Speaker 1

Coincidentally, there is something about this later on, and we can talk about this more in general, if you would like another point, I don't have any mockups for such a thing, I'm afraid, because this has just been an idea sort of floating around, but I will.

00:35:39 Speaker 1

Uh, try and draw up some.

00:35:43 Speaker 1

Mockups of what this may look like, and when this may be applicable as well.

00:35:49 Speaker 1

So I'm just going to skip this one because this is more an opinion based thing for yourselves.

00:35:55 Speaker 1

Uhm, like what would you value more this was for the consumer to provide reference to why people might have been choosing different radio buttons in these options here.

00:36:10 Speaker 1

Trying to get some sort of general population. Would you rather things be smaller or..

00:36:21 Speaker 1

So now we're getting into a little bit of the purpose of the icons.

00:36:27 Speaker 1

So the design of the icons in the label was actually intended to promote curiosity about what they are. Did you find yourself interested in what the icons signified and wanting to know more?

00:36:41 Speaker 2

I think, uh.

00:36:43 Speaker 2

Quite a few of us have made attempts at guessing them yeah.

00:36:49 Speaker 4

Yeah, like I guess I was.

00:36:51 Speaker 4

Like we made time to guess and we didn't totally ignore them if we didn't know what they were.

00:36:54 Speaker 4

Yeah, oh, that could be X or Y but.

00:37:00 Speaker 4

Again, all of this coming from a security perspective. We have a bit more background to guess, yeah?

00:37:08 Speaker 1

So did you actually have any idea how you might learn more about what the icons signified?

00:37:17 Speaker 2

There was a link to the government website I believe.

00:37:20 Speaker 4

Yes, by going to the placeholder.gov website. Yep, that was handily written at the bottom.

00:37:26 Speaker 1

OK.

00:37:26 Speaker 1

OK, and did you understand how you might learn more about security features of each device even before buying it?

00:37:34 Speaker 2

By cross referencing what the standards mean versus the label, so just going down which of these checkboxes which it doesn't.

00:37:43 Speaker 1

Yeah, OK brilliant. I kind of expected such from cyber security professionals. It was more I had never actually explicitly said anything about how you look these things up. It was implications in the label that seemed to have actually carried through, which is brilliant to see.

00:38:05 Speaker 1

The full meaning of each icon could be found alongside the full report for the device on the .gov website.

00:38:11 Speaker 1

Or by contacting device manufacturer. The choice was made as icons are language independent, which was something <Speaker 2> raised earlier. There is actually some English text on there.

00:38:23 Speaker 1

but the, uh, so the the icons, at least are language independent and a web page for the full report, could dynamically translate to desired language. You can have various different view in Welsh and things like that on a website, whereas in the.

00:38:44 Speaker 1

Uh, constrained space of a label that would not really be possible for such translations.

00:38:50 Speaker 1

Uh, so.

00:38:55 Speaker 1

Would you prefer the definitions…so we kind of touched on this before? Uh, you, you all seem to go more into remove the whitespace, try and find other things to delete rather than increasing the size of the label. Would it be fair to say that, uh, no in this section.

00:39:15 Speaker 1

That you wouldn't double the size of the label to include all that information.

00:39:19 Speaker 4

Yeah, for this wording, definitely not double.

00:39:23 Speaker 2

Yeah, yeah, uh, if you're at a point where you need the exact definition, you're better off just looking it up. Uh, a label should just give you a good idea as to what it does, not, yeah, everything.

00:39:35 Speaker 4

Yeah, with a lot of packaging, if it starts becoming like you know, an A4 sheet of information.

00:39:39 Speaker 4

No one reads it. if it's a If it's a small sticker going, oh cool, I know roughly what it's trying to convey, that's.

00:39:47 Speaker 4

That's the majority of what the majority of consumers.

00:39:50 Speaker 4

Are going to get.

00:39:51 Speaker 4

From it, as soon as it starts getting bigger and more complicated, no one reads it.

00:39:55 Speaker 1

OK.

00:39:57 Speaker 4

As much as they should.

00:39:58 Speaker 1

So, uh, you probably are going to want to open up your own documents for this next part if you haven't already, because the following two pages is an excerpt from the mentioned online report that would exist for each device with a more human readable description of each icon.

00:40:19 Speaker 1

Corresponding to the label in the left column.

00:40:21 Speaker 1

In a real version of this report, each code in the second column, would have a full description of exactly what was being tested and whether the product passed.

00:40:30 Speaker 1

But for this survey, you only need to pay attention to the left column during next few questions. You may need to look back at this.

00:40:37 Speaker 1

So this is the sort of human readable description.

00:40:41 Speaker 1

Which is actually based on the United Kingdom secure by design report from 2018.

00:40:51 Speaker 1

They specified a number of requirements with relatively short.

00:41:01 Speaker 1

Wording here for explaining what they are.

00:41:05 Speaker 1

Ss we go down, they do get a little longer. We end up with.

00:41:12 Speaker 1

I believe the longest one here and most complicated to convey is security, governance and risk management.

00:41:20 Speaker 1

Uhm, but are these the sort of descriptions you were meaning before that you would love to see alongside the icons on the.

00:41:27 Speaker 1

label?

00:41:28 Speaker 4

Yes, some of them are obviously a bit wordy. If there is a way.

00:41:32 Speaker 4

To you know.

00:41:33 Speaker 4

Shrink it down a bit, but yeah, this is the sort of thing I was on about. It would just have a small description of each one on the label.

00:41:42 Speaker 4

Yeah like the no default passwords or a secure communication.

00:41:49 Speaker 1

OK, OK, so now you actually have those human readable descriptions, just so you know, a little bit about how this would actually be on the website if you were to interact with click for example gptm09.

00:42:06 Speaker 1

It would then bring up.

00:42:08 Speaker 1

A box for the description of what GPT M 09 actually is. now this.

00:42:16 Speaker 1

This system was pass or fail.

00:42:21 Speaker 1

Uh, but there was a lot of talk earlier about.

00:42:24 Speaker 1

A not-applicable kind of thing.

00:42:29 Speaker 1

So let's say.

00:42:32 Speaker 1

These were. the first few of these were non applicable.

00:42:39 Speaker 1

Uh, how do you feel that should then be represented?

00:42:44 Speaker 1

With tick cross not applicable on the actual label. because if the first four of these are not applicable.

00:42:54 Speaker 2

But the other two are.

00:42:57 Speaker 1

Yes, and it does pass I I currently I'm going with. If you fail any of them failing the category though, that may be overly harsh. I am open very much to feedback on the best way of dealing with this.

00:43:07

OK.

00:43:14 Speaker 2

So in this case it's just that any that don't apply get ignored.

00:43:19 Speaker 1

Uh, yes.

00:43:19 Speaker 2

OK, yeah, because when we were talking about it earlier I was under the impression at least that like it might be 1 standard. That was what was going into these logos, whereas in this case it's well, multiple 6 or 7.

00:43:34 Speaker 2

That makes a lot more sense this way then.

00:43:37 Speaker 1

OK.

00:43:40 Speaker 1

So just to check, you would be in favour of still giving no default passwords a tick in this case if it passed gptm06 and req1 and these were non-applicable then.

00:43:52 Speaker 2

And everything else didn't apply.

00:43:55 Speaker 1

Favour of it yeah yeah.

00:43:57 Speaker 3

There should be some like actual process to make sure that.

00:44:02 Speaker 3

You know the the requirements that would have failed  otherwise are genuinely not applicable.

00:44:08 Speaker 3

Like you, you shouldn't give a a manufacturer an easy way just by saying like you don't have to validate passwords.

00:44:14 Speaker 3

If you tell us we don't use passwords and then you do, it's it's gotta be shown to not have this applied to the product in a very demonstratable way.

00:44:23 Speaker 4

And yeah, depending on how much effort this governing body wants to put into these labelling systems. Just like if say, like the first four don't count, they don't count for the fault passwords if it's hover over it, it could just have a bit of text saying this product doesn't.

00:44:41 Speaker 4

Uh, look this is not required for this product because XYZ. A small little you know no default passwords is. This product does not need meet this specification because it doesn't have a password.

00:44:55 Speaker 4

Just a little information that it has been looked at. It's it's. It's not just people trying to get around it.

00:45:02 Speaker 1

So you have concerns about manufacturers exploiting this feature of the labelling system.

00:45:11 Speaker 1

To sort of work around and get through loopholes such that they may be certified even under by by making specific decisions specifically to avoid requirements.

00:45:23 Speaker 4

Yeah, if they go for like the easiest requirement they get the tick.

00:45:29 Speaker 4

Because they say that the rest of them doesn't apply to them.

00:45:29 Speaker 1

And then deliberately make the others not apply.

00:45:33 Speaker 1

Yeah, OK.

00:45:35 Speaker 4

So there there needs to be some sort of transparency to say cool, these don't apply because of XYZ, so like someone actually looked into it.

00:45:43 Speaker 2

Yeah, or failing that, to have some way of communicating that it was a partial, a partial sort of.

00:45:50 Speaker 2

Meet, but it's like, uh, partial partial success, partial failure.

00:45:54 Speaker 4

Yeah, but on the website, yes you can easily introduce a lot.

00:45:56 Speaker 4

More colours.

00:45:57 Speaker 4

Yes so, you know you could have all the the ones that don't apply in orange saying.

00:46:02 Speaker 4

And yeah, just some way that it's been looked at and they haven't just gone the easiest route.

00:46:11 Speaker 1

OK, so.

00:46:12 Speaker 1

So what I'm going to do now is this would normally be a long involved process for someone who had the survey at home in their own time.

00:46:22 Speaker 1

Bbut it's a small exercise in actually trying to use these icons with their human readable descriptions to try and make an informed decision.

00:46:36 Speaker 1

So I will.

00:46:39 Speaker 1

Just reveal this. Your business has need of a Plex business Edition device in the office as consumers have been requesting it’s functionality.

00:46:48 Speaker 1

There are many to choose from in the store and you can purchase only one. We have access to the above meanings of each icon.

00:46:54 Speaker 1

Which of the following do you think are suitable and which would you feel comfortable purchasing in this scenario?

00:47:01 Speaker 1

So I recommend loading up your own copies here so you can.

00:47:05 Speaker 1

Look at the table at will.

00:47:07 Speaker 1

Just this is just an exercise in how usable you find this with those human readable descriptions, which incidentally will also be quite useful.

00:47:17 Speaker 1

If we adopt the mentioned- including those human readable descriptions on the label itself.

00:47:41 Speaker 2

Everyone very slowly staring at things, yeah.

00:47:48 Speaker 1

I won't give it particularly long for this, it's just going to be a, uh, kind of. Do you feel like this is something you could actually accomplish?

00:47:57 Speaker 1

If you had the time.

00:48:01 Speaker 4

But that I'm sure, yeah, like I can easily see option A. I wouldn't use it. There's no responsible disclosure if something happens, I wouldn't know.

00:48:12 Speaker 4

And if this is a business edition for my customers, I would want to know if a vulnerability was found by the the manufacturer. So easily I can cut out a like that's not a one I would use.

00:48:27 Speaker 2

I think similarly, I would sort of dismiss two or option B and purely because personal data not being protected on a business product seems like especially under the under the conditions laid out there where.

00:48:44 Speaker 2

If it didn't apply, then it would have been a pass or it would have not been a fail, at least from a business product, but isn't protecting personal data.

00:48:57 Speaker 2

So I'm sort of looking at option C Now trying to work out if there's anything particularly here that makes me not default towards it.

00:49:05 Speaker 4

Not particularly, it doesn't have identity and access management. That's not really something that you may need in the product.

00:49:12 Speaker 2

But like I think that there is a a possible.

00:49:17 Speaker 2

But a possible bad faith argument here that in a situation where this device is only needed for an extremely short amount of time and you only like need exactly like you're only using exactly that one time and identity management matters, then option A could be better.

00:49:37 Speaker 2

But I I think C is pretty much always better otherwise, yeah?

00:49:40 Speaker 5

Yeah, like if you were looking at this from a pure business perspective, yes, you've not got the disclosure policy, which is quite.

00:49:47 Speaker 5

Big, I feel like the the.

00:49:48 Speaker 2

It the lack.

00:49:49 Speaker 2

Of updates as well, yeah.

00:49:50 Speaker 5

The identity and access management and the security governance from risk management. I feel like a business is more likely to look.

00:49:56 Speaker 5

At that and go, that's a bigger thing.

00:50:00 Speaker 5

Then necessarily updates 'cause as long as it fits for that particular circumstance. When you're you're using this, I know I know, at least with my my work there's a lot of governance on access to things.

00:50:04 Speaker 2

That's yeah.

00:50:12 Speaker 5

If someone has accessed something they want to know that you you know some this person at this time in this place is, you know, looked to this data.

00:50:20 Speaker 4

I guess that's a positive for this or labelling system. As long as you know your your needs, your requirement, it's easy to remove things you don't want and things that you need in this product and if you know you went in knowing, I need identity and access management.

00:50:37 Speaker 4

You could get rid of C immediately.

00:50:40 Speaker 4

Yeah, and you could then. It's easy to narrow down your options to what will actually work for you.

00:50:46 Speaker 2

Yeah, and then.

00:50:47 Speaker 5

And what you are willing to take the risk on? Yeah, I completely agree.

00:50:51 Speaker 2

Yeah, 'cause at least you now know with option A if it has all the features you want.

00:50:55 Speaker 2

You can be open upfront, but like hey, this is something that's going to need to be replaced. You you know the risks you are going into.

00:51:01 Speaker 4

Yeah fairly soon.

00:51:02 Speaker 4

Like you, you know you know if you went with option A, there's no, there's no disclosures easily acceptable with this product.

00:51:09 Speaker 4

You might have to look up elsewhere, get good communications with the manufacturer yourself.

00:51:14 Speaker 1

It it it it?

00:51:15 Speaker 4

Gives you far more information on what you're getting yourself into from the start, yeah?

00:51:21 Speaker 3

I mean, to be fair, if you were doing this as like a uh, vendor product for a company, you would, you would have to establish those kinds of communication channels anyways, so it might not be.

00:51:31 Speaker 3

Be that bad to skip out on like vulnerability, disclosure and updates. If you're going to have to be talking to the.

00:51:38 Speaker 3

To the manufacturer anyways, you'll probably be still in the loop.

00:51:43 Speaker 4

Yeah, but it's nice to have it written now.

00:51:44 Speaker 5

That is true.

00:51:47 Speaker 3

Yeah, I guess.

00:51:48 Speaker 4

I don't want to give the option of them going. It wasn't on the box.

00:51:51 Speaker 3

Yeah, yeah exactly.

00:51:51 Speaker 5

I guess that all three with it it's. It's the difference between a product and a service isn't it.

00:51:57 Speaker 5

Providing this just as is and you're not getting an attached service of that. Then yeah, you you do miss.

00:52:04 Speaker 5

Out on that.

00:52:06 Speaker 5

But again, it's it's circumstances, isn't it?

00:52:06 Speaker 3

Might be thinking too deeply.

00:52:09 Speaker 3

Yeah, I might. I might be mixing the circumstance a little bit too much because it it's in the context of a media server.

00:52:14 Speaker 3

This is probably going to be sat in a meeting room somewhere like vegetable like. Just yeah, completely hooked up to television.

00:52:21 Speaker 4

That's a if you go into this with your use case and you know what you are going for this labelling system. Makes it very easy to to get rid of options.

00:52:28 Speaker 4

Narrow down searches and see what you need.

00:52:32 Speaker 4

If you go in blind like you don't know what an identity and access management service is, then it doesn't matter, it's it it either way that doesn't matter to the consumer.

00:52:42 Speaker 3

I would like to ask about two of the categories if that’s alright?

00:52:47 Speaker 3

So ensuring that personal data is protected and then securely storing credentials and security sensitive data.

00:52:55 Speaker 1

Protected and which is the other one?

00:52:58 Speaker 1

Number 4, so four and eight, and what would you like to know about them?

00:53:03 Speaker 3

It's not too clear how they how they potentially differ, or if there's some overlap in there.

00:53:11 Speaker 1

OK.

00:53:11 Speaker 3

In the two icons.

00:53:13 Speaker 1

Wouldn't you know it? I actually have on hand because I am a very, very professional person.

00:53:21 Speaker 1

The full descriptions for what each one of those actually are. So you were saying #4 and #8.

00:53:28 Speaker 3

I'm sorry everyone.

00:53:30 Speaker 3

Yeah yeah yeah. #4 #8.

00:53:36 Speaker 1

So this is what would apply for number 4, so it's more the includes part here onwards we are going to be interested in. So authentication credentials and shall I just let.

00:53:49 Speaker 1

You read the includes onwards. It does run onto the next page.

00:53:54 Speaker 4

Yes, it's exactly what you go to the website for.

00:53:57 Speaker 3

Yeah, literally.

00:54:00 Speaker 3

So imagining the the difference between both the both the icons then would just be like.

00:54:06 Speaker 3

Log in data vs whatever else you stick on the device. There's two different categories.

00:54:12 Speaker 1

So if I just got now to number 8.

00:54:19 Speaker 1

This was more if I remember right.

00:54:24 Speaker 3

It was to do with data protection and not.

00:54:25 Speaker 2

Ah, so it's how it's collected as well, yeah?

00:54:28 Speaker 1

Yeah, collected and processed.

00:54:32 Speaker 2

'cause the the first one is just credentials then and how they're created and managed.

00:54:42 Speaker 1

Okay, it sounds like this has been usable. You've been able to make informed decisions here, which is.

00:54:51 Speaker 1

Good news to hear

00:54:54 Speaker 2

Yeah, I think one thing that is also a benefit.

00:54:56 Speaker 2

Of how the labels are designed is.

00:55:01 Speaker 2

As like as a consumer who doesn't especially care, you can just look for the one or two you care about and then just pick whatever has the highest number after that.

00:55:11 Speaker 2

So you can say, oh, I, here are the two or three things I care about. After that, let's just grab whatever that has the most.

00:55:17 Speaker 2

If they're assuming the same price and such.

00:55:20 Speaker 4

Yeah, price price is no object.

00:55:20 Speaker 1

And that’s a brilliant segue into the next question.

00:55:27 Speaker 1

The security requirements were grouped such that they are each intended to be viewed as roughly equal importance, counting ticks and crosses rather than checking for an individual tick or cross being present. When trying to decide on a product, did you find yourself checking the meaning of each tick and cross, counting the ticks and crosses or a.

00:55:42 Speaker 1

Mix of both.

00:55:47 Speaker 5

It's both.

00:55:48 Speaker 5

'cause that just covers well the just having a tick doesn't necessarily mean anything from looking through them. Just having a larger number doesn't necessarily mean you're covering the things that you need.

00:56:02 Speaker 2

I think definitely it's a matter of you have your list of requirements. You prioritise those and after that.

00:56:08 Speaker 4

Everything else is.

00:56:08 Speaker 2

Higher number is great, yeah?

00:56:14 Speaker 1

So how would you feel knowing that only the first of those requirements would have to be met in order for a device to be certified as secure? This is not something specific to my thing here. This is a, uh.

00:56:30 Speaker 1

This is a current something going through legislation right now.

00:56:33 Speaker 1

So right, going right back to our figures, one and three, we've certified as secure. That is a statement that the first three of the requirements and not the extended version you just sort of mine. I can actually give you the.

00:56:50 Speaker 1

Technical specification if you would like to see. But only the first three requirements would be necessary for the label to say secure.

00:57:03 Speaker 3

I wouldn't be comfortable with that personally, mainly because one of the requirements that isn't included in first three is erm

00:57:12 Speaker 3

Oh, is it the first row or like 1/2 and three on the on the table. Sorry about this.

00:57:15 Speaker 1

Yes, it is not. I've not numbered them there.

00:57:20 Speaker 3

It's just that first row there.

00:57:22 Speaker 1

It is 123 so.

00:57:25 Speaker 3

OK.

00:57:25 Speaker 2

Yeah, so this is updates, disclosure and no default password.

00:57:30 Speaker 3

Yeah, so one of those ignoring.

00:57:31 Speaker 2

Wonderfully ignoring.

00:57:33 Speaker 3

There is number 11 is validating input data and I I wouldn't be too comfortable with buying a device that doesn't validate input data say it’s.

00:57:44 Speaker 3

Able to be injected against or like the web interfaces are vulnerable to cross site scripting or something like that.

00:57:50 Speaker 4

No secure communication, that's #5.

00:57:53 Speaker 3

Yeah true, yeah.

00:57:55 Speaker 1

If I just show you the actual.

00:57:56 Speaker 2

Just like stuff like that personal data like as well. Flying against GDPR.

00:58:02 Speaker 3

Yeah, yeah exactly.

00:58:03 Speaker 4

Securely stored credentials and sensitive data is number 4.

00:58:07 Speaker 1

So here you go. Uh, currently what is on screen is requirement 1.

00:58:16 Speaker 1

The exact wording from the requirement as well. However, the GPTM09 and GPTM22 is me finding analogues to what has been stated here.

00:58:29 Speaker 1

Such that you can compare it to European standards.

00:58:32 Speaker 2

So this isn't no default passwords. This is, uh, as in like there aren't any at all. This is each default password is unique to the device, presumably.

00:58:43 Speaker 4

Admin admin yeah.

00:58:43 Speaker 1

This is the extent.

00:58:45 Speaker 1

Of requirement 1.

00:58:47 Speaker 1

Is is currently mandated in legislation.

00:58:51 Speaker 2

So all this requires is that you can't.

00:58:54 Speaker 2

Look up a device and know for every version of that device that they have the same default password or different credentials. They might have some defaults, but they are unique to each device.

00:59:06 Speaker 4

OK.

00:59:09 Speaker 1

And I'll go now to number 2 which.

00:59:14 Speaker 1

Is slightly longer.

00:59:18 Speaker 1

IS that all on screen. I can't quite tell.

00:59:27 Speaker 1

There we go.

00:59:33 Speaker 5

See I, I do like that that one is included because I think the amount of companies that just kind of hide.

00:59:41 Speaker 5

Uh, breaches is kind of.

00:59:45 Speaker 4

Yeah, it's fine.

00:59:45 Speaker 5

It's not great.

00:59:47 Speaker 5

You just found out like two years later that you've had passwords leaked.

00:59:52 Speaker 2

Yeah, as much as it's.

00:59:53 Speaker 2

It's horrible to see that it's just the three. It is nice to see that the priority has been on at least letting.

00:59:59 Speaker 2

People know when the others have been broken. 

01:00:00 Speaker 4

It's a good three, yeah.

01:00:06 Speaker 2

When they've gone wrong.

01:00:09 Speaker 4

But I I don't.

01:00:10 Speaker 5

Time to panic and change passwords on every site. OK.

01:00:13 Speaker 4

I don't like that the there's a minimum of three to be labelled secure.

01:00:18 Speaker 4

Like you say.

01:00:18 Speaker 5

It only should be.

01:00:19 Speaker 4

Most manufacturers will do those three and.

01:00:21 Speaker 2

That's it, so it's not any three, is it? It's it's those three, those specific 3.

01:00:24 Speaker 1

No no.

01:00:25 Speaker 1

Just the first, the others are discarded.

01:00:27 Speaker 4

Yeah, you have those three.

01:00:32 Speaker 4

Most manufacturers are just going to do those three.

01:00:34 Speaker 2

Yeah, yeah, the label doesn't. The label doesn't actually provide any sort of like.

01:00:42 Speaker 2

Context or information there to say like hey, these are the three important ones as they seem to have decided.

01:00:50 Speaker 2

Uhm, so that might be something that would want to be seen.

01:00:54 Speaker 2

Just to make it clear to people that like hey these three are the minimum requirement.

01:00:58 Speaker 3

So it could be.

01:01:00 Speaker 3

It could be a little bit better to instead of saying like pass or fail on secure guidelines or whatever, or security certifications it could be better to expand that out from being a binary classification so you don't just have like pass or fail. 

01:01:14 Speaker 3

You have like if it met the first three it would be like extremely basic. If it met like 6 out of nine.

01:01:20 Speaker 3

It would be middle of the road or something, some kind of medium classification, medium security, and then if it met like 9 it would be.

01:01:29 Speaker 3

A good pass I. I have no idea what.

01:01:30 Speaker 1

What about then something like the grading we do for the new GCSE's with the 1 to 9 or something or maybe the EU energy classification scheme with the A to F sort of thing.

01:01:31 Speaker 3

The classification should be called.

01:01:46 Speaker 3

Yeah, the energy classification would probably be. Yeah, yeah, definitely.

01:01:50 Speaker 2

The the concern is that.

01:01:53 Speaker 2

From the government point of view, they still want to establish that if you meet those minimum three.

01:01:58 Speaker 2

Then it's a pass. It's good. Uh, whilst we can obviously, I think we all have immediately disagreed that the minimum is probably not the best.

01:02:07 Speaker 4

Yeah it’s a good three to have, but I don't want that to be the goal.

01:02:12 Speaker 3

Yeah exactly yeah you hand this off to any.

01:02:13 Speaker 2

Right?

01:02:14 Speaker 3

IoT vendor and they're literally just going to implement like.

01:02:18 Speaker 2

I I guess yeah, like labelling it, labelling just the minimum as low or minimum. Just to make it like absolutely clear to people that like hey, this is the absolute minimum that's being done would be a benefit.

01:02:30 Speaker 4

Yeah, because pass means

01:02:32 Speaker 2

Yeah pass. seems to like sort of sugarcoat it right. It makes it appear a lot more legitimate.

01:02:42 Speaker 2

Hey, it's it's all aboveboard and everything is fine.

01:02:46 Speaker 4

'cause if if if you didn't look at the if the ticks weren't there and you had like 2 pass, you would have to assume they're the same.

01:02:53 Speaker 4

And one could be, you know, have all the features in place. One could have those three, but they would be.

01:02:58 Speaker 4

On the same level.

01:03:02 Speaker 1

So I'm just going to go back up towards the top of the document again to talk a little bit more about.

01:03:08 Speaker 1

This because, uh.

01:03:12 Speaker 1

The 14 requirements mentioned here on the right hand label are not quite the same as this proposed. three as we're talking here. If I just flick on the annotate and go to draw.

01:03:35 Speaker 1

Because I'm incapable of doing anything without.

01:03:39 Speaker 1

Drawing on a screen. So the UK requirements are zero to 13. Of that, only the first three.

01:03:51 Speaker 1

Uh, actually matter, the remaining 10 are discarded and have no impact, and that is necessary to receive.

01:04:01 Speaker 1

This label

01:04:04 Speaker 1

Then we have.

01:04:08 Speaker 1

ENISA with their requirements.

01:04:11 Speaker 1

That is a horrible colour, I apologise.

01:04:16 Speaker 1

ENISA with their requirements.

01:04:19 Speaker 1

This wholly encompasses the UK three and the UK 13.

01:04:27 Speaker 1

And goes beyond this.

01:04:31 Speaker 1

This has been the largest majority of where the specification for what these 14 requirements should be has come from, although technically I have slightly extended beyond this.

01:04:48 Speaker 1

Uh, such that this is what we end up with for our 14. So even though we have.

01:04:56 Speaker 1

Three requirements here met.

01:05:00 Speaker 1

Uh, that is not quite the same because they go beyond.

01:05:06 Speaker 1

What the UK three would have been, so to show what I mean because maybe when said verbally, it's not as obvious.

01:05:18 Speaker 2

So the the number of standards to make up.

01:05:21 Speaker 2

Let's say .2 for the UK original label is maybe one or two, but on the expanded version is 5 or 6.

01:05:29 Speaker 1

Yes, in fact there is a table to show just that.

01:05:30 Speaker 3

Oh perfect.

01:05:38 Speaker 2

Ah, OK.

01:05:41 Speaker 1

So that.

01:05:44 Speaker 1

Maybe I think maybe the other might be better for this, because those are mine. So this is to get my no  default passwords, you have.

01:05:55 Speaker 1

You have this.

01:05:58 Speaker 1

All here.

01:06:00 Speaker 1

To get the UK default passwords.

01:06:06 Speaker 1

Is just that. those two TM 09 and TM 22.

01:06:16 Speaker 1

To show you in a longer form here so the UK default passwords is just this. To get that as a tick, whereas for the version you were seeing in the right hand label it would be. You also have to meet the extend with.

01:06:36 Speaker 1

The additional relate requirements and this own addition here.

01:06:46 Speaker 3

I don't think I'd be comfortable with it just meeting like the UK two to be honest.

01:06:52 Speaker 4

Yeah, to go back to the question. Don't like it.

01:06:54 Speaker 3

Yeah, back on topic. kind of crap.

01:07:00 Speaker 3

But yeah, the.

01:07:02 Speaker 3

The thing that makes me uneasy about it is.

01:07:06 Speaker 3

The thing makes me uneasy about just meeting the first three requirements is if that's the baseline to get marked as a pass.

01:07:11 Speaker 3

Uhm, say I've got a smart fridge and it's got like horrendous Webkit exploits. Well, it doesn't really matter that the passwords not default.

01:07:21 Speaker 3

It's still probably going to be exploited with like a stock CV, and then it's going to go off and join a botnet and suddenly my fridge is doing cyber attacks.

01:07:28 Speaker 4

Gotta get that bitcoin

01:07:32 Speaker 3

So so yeah, I, I think it would. Maybe if like maybe was like basic, intermediate, advanced. It would be a little.

01:07:38 Speaker 4

Yeah, but like with that the as it is like with just the first three the pass the pass now means less to.

01:07:38 Speaker 3

Bit better but yeah.

01:07:45 Speaker 4

Me than the number of ticks.

01:07:47 Speaker 4

Like just having that little pass or fail in the corner that that doesn't matter.

01:07:50 Speaker 4

To me now, yeah.

01:07:51 Speaker 1

OK.

01:07:54 Speaker 1

OK, so we've kind of done this as an ongoing rolling thing about the improvements and some of the ones that I remember.

01:08:02 Speaker 1

Some of my head in the top left, perhaps displaying updates until even though it is included in the requirements, having it up there at the front will be very good for consumers.

01:08:14 Speaker 1

To know when they should perhaps be phasing out these devices.

01:08:18 Speaker 1

To reduce the number of white space and use that space instead to include those short descriptions.

01:08:27 Speaker 1

For each device.

01:08:29 Speaker 1

To include numbering, uh, so you can easily see the 1 to 14, so you know whether to read horizontally or vertically.

01:08:39 Speaker 1

Uh, and there was something else we just mentioned, uh?

01:08:43 Speaker 2

Renaming Pass Pass to more useful things.

01:08:45 Speaker 1

Yeah, yeah, it's naming.

01:08:46 Speaker 4

Instead of having a pass fail system, have a. You know ABCD.

01:08:52 Speaker 1

Yeah, so something more akin to European energy efficiency ratings, yeah?

01:08:52 Speaker 4

Yeah, there's more nuances between it.

01:08:59 Speaker 2

I I think I I do lean towards preferring using low, medium, high or low intermediate high just because of the sort of connotations it has for consumers is that if they're going to look at one thing and they see.

01:09:15 Speaker 2

Low or minimum, that sets exact expectations at where they should be.

01:09:23 Speaker 2

Which I I guess is what the energy system is supposed to do. But then it.

01:09:26 Speaker 2

Looks like it's.

01:09:26 Speaker 2

Grading it rather than trying to set expectations.

01:09:33 Speaker 2

Because yeah, uhm, a D is still a pass in some systems.

01:09:40 Speaker 2

Uhm, though not a good one.

01:09:44 Speaker 4

Yeah, a D  would be a pass with like 3 out of 14.

01:09:47 Speaker 2

I guess yeah.

01:09:51 Speaker 2

Yeah, I, I guess that does make sense. Just sticking to the established system, yeah?

01:09:56 Speaker 4

But yeah, having having something with a bit more nuance than.

01:09:59 Speaker 4

Pass fail.

01:10:00 Speaker 3

Yeah definitely. The only thing I have worries about with regards to implementing that as the system like A to F.

01:10:06 Speaker 3

Is that in about 20 years time because the introduction of like I don't know what the new grading system in the UK is at least called.

01:10:13 Speaker 3

It's it's not like A to F anymore. It's like I think it's like 1 to 6 and it means the same thing, but it's not letters. It's like maybe it wouldn't be as future proof as.

01:10:24 Speaker 4

I'm pretty sure most poeople.

01:10:25 Speaker 4

Are going to know a to f.

01:10:27 Speaker 3

Yeah, but I mean you know in 30 years time.

01:10:30 Speaker 4

Like I did, I didn't.

01:10:31 Speaker 4

Have a to f until I got to uni

01:10:34 Speaker 3

You only have pass merit or first in uni to be fair.

01:10:36 Speaker 4

Yeah, I I.

01:10:40 Speaker 2

At the end of the day it’s about trying to go for whatever standard is the most accepted.

01:10:42 Speaker 4

Yeah, something other than pass fail, yeah?

01:10:46 Speaker 3

And also, if we're going to be grading like intermediate and advanced, we probably shouldn't do like.

01:10:53 Speaker 3

Numeric boundaries as the the specific break points for each grade we should make like here is a specific list of requirements. You need to do to make an F or an A.

01:11:03 Speaker 3

You know, I mean, because otherwise companies are going to take that list requirements. They're gonna go let's implement passwords, telemetry.

01:11:10 Speaker 3

Other thing that's convenient for us and allows us to advertise to consumers. And then they've got like a D.

01:11:15 Speaker 3

Yeah or whatever.

01:11:17 Speaker 2

So at that point, is that a way of saying you need to at least do half of all of the 14 in order to be considered a B for example?

01:11:27 Speaker 3

Yeah, they they should be like, uh, prioritised ones.

01:11:29 Speaker 2

Yeah, so rather than you can do these and not do these. You need to at least have had a minimum level in all of them to be able to get to certain levels. Which definitely would be good.

01:11:40 Speaker 1

If we mention the full extent of requirement one with its default passwords and the same going out for all 14, you're saying to get a 50% grade. I don't know if that's a B or C or something, uh?

01:11:56 Speaker 1

Are you saying to make it interchangeable with…You can either meet the 1st 7 entirely or you can meet half of all 14 and have those interchangeable.

01:12:09 Speaker 3

I I personally I would like to make it a specific half such to make like the the bare minimum, at least some level security because as I was saying, initially like.

01:12:14 Speaker 1

OK.

01:12:21 Speaker 3

If if one of the security requirements is you know, operational telemetry and you give the company like you know, here's 14 requirements, Pick 5.

01:12:31 Speaker 3

They're probably going to pick telemetry as one of the security comments, and that doesn't actually provide a security quality to the product. It just makes it such that.

01:12:40 Speaker 3

You have advertising in your smart fridge,?

01:12:43 Speaker 3

Or TV screen.

01:12:45 Speaker 2

We spoke and I I think I can't remember who it was that mentioned input validation.

01:12:51 Speaker 2

And how that from up past? Their like absolute minimum that probably needs to be one of the.

01:12:57 Speaker 2

Like the 4th.

01:12:58 Speaker 2

Or fifth requirements to go on there.

01:13:02 Speaker 2

'cause it's what along with

01:13:06 Speaker 2

Like declaring when there's vulnerabilities and it's one of the things that sort of invalidates much of the other options.

01:13:15 Speaker 3

Yeah, exactly.

01:13:16 Speaker 2

Yeah, so the standard.

01:13:17 Speaker 2

Would need to be like, hey.

01:13:19 Speaker 2

To meet an intermediate, you have to have.

01:13:22 Speaker 2

Five of which four of them have to be this or seven, of which five of these have to be.

01:13:30 Speaker 2

Uhm, at a minimum.

01:13:34 Speaker 1

And so going up to our, uh, very long table here, you would end up with say if you were a company and wanting to use the system and know what you.

01:13:45 Speaker 1

Need to do.

01:13:46 Speaker 1

Uh, you could maybe have a.

01:14:00 Speaker 1

Uh, and if you click green it will highlight, you know almost everything here.

01:14:08 Speaker 1

Uh, if you click, I don't know what orange.

01:14:14 Speaker 1

Uh, if you for an orange grade, you might miss the final one of them. Or one of these such.

01:14:23 Speaker 1

Uh, I'm trying to sort of understand is this the sort of thing you're meaning? So we as we go down in the scale rules with red.

01:14:31 Speaker 2

First, personally, this is what I would prefer, but I think a simpler system would be.

01:14:38 Speaker 2

To just stick to.

01:14:40 Speaker 2

Everything in this. Everything in this action or everything that's relevant in this action or not. But I want to just prioritise them. I think doing a system like this once I would prefer to see that be the standard.

01:14:45 Speaker 3

Right?

01:14:52 Speaker 2

Does start to complicate things and makes it a lot harder.

01:14:55 Speaker 2

To track.

01:14:56 Speaker 2

'cause then you've got to look up every individual standard every time to work.

01:15:01 Speaker 3

Umm yeah, when I was proposing this initially I I just thought like I I'm thinking block categories on.

01:15:07 Speaker 3

I'm not smart.

01:15:09 Speaker 2

Yeah, so stick stick to block categories. Just say hey off the 14 to get an intermediate you need to meet 7.

01:15:16 Speaker 2

And of those seven, four of them have to be these sections that are the important ones. And then you go up from.

01:15:24 Speaker 4

There yeah, you need to have the first four and then you.

01:15:26 Speaker 4

Could take your choice.

01:15:27 Speaker 4

For the others to get medium.

01:15:30 Speaker 2

But to get a high, it might, uh, the minimum requirement might be more, so you might have to get a I don't know a high you might need 10, but the minimum requirement might be 6 specific ones.

01:15:45 Speaker 1

OK.

01:15:45 Speaker 2

It's like you have to get these six specific ones just to ensure there's some amount of priority.

01:15:52 Speaker 2

Being placed on ones.

01:15:53 Speaker 4

So then they can't just pick the easiest ones they implement instead of the most important ones they should be implementing.

01:16:00 Speaker 3

Yeah exactly, I as a consumer or like as a business looking into this kind of stuff.

01:16:04 Speaker 3

If I would be pretty ****** *** if I bought like a point.

01:16:08 Speaker 3

Of sale terminal.

01:16:09 Speaker 3

And I then I found out that to get a high security requirement or whatever the company opted to implement telemetry instead of, you know USB access control. I would be like.

01:16:21 Speaker 3

Kinda miffed.

01:16:22 Speaker 1

OK, there there is one problem with this kind of thing that immediately jumps to my mind, which is what if the cost to implement the first few of these is minimal, but say gptm40 costs far, far more.

01:16:50 Speaker 1

Because we then let's say this wasn't one of our minimum.

01:16:55 Speaker 1

The company would gain nothing in the rating.

01:16:59 Speaker 1

From implementing those first three because they know they can't do the fourth, for example.

01:17:06 Speaker 2

So there's no incentive to do so, yeah.

01:17:08 Speaker 2

Yeah, this this is where having partial successes would be nice to have, UM.

01:17:16 Speaker 2

The concern is it's a a trade off on complexity.

01:17:19 Speaker 1

Maybe then, what about some kind of way where it credits it's separate from the system, so we're talking about here instead of being pass or fail. We've got our whatever we're calling it over here, but at the moment we’re using ticks and crosses.

01:17:36 Speaker 1

Yeah, what if we do do a partial credit here, in that it will be visible on the label.

01:17:42 Speaker 1

Or even if it hasn't contributed to their grade.

01:17:46 Speaker 2

Oh so stuff like come say the first tick being four or four, the second one being three of five, the third one being 4, four or four or so on.

01:17:55 Speaker 1

I was thinking something a little bit simpler, but that could work as well. I was thinking let's say this has met its got C or something over here or full colour. It's got a C.

01:18:08 Speaker 1

Uh, because of this because somehow we decided that it needed it needed. Uh, for those specific four as its minimum and one other, they have chosen this. However, this company has also done a little bit here in category eight. What if we just?

01:18:28 Speaker 1

Did a which.

01:18:30 Speaker 1

One is the awful colour is it this one?

01:18:31 Speaker 1

I can't remember.

01:18:35 Speaker 1

Something like there's some way of showing there has been an effort, even if it wasn't credit for a full tick. There is some kind of signifier whether colour based or symbol based.

01:18:50 Speaker 1

For a partial credit.

01:18:50 Speaker 4

That could work.

01:18:52 Speaker 4

But at that point, you guys think that they're all going to do the minimum in every category?

01:18:58 Speaker 1

Is that not sort of a bit that we're after though? So if we're saying like the C.

01:19:02 Speaker 3

Yeah, so if the grade doesn't go up when you assign like partial credit.

01:19:08 Speaker 3

That's fine, so you can't just pick like the first regulation off of like every single category. Yeah, you'd still get an F.

01:19:15 Speaker 1

Yeah, and the consequence of use doing this and trying to abuse the system. Let's say you were trying to abuse it such that you believe having squiggly's is going to help you in your.

01:19:28 Speaker 1

Sales so you do your minimum to get your C as a company that doesn't want to do very little, but you decide you want your squiggly. You now do one single requirement in each one of them.

01:19:42 Speaker 1

Of the other ones, this is still a better state of security than what would have come prior.

01:19:50 Speaker 4

Yeah, but you're also then incentivising them not to go above that one if they just only get the squiggly until they go to four, they're not going to do.

01:19:58 Speaker 4

Two and three, yeah.

01:20:00 Speaker 2

This is where I think having this quickly be a number.

01:20:01 Speaker 4

A number.

01:20:04 Speaker 4

Yeah, like 5 out of 5 or.

01:20:06 Speaker 2

Yeah, and then we can get into the argument of Oh well.

01:20:09 Speaker 1

Which then all.

01:20:10 Speaker 2

Uh, one? Yeah yeah out all equal but I think at that point you just have to.

01:20:14 Speaker 2

Accept that like you're not gonna.

01:20:15 Speaker 4

Get a perfect system.

01:20:19 Speaker 2

But being able to tell the difference between oh this is a one out of 6, and this is a five out of 6.

01:20:26 Speaker 2

On a partial makes a big difference.

01:20:28 Speaker 1

So here saying I don't know how many were actually in this one, but this instead of a tick or a cross would say 3 of 4.

01:20:38 Speaker 4

Yeah, yeah, everybody knows a number rating.

01:20:46 Speaker 2

OK.

01:20:48 Speaker 1

OK, uh, that was very productive.

01:20:52 Speaker 1

Moving on to.

01:20:59 Speaker 1

Sorry, zoom is being very unhappy with me right now and is.

01:21:08 Speaker 1

Yeah, so we talked a bit about the requirements. We've got a good selection of things to change here. If you have a choice which design that featured way back in figure one or the label style in Figure 2. Would you prefer to see first developed and affixed to device packaging?

01:21:23 Speaker 4

Figured 2

01:21:26 Speaker 3

Yeah, 100% figure 2.

01:21:26 Speaker 5

Figure 2.

01:21:27 Speaker 2

Yeah, yeah.

01:21:30 Speaker 1

So this is now the close of that section and there is now an alternate.

01:21:40 Speaker 1

Label. This is a short section so.

01:21:46 Speaker 1

I won't be keeping you much longer.

01:21:52 Speaker 1

The label in Figure 2 in the prior sections is a prototype label which will present in our report and security for Internet of Things devices.

01:22:00 Speaker 1

It is thorough and includes the most up-to-date recommendations from DCMS European Union Agency for Cyber Security, as well as recommendations of the researcher.

01:22:10 Speaker 1

The label in figure 5 is a proposed label from Harris Interactive that will be included on any device that's certified for sale in the UK and is the current favourite for ratification by legislation.

01:22:24 Speaker 1

Recognising that label is currently favoured, an alternate label proposal has been.

01:22:29 Speaker 1

Created figure 6.

01:22:32 Speaker 1

Uh, we have a general sort of thing here. Which do you feel is better sort of thing? I'm going to skip over that a little bit here just so we can talk about this as an alternative and why these decisions were made and how. Maybe you all feel about them.

01:22:52 Speaker 1

The primary focus of creating this alternate design is to leave the door open for future security improvements.

01:23:01 Speaker 1

Although the Harris Interactive proposal does not directly say this device is secure until XYZ year, it is implied.

01:23:12 Speaker 1

Uh, so if this proposal goes through and the next government decided no, we don't want three of 13 requirements.

01:23:22 Speaker 1

We want 10 of 13 requirements. There would still be devices floating around saying they are still secure. There is no way to.

01:23:35 Speaker 1

Say when, what version of security sort of thing we're talking here?

01:23:41 Speaker 1

And also I want to open this up for discussion around both those labels. How you feel like it's if there's any other approaches you think may be better.

01:23:53 Speaker 1

Or anything like that.

01:23:56 Speaker 2

So what we're trying to establish here is when the standard was made.

01:24:01 Speaker 2

Uhm, well, that's the difference.

01:24:07 Speaker 2

I feel like date is the most important way of putting it right? 'cause?

01:24:12 Speaker 2

That gives, that's always a a an easy point of reference, uhm?

01:24:16 Speaker 2

It'll be, you could go and say this is as of a government standard Apple. UM, but then that doesn't tell you how long it's been.

01:24:29 Speaker 1

There is also instead of doing it by day, uh, version number is a proposal. I've got some mockups for instead version 123 or just version 2021 or something, you know.

01:24:42 Speaker 1

For saying, certified during.

01:24:43 Speaker 2

The problem with version is that as a random consumer that walks into a store.

01:24:50 Speaker 2

Unless you happen to see two next to each other that have different version numbers, you've got no context for if that is the like when that is.

01:24:58 Speaker 4

Oh yeah.

01:25:00 Speaker 2

If I see version 48 uhm?

01:25:02 Speaker 4

You could be on version 100 for all you know.

01:25:03 Speaker 2

It’s like, yeah, when.

01:25:05 Speaker 2

Did that come out? And I can guess based on when the updates are up to, but maybe this is a device that has 20 years of support for some horrific reason.

01:25:17 Speaker 1

OK.

01:25:24 Speaker 1

Uh, so I I chose when designing this, uh?

01:25:31 Speaker 1

To further go down the line of just trying to get as similar to the Harris Interactive proposal that's currently favoured as possible, I chose to include updates until as the additional piece of information to further bridge this gap, but there could easily be other information included instead.

01:25:52 Speaker 1

Uh, is there any?

01:25:54 Speaker 1

Anything in particular you'd like to mention that you would prefer to see or.

01:26:03 Speaker 2

I I almost feel like so the.

01:26:07 Speaker 2

Levels of standards we were talking about earlier.

01:26:12 Speaker 2

Important security features included or security protections included doesn't mean anything. Uhm, having something that says home security protections included, business security protections included, and doing the standard based on that, obviously implies writing a lot.

01:26:31 Speaker 2

More standards for.

01:26:33 Speaker 2

What those would be. But that's actually something that's.

01:26:38 Speaker 2

Like significantly more useful and it implies what the scope you can use it in.

01:26:44 Speaker 1

OK.

[bookmark: _Hlk107414880]01:26:48 Speaker 3

To be fair, one of the things that could be included on the label in place of important security protections included.

01:26:55 Speaker 3

Could be the security rating that we previously mentioned. It could be that A to F grading system which.

01:27:02 Speaker 3

While not perfect, would be a little bit useful at least.

01:27:06 Speaker 2

Yeah, A to F and a link to yeah or a QR code or?

01:27:08 Speaker 3

The government website.

01:27:15 Speaker 2

Actually, that that could do well actually is the shield tick replaced with a QR code.

01:27:20 Speaker 2

And say security rating F or G or B.

01:27:26 Speaker 4

Positive yeah, be positive.

01:27:34 Speaker 1

OK.

01:27:36 Speaker 1

Uhm, so general questions now. Do you have any comments?

01:27:41 Speaker 1

Uh, we've sort of gone over information you feel is missing, anything about labels should be improved.

01:27:48 Speaker 1

Uh, or anything in general you'd like.

01:27:50 Speaker 1

To talk about.

01:27:52 Speaker 2

So with the Harris labels.

01:27:56 Speaker 2

What is the intended size for them.

01:27:59 Speaker 1

So these are Lozenge size uh so about like.

01:28:04 Speaker 2

Yeah, so these are.

01:28:06 Speaker 2

A8 or.

01:28:08 Speaker 2

Whatever, UM, so this gets round the issue of packaging sizing a lot better.

01:28:15 Speaker 2

As we've mentioned a lot earlier.

01:28:18 Speaker 4

Yeah, but at the same time like this design doesn't really say anything to me.

01:28:23 Speaker 2

It's yeah it this is the trade off right of useful information versus being able to fit on, yeah?

01:28:32 Speaker 2

'cause something that people have repeatedly pointed out is. Whilst it would be that like setting the standards is really nice, but manufacturers are always going to try and go for the minimum, UM?

01:28:45 Speaker 2

And if there was a choice between having the full list that showed all the ticks and something this size, this size would be shown in almost every situation.

01:28:55 Speaker 2

Unless the larger one was being used as a marketing sort of like, hey, look, we've we've got all these things. Yeah, you would never see it on anything that had less than half.

01:29:10 Speaker 3

To be fair, that could also be.

01:29:12 Speaker 3

A good hallmark for.

01:29:14 Speaker 3

Like security focused products like that kind of self filtering might actually work in.

01:29:22 Speaker 3

The favour of consumers who are you know, security minded about these things.

01:29:28 Speaker 4

Uh, it’s a bit of a trade off, 'cause like.

01:29:31 Speaker 3

I guess.

01:29:31 Speaker 4

I guess if you chose to have the the improved one.

01:29:34 Speaker 4

But this still shows a consumer, hey, we're secure.

01:29:37 Speaker 4

This means as much as the other one.

01:29:40 Speaker 3

Yeah true yeah. And plus I mean what? What is important security features like?

01:29:46 Speaker 2

That the the biggest.

01:29:48 Speaker 2

Change I definitely want to see is.

01:29:51 Speaker 2

Expanding on what important security protections is. Either by making it more relevant by saying sort of what environment it's designed for, or by bringing in those grading systems. Grading system would be preferred.

01:30:06 Speaker 2

But matter of if that was possible or not.

01:30:09 Speaker 1

OK.

01:30:10 Speaker 3

Prefer the wording given the previous.

01:30:12 Speaker 3

Point with like what environment this should be in the wording would have to be really really specific or else you'd have like companies publishing labels that are like inside a locked building. This device is secure.

01:30:24 Speaker 4

Oh yeah.

01:30:26 Speaker 2

Yeah, like I'm, I'm assuming like the idea would be is standards would be created that are.

01:30:36 Speaker 2

Home, Enterprise, private business, retail or something like that and fairly broad categories. But like very specific that, like hey retail is specifically designed for point of sale or stuff that is going to have users interacting, whereas business might be something that physically like physically. People aren't going to have.

01:30:56 Speaker 2

Access to and so they might be a bit more lax on those requirements, but they might be more specific on storing personal information, for example.

01:31:11 Speaker 2

Yeah, whereas home for example might be more on connections, I guess, UM, not having your next door neighbour.

01:31:19 Speaker 2

Put a botnet on your fridge.

01:31:23 Speaker 3

They just bug the the buy milk button and just suddenly like 60 pints turned up on your door one day.

01:31:32 Speaker 1

OK, so and just to check because now you've seen this smaller alternative which we can work on as well. Maybe swap for the letter grading system.

01:31:45 Speaker 1

Uh, if we had the option here between this improved Figure 6.

01:31:51 Speaker 1

Uh, and the other label design, uh, also improved through. Which would you rather see developed to completion?

01:32:03 Speaker 3

Oh the chunky one. The big label.

01:32:05 Speaker 2

Personally, the chunky one, but I feel like the the smaller one is probably wider applications.

01:32:06 Speaker 5

Yep, the big boy.

01:32:13 Speaker 2

Yeah, 'cause.

01:32:15 Speaker 4

For me, there's far more use. This is the one I would.

01:32:19 Speaker 2

Like yeah, this is about what appeal versus as as some people who sort of are involved in this. What would we like to see

01:32:32 Speaker 3

Yeah, that's a good point.

01:32:36 Speaker 3

I I'm reckoning the focus group full of like regular consumers was a bit more.

01:32:42 Speaker 3

Favoured towards like figure two I guess.

01:32:47 Speaker 1

I'm still interpreting the data at the moment, but, uh, from what I can broadly tell, yes, Figure 2 does seem to be favoured by the consumers.

01:33:04 Speaker 1

So does anyone have anything else they would like to say before recording stops?

01:33:11 Speaker 1

OK, well thank you all very much.
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Amazon Dash Button

Amazon Echo

Amazon Echo Spot

August Doorbell Cam

August Smart Lock

BB8 SE Droid

Belkin WeMo Insight Smart Plug

Belkin WeMo Mr Coffee Smart
Coffeemaker

Belkin WeMo Smart Light Switch

Bitdefender BOX loT Security Solution

Control4 EA-5 Controller

Flow By Plume Labs Air Pollution
Monitor

Foobot Air Quality Monitor

Google Home

Linquet Bluetooth tracking sensors

Logitech Harmony Elite Universal
Remote

Logitech Pop

Nest Cam Indoor camera

Nest Cam Outdoor camera

Nest Learning Thermostat

Nest Smoke Alarm

NETGEAR Orbi Ultra-Performance Mesh
Wi-Fi

Particle Photon Wi-Fi with headers

Phillips Hue Bulbs

Phillips Hue Hue Go

RING Doorbell

TrackR bravo Tracking Device

Pass (when revisited in 2022)

Pass (when revisited in 2022)

Closed vulnerability disclosure program

Minor Fail, Vuln

Minor Fail, Vuln

Minor Fail, Vuln

Minor Fail, Vuln





		Amazon Dash Button

		

		

		

		Pass



		Amazon Echo

		

		

		

		Pass



		Amazon Echo Spot

		

		

		

		Pass



		August Doorbell Cam

		

		

		

		Pass (when revisited in 2022)



		August Smart Lock

		

		

		

		Pass (when revisited in 2022) 



		BB8 SE Droid

		

		

		

		Closed vulnerability disclosure program



		Belkin WeMo Insight Smart Plug

		

		

		

		Pass



		Belkin WeMo Mr  Coffee Smart Coffeemaker

		

		

		

		Pass



		Belkin WeMo Smart Light Switch

		

		

		

		Pass



		Bitdefender BOX IoT Security Solution

		

		

		

		Pass 



		Control4 EA-5 Controller

		

		

		

		Fail



		Flow By Plume Labs Air Pollution Monitor

		

		

		

		Minor Fail, Vuln



		Foobot Air Quality Monitor

		

		

		

		Minor Fail, Vuln



		Google Home

		

		

		

		Pass



		Linquet Bluetooth tracking sensors

		

		

		

		Minor Fail, Vuln



		Logitech Harmony Elite Universal Remote

		

		

		

		Pass



		Logitech Pop

		

		

		

		Pass



		Nest Cam Indoor camera

		

		

		

		Pass



		Nest Cam Outdoor camera

		

		

		

		Pass



		Nest Learning Thermostat

		

		

		

		Pass



		Nest Smoke Alarm

		

		

		

		Pass



		NETGEAR Orbi Ultra-Performance  Mesh Wi-Fi 

		

		

		

		Pass



		Particle Photon Wi-Fi with headers

		

		

		

		Minor Fail, Vuln



		Phillips Hue Bulbs

		

		

		

		Pass



		Phillips Hue Hue Go

		

		

		

		Pass



		RING Doorbell
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		TrackR bravo Tracking Device

		

		

		

		Fail
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Amazon Dash Button     Pass  


Amazon Echo     Pass  


Amazon Echo Spot     Pass  


August Doorbell Cam     Pass (when revisited in 2022)  


August Smart Lock     Pass (when revisited in 2022)   


BB8 SE Droid     Closed vulnerability disclosure program  


Belkin WeMo Insight Smart Plug     Pass  


Belkin WeMo Mr  Coffee Smart  Coffeemaker     Pass  


Belkin WeMo Smart Light Switch     Pass  


Bitdefender BOX IoT Security Solution     Pass   


Control4 EA - 5  Controller     Fail  


Flow By Plume Labs Air Pollution  Monitor     Minor Fail, Vuln  


Foobot Air Quality Monitor     Minor Fail,  Vuln  


Google Home     Pass  


Linquet Bluetooth tracking sensors     Minor Fail, Vuln  


Logitech Harmony Elite Universal  Remote     Pass  


Logitech Pop     Pass  


Nest Cam Indoor camera     Pass  


Nest Cam Outdoor camera     Pass  


Nest Learning Thermos tat     Pass  


Nest Smoke Alarm     Pass  


NETGEAR Orbi Ultra - Performance  Mesh  Wi - Fi      Pass  


Particle Photon Wi - Fi with headers     Minor Fail, Vuln  


Phillips Hue Bulbs     Pass  


Phillips Hue Hue Go     Pass  


RING Doorbell     Pass  


TrackR bravo Tracking Device     Fail  





Shield with Shield with Icons with Full Lozenge
Text Text Inside Text
Underneath Underneath

Important security
features included

[ Security updates untl
at least Dec 2021

Label
Abbreviation Label 4
Smart TV 404 405 412 406
Wearable Device 403 407 403 409
Smart Toy 405 406 403 403
Smart Thermostat 404 402 407 403





@ United Kingdom loT Security Certification Scheme

Summary of Assessment

1 66 o%o 6 88 % 199
2 606 % 7 10110 12 212
3 E’b 8 111 13 212
4 55 ® 414 14 33

510110

A 140714
@' 10 606 requiements et PASS

and provide the following code:

ALPHA - GAMMA - STGMA

This device i certied as meeting the minimum requirements of cybersecurity or sale n the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or vist placeholder.gov.uk.





@ United Kingdom loT Security Certification Scheme

Summary of Assessment

1 506 o%o 6 88 % 199
> 26 % 7 10110 12 212
3 a7 E’b 8 111 13 NIA
4 55 ® 414 14 33

510110

120713

i
@- 10: 616 | requirements et

cate B

and provide the following code:

ALPHA - GAMMA - STGMA

This device i certied as meeting the minimum requirements of cybersecurity or sale n the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or vist placenolder.gov.uk.





@ United Kingdom loT Security Certification Scheme

Summary of Assessment

1 506 .—%@ 6 88 % 11 819
2 26 % 7 oo 2 22
3 E’b s 111 13 NIA
4 55 ® 414 a3
5 10110 @J 10 6/6 Requ:r‘er‘:\'e‘n::sMet Pass

and provide the following code:

This device i certied as meeting the minimum requirements of cybersecurity or sale n the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or vist placenolder.gov.uk.

ALPHA - GAMMA - STGMA
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Column 1

Column 2

(Currently Selected)

Column 3
(Optional)

Australia

Australian Government

"Code of Practice"

United Kingdom
UK "Secure by Design"

European Union
ENISA Baseline Security

Requirements

[ Requirement 1

Wording of AUS requirement 1

[ Requirement 1

Wording of UK requirement 1

GP-TM-09

Wording of requirement

GP-TM-22

Wording of requirement

GP-TM-23

Wording of requirement





United Kingdom loT Security Certification Scheme m

Summary of Assessment

v,

upasin i e 202

M E==4
1. 5/6 6. 8/8 == 11: 9/9
Password Protections Reduced Atiack Sutace

CE b ol Mo [aomg 12 212
Vutnerabity Dislosure Device Inegrty

L 13 NIA
Device Updtes Protect PersonalData

(== 4 505 B-&-8 | 44 4 33
CregentarStorage Outage Resilence Rk Managerment

5 @ 12013
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[This device is certfed as mesting the minimum requiremens of cybersecurty for sale in the United Kingdom of Great
Britain and Northern Ireland. For details of assessment, contact the device manufacturer or vist placenolder.gov.uk

and provide the following code:

ALPHA - GAMMA - STGMA





&7 GOV.UK

Q Departments Worldwide How governmentworks Getinvolved
Search on GOV.UK Consultations ~Statistics News and communications

- Coronavirus (COVID-19) | Guidance and support

Home > Consumer protection

Collection
Device Reports

Your "smart" devices are now more secure, with Government
mandated certification before devices ever appear on store
shelves.

From: Department for Digital, Culture, Media & Sport
Published 28 February 2021
Last updated 21 April 2022 — See all updates

Contents

i Related content
— Overview
— 1) No default passwords Code of Practice for Consumer loT Security
— 2)Implement a vulnerability disclosure policy Proposals for requlating consumer smart
_ 3)Keep software update product cyber security - call for views
— 4)Securely store credentials and security-sensitive data Device Reports report

— 50 icat l
) Communicate securely Regulating consumer smart product cyber

— 6) Minimise exposed attack surfaces security - government response




Device Reports

Every "smart" device certified for sale in the United Kingdom has undergone a security assessment, to help

our citizens remain safe and secure in a digital world.

While a brief summary is visible on product packaging, the full report with complete descriptions of how the
device performed is available free online. To access this, simply enter the three-word code on the rear

packaging of the device into the following box.

For instructions on finding this code, click or tap any of this text.

Alternatively, you may search by device name to find a specific report you wish to view.

CQ Alexa

] Advanced

Amazon Alexa 2021

)

Device Image

Amazon Alexa 2020

)

Device Image

Amazon Alexa 2019

Dian L

View All (14)





Toggle advanced information

PasImRi ] 1) No Default Passwords

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements One, Two and Three.
Devices may choose to implement requirements Four, Five and Six to increase security.

One:-

Establish hard to crack device individual default passwords \/
Two:-

Ensure default passwords and even default usernames are changed during the initial setup \/
Three:-

Authentication mechanisms must use strong passwords \/
Four:-

Protect against ‘brute force’ and/or other abusive login attempts X

Summary:- 3/6 (Pass)

Q{;&’@E 2) Implement a vulnerability disclosure policy
{:@ 3) Keep software updated

4) Securely store credentials and security-sensitive data

I+





Toggle advanced information

PasImRi ] 1) No Default Passwords

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements GP-TM-09, GP-TM-22 and GP-TM-23.
Devices may choose to implement requirements GP-TM-25, GP-TM-26 and REQ-1 to increase security.

GP-TM-09:-
Establish hard to crack device individual default passwords. Usernames and passwords for IoT devices supplied by the manufacturer are often never changed by the \/
user and are easily cracked, and a hard to crack default password is still a weakness if it is used for more than one device.

GP-TM-22:-

Ensure default passwords and even default usernames are changed during the initial setup, and that weak, null or blank passwords are not allowed. \/
GP-TM-23:-

Authentication mechanisms must use strong passwords or personal identification numbers (PINs), and should consider using two-factor authentication (2FA) or \/

multi-factor authentication (MFA) like Smartphones, Biometrics, etc., and certificates.

Summory:- 3/6 (Pass) t

V4

{:@ 3) Keep software updated
4) Securely store credentials and security-sensitive data





Toggle advanced information

PasSEIsER1 ] 1) No Default Passwords
Q‘Yl’é’@% 2) Implement a vulnerability disclosure policy

{:@ 3) Keep software updated

XKKK @

4) Securely store credentials and security-sensitive data

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames and passwords in
software. Simple obfuscation methods also used to obscure or encrypt this hard-coded information can be trivially broken.
Security-sensitive data that should be stored securely includes, for example, cryptographic keys, device identifiers and initialisation
vectors. Secure, trusted storage mechanisms should be used such as those provided by a Trusted Execution Environment and
associated trusted, secure storage.

This requirement is optional.
To meet this requirement, devices must meet sub-requirements GP-TM-24, GP-TM-35 and GP-TM-49.

Devices may choose to implement requirements GP-TM-40 and REQ-4 to increase security.

GP-TM-24:- 2
Authentication credentials including but not limited to user passwords shall be salted, hashed and/or encrypted. \/ .
GP-TM-35:-

Cryptographic keys must be securely managed. Encryption is only as robust as the ability for any encryption based system to keep the encryption key hidden. \/

Cryptographic key management includes key generation, distribution, storage, and maintenance.

GP-TM-49:-
Avoid provisioning the same secret key in an entire product family, since compromising a single device would be enough to expose the rest of the product family. X

GP-TM-40: Ensure credentials are not exposed in internal or external network traffic.

Summary:- 3/5 (Fail)
:_._ 5) Communicate securely





Toggle advanced information

PasSIIER1 ] 1) No Default Passwords v

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements GP-TM-09, GP-TM-22 and GP-TM-23.
Devices may choose to implement requirements GP-TM-25, GP-TM-26 and REQ-1 to increase security.

GP-TM-09:-
Establish hard to crack device individual default passwords. Usernames and passwords for IoT devices supplied by the manufacturer are often never changed by the \/
user and are easily cracked, and a hard to crack default password is still a weakness if it is used for more than one device.

-

GP-TM-22:-
Ensure default passwords and even default usernames are changed during the initial setup, and that weak, null or blank passwords are not allowed. \/
GP-TM-23:-
Authentication mechanisms must use strong passwords or personal identification numbers (PINs), and should consider using two-factor authentication (2FA) or \/

multi-factor authentication (MFA) like Smartphones, Biometrics, etc., and certificates.

Summary:- 3/6 (Pass)

V1 P S .
q\y@z 2) Implement a vulnerability disclosure policy 4

{:@ 3) Keep software updated N

QE 4) Securely store credentials and security-sensitive data X

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames and passwords in
software. Simple obfuscation methods also used to obscure or encrypt this hard-coded information can be trivially broken.
Security-sensitive data that should be stored securely includes, for example, cryptographic keys, device identifiers and initialisation
vectors. Secure, trusted storage mechanisms should be used such as those provided by a Trusted Execution Environment and
associated trusted, secure storage.

This requirement is optional.
To meet this requirement, devices must meet sub-requirements GP-TM-24, GP-TM-35 and GP-TM-49.
Devices may choose to implement requirements GP-TM-40 and REQ-4 to increase security.

GP-TM-24:- 2
Authentication credentials including but not limited to user passwords shall be salted, hashed and/or encrypted. \/ .
GP-TM-35:-

Cryptographic keys must be securely managed. Encryption is only as robust as the ability for any encryption based system to keep the encryption key hidden. \/

Cryptographic key management includes key generation, distribution, storage, and maintenance.

GP-TM-49:-
Avoid provisioning the same secret key in an entire product family, since compromising a single device would be enough to expose the rest of the product family. X

GP-TM-40: Ensure credentials are not exposed in internal or external network traffic.

Summary:- 2/4 (Fail)

V4

Requirement is not applicable to
this device, and was not used.

= 5) Communicate securely NJ

6) Minimise exposed attack surface v





Toggle advanced information

C

Many IoT devices are being sold with universal default usernames and passwords (such as ‘admin, admin’) which are expected to be
changed by the consumer. This has been the source of many security issues in IoT and the practice needs to be eliminated. Best
practice on passwords and other authentication methods should be followed.

All devices must meet sub-requirements GP-TM-09, GP-TM-22 and GP-TM-23.
Devices may choose to implement requirements GP-TM-25, GP-TM-26 and REQ-1 to increase security.

GP-TM-09:-
Establish hard to crack device individual default passwords. Usernames and passwords for IoT devices supplied by the manufacturer are often never changed by the \/
user and are easily cracked, and a hard to crack default password is still a weakness if it is used for more than one device.

-

GP-TM-22:-

Ensure default passwords and even default usernames are changed during the initial setup, and that weak, null or blank passwords are not allowed. \/
GP-TM-23:-
Authentication mechanisms must use strong passwords or personal identification numbers (PINs), and should consider using two-factor authentication (2FA) or \/

multi-factor authentication (MFA) like Smartphones, Biometrics, etc., and certificates.

Summary:- 3/6 (C)

V1 P S .
q\y@z 2) Implement a vulnerability disclosure policy A

QE 4) Securely store credentials and security-sensitive data

Reverse engineering of devices and applications can easily discover credentials such as hard-coded usernames and passwords in
software. Simple obfuscation methods also used to obscure or encrypt this hard-coded information can be trivially broken.
Security-sensitive data that should be stored securely includes, for example, cryptographic keys, device identifiers and initialisation
vectors. Secure, trusted storage mechanisms should be used such as those provided by a Trusted Execution Environment and
associated trusted, secure storage.

This requirement is optional.

To meet this requirement, devices must meet sub-requirements GP-TM-24, GP-TM-35 and GP-TM-49.
Devices may choose to implement requirements GP-TM-40 and REQ-4 to increase security.

GP-TM-24:- 2
Authentication credentials including but not limited to user passwords shall be salted, hashed and/or encrypted. \/ .
GP-TM-35:-

Cryptographic keys must be securely managed. Encryption is only as robust as the ability for any encryption based system to keep the encryption key hidden. \/

Cryptographic key management includes key generation, distribution, storage, and maintenance.

GP-TM-49-

Avoid provisioning the same secret key in an entire product family, since compromising a single device would be enough to expose the rest of the product family.

GP-TM-40: Ensure credentials are not exposed in internal or external network traffic.

Summary:- 2/4 (Fail)

V4

Requirement is not applicable to
this device, and was not used.

= 5) Communicate securely NJ

6) Minimise exposed attack surface E

All devices and services should operate on the ‘principle of least privilege’; unused ports should be closed, hardware should not
unnecessarily expose access, services should not be available if they are not used and code should be minimised to the functionality
necessary for the service to operate. Software should run with appropriate privileges, taking account of both security and functionality.

This requirement is optional.
To meet this requirement, devices must meet sub-requirements GP-TM-33 and GP-TM-50.
Devices must additionally include two of the following to pass. GP-TM-30, GP-TM-45, GP-PS-12 and REQ-6.
Devices may choose to implement requirements GP-TM-33, GP-TM-50, GP-TM-08, GP-TM-43, GP-TM-45, GP-PS-12, GP-TM-30 and
REQ-4 to increase security.
GP-TM-33--

Ensure that devices only feature the essential physical external ports (such as USB) necessary for them to function and that the test/debug modes are secure, so they \/
cannot be used to maliciously access the devices. In general, lock down physical ports to only trusted connections.

GP-TM-50:-
Ensure only necessary ports are exposed and available.

GP-TM-08:-

Enable security by default. Any applicable security features should be enabled by default, and any unused or insecure functionalities should be disabled by default.
Strong security controls should be something the consumer has to deliberately disable rather than deliberately enable.

Summary:- 2/8 (Fail)
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