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Abstract—The remarkable success of transformers across var-
ious fields such as natural language processing and computer
vision has paved the way for their applications in automatic
modulation classification, a critical component in the commu-
nication systems of Internet of Things (IoT) devices. However,
it has been observed that transformer-based classification of
radio signals is susceptible to subtle yet sophisticated adversarial
attacks. To address this issue, we have developed a defensive
strategy for transformer-based modulation classification systems
to counter such adversarial attacks. In this paper, we propose a
novel vision transformer (ViT) architecture by introducing a new
concept known as adversarial indicator (AdvI) token to detect
adversarial attacks. To the best of our knowledge, this is the
first work to propose an Advl token in ViT to defend against
adversarial attacks. Integrating an adversarial training method
with a detection mechanism using Advl token, we combine a
training time defense and running time defense in a unified
neural network model, which reduces architectural complexity of
the system compared to detecting adversarial perturbations using
separate models. We investigate into the operational principles of
our method by examining the attention mechanism. We show the
proposed Advl token acts as a crucial element within the ViT,
influencing attention weights and thereby highlighting regions
or features in the input data that are potentially suspicious or
anomalous. Through experimental results, we demonstrate that
our approach surpasses several competitive methods in handling
white-box attack scenarios, including those utilizing the fast
gradient method, projected gradient descent attacks and basic
iterative method.

Index Terms—vision transformer, adversarial attacks, fast
gradient method, projected gradient descent algorithm, basic
iterative method, adversarial training, adversarial indicator token
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I. INTRODUCTION

The rapid evolution of the Internet of Things (IoT) and
mobile networks is driven by the ever-increasing demands
for ultra-reliable performance, low-latency responsiveness,
seamless connectivity, and enhanced mobility [1-4]. As it
stands, over 50 billion devices are estimated to be wirelessly
interconnected, providing sophisticated services and extensive
environmental sensing capabilities. This surge in connected
devices is intensifying the demand for already scarce wireless
communication spectrum resources, necessitating more intel-
ligent communication technologies to effectively manage this
growth. Automatic modulation classification (AMC) emerges
as a pivotal intelligent enabling technology in this context [5—
8]. This technology facilitates the classification of modulation
schemes without prior knowledge of the received signals or
channel characteristics, enabling more efficient management
of spectrum resources, self-recovery and maintaining commu-
nication reliability, thus supporting the continued growth and
deployment of massive IoT devices even in the absence of a
centralized network architecture and management.

The aim of AMC is to automatically identify the modulation
type of a received signal, including BPSK, QPSK, 8PSK,
QAMI16, QAM64, CPFSK, GFSK, PAM4, WBFM, AM-SSB,
and AM-DSB, etc. Historically, AMC relied on meticulously
derived features, which were determined by specialists along
with specific classification guidelines [9, 10]. These traditional
approaches are straightforward to execute in real-world scenar-
ios, but their reliance on manually selected features and fixed
classification criteria make it difficult to adapt to new types of
modulation. More recently, the remarkable successes of deep
learning have led many researchers to explore various deep
neural network (DNN) models for AMC [5, 11-21]. For in-
stance, convolutional neural networks (CNNs) [11] have been
utilized for this purpose. Subsequent developments included
convolutional long short-term deep neural networks (CLDNN),
long short-term memory neural networks (LSTMs), and deep
residual networks (ResNets) to enhance classification accuracy
[16]. Innovations also include a complex CNN [17] designed
to identify signal spectrum information and a spatio-temporal
hybrid deep neural network [18] that leverages multi-channel
and multi-function blocks for AMC. A graph convolutional
network (GCN) was proposed in [20] which achieves com-
parable results to other existing approaches. Additionally, to
minimize communication overhead, a new learning framework



combining ensemble learning and decentralized learning [21]
was introduced. Moreover, inspired by the remarkable success
of transformers in computer vision [22-24], the authors of [25]
has applied transformer models to AMC, achieving significant
improvements in performance over previous methods.
Despite the impressive performance of DNNs, numerous
studies have highlighted their susceptibility to adversarial
attacks. These are small, intentionally designed perturbations
to the input data that can cause incorrect classifications [26].
Such adversarial attacks have been demonstrated to disrupt
the functionality of various machine learning applications,
including object detection [27], natural language processing
[28], face recognition [29], and malware detection [30], etc.
Especially, the use of fast gradient methods (FGM) has been
found to significantly impair classification accuracy in AMC
[31, 32]. A typical threat scenario is illustrated in Figure 1.
Specifically, in a networked battlefield, radio signals are often
used by adversary units (adversary transmitter and receiver as
shown in Figure 1) to exchange critical battlefield sensing data.
In this scenario, allied forces, acting as eavesdroppers, can
utilize AMC to identify the modulation scheme and intercept
the communication between adversary units. To prevent allied
forces from successfully eavesdropping on their messages,
the adversary can introduce adversarial perturbations to the
communication signals, making it difficult for allied forces
to accurately determine the modulation type. Hence, in this
case, an AMC system that is robust against adversarial at-
tacks should be applied by allied force as proposed in this
paper. AMC differs considerably from conventional image
classification tasks in both data characteristics and practical
requirements. While image classification benefits from rich
spatial and semantic content, AMC typically operates on raw
in-phase and quadrature (IQ) samples that lack natural spatial
semantics and correlations found in images. To address this
challenge, we adopt an attention-based transformer architec-
ture, which is effective at capturing long-range dependencies
and abstract patterns, enabling the model to learn temporal
and modulation-specific features from non-visual input. Fur-
thermore, transformer-based defenses are well-suited for IoT
applications due to their ability to model the complex and
diverse signal patterns encountered in IoT communications.
Another critical consideration in AMC is the need for real-time
operation in resource-constrained environments, where com-
putational complexity reduction is of paramount importance.
Our proposed method integrates adversarial indicator token
into the transformer framework to detect adversarial attacks,
achieving both robustness and architectural simplicity suitable
for practical AMC deployment. To be more specific, in this
paper, we propose a novel ViT architecture by introducing an
adversarial indicator (AdvI) token to defend against adversarial
attacks (for notational simplicity, we refer to our proposed
architecture as AiTViT). Without a defense mechanism like
AITVIT, every misclassification directly results in decoding
failure. However, with an AiTViT-based defense in place, the
allied force aims to either correctly classify the modulation
or detect adversarial examples. Upon detecting adversarial
transmissions, i.e., adversarial examples, the allied force will
be able to recognize the existence of adversarial transmissions,

and the modulation classification will be deemed unreliable.
Consequently, this enables the allied force to conserve com-
putational resources by avoiding futile attempts at signal
decoding or to switch to alternative modulation detection
techniques such as those based on higher-order statistics. In
summary, our key contributions in this work are:
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Fig. 1: A scenario of the adversarial attacks in modulation
classification.

e We propose a novel ViT architecture (AiTViT) intro-
ducing a new concept known as Advl token to detect
adversarial attacks. To the best of our knowledge, this is
the first work to propose an Advl token in ViT to defend
against adversarial attacks.

o Combining AT training method and a detection mech-
anism using AdvIl token, we integrate a training time
defense and running time defense in a unified neural
network model, which reduces architectural complexity
of the system as compared to the two separate models.

« We examine the impact of our proposed AiTViT on the
attention weights, focusing on how it highlights regions
or features in the input data that may be considered
anomalous

o Generating white-box FGM, projected gradient descent
(PGD) and basic iterative method (BIM) attacks, we show
the significant performance advantage of our proposed
AiITViT compared to relevant exiting works, i.e., normally
trained ViT, the AT trained ViT, NR and ATARD defense
system.

The remainder of the paper is arranged as follows: Section
IT presents the related works. The proposed methodology is
illustrated in Section III, followed by the results and discus-
sions in Section IV. Finally conclusions are drawn in Section
V.

II. RELATED WORKS

Researchers have proposed various countermeasures to ad-
dress adversarial attacks in AMC. For instance, Sahay et
al. [33] introduced a deep ensemble defense that integrates
multiple deep learning architectures trained on both time
and frequency domain representations of received signals.
However, their approach is specifically designed for black-
box scenarios, emphasizing the transferability of adversarial



examples across signal domains, which is different from the
white-box scenario as considered in this paper. The work in
[34] introduces a defense technique that filters out adversarial
samples before they reach the modulation classifier. This
approach leverages mixture GANs (MGAN), where a sepa-
rate GAN is trained for each modulation scheme. However,
this method significantly increases computational resource
requirements due to the need to train an individual GAN for
every modulation scheme, which is particularly unattractive
for IoT devices due to their resource limitations. A neural
rejection (NR) technique and its variants were proposed to
detect adversarial attacks in [32] and [35]. The NR system
works by extracting last feature layer information from a CNN
network and feeding them into a connected support vector
machine system to detect adversarial attacks. Although NR
improves the robustness against adversarial attacks compared
to undefended DNN, integrating a CNN with an SVM in-
creases the architectural complexity of the system. This can
complicate both the development and maintenance processes,
as two different model types must be managed and optimized
to work effectively together. In addition, the data processing
pipeline becomes longer when using two separate models. The
output from the CNN needs to be processed and then fed into
the SVM, which can introduce additional latency. However,
as our proposed AiTViT also works based on the principle
of anomaly detection which employs Advl token to detect
adversarial examples, we consider the NR system in [32] as
one of the most competing works for performance comparison.

Furthermore, in [36] an adversarial training (AT) based
defense was proposed in AMC area. As adversarial training
(AT) is widely regarded as one of the most effective methods
to defend against adversarial attacks [37, 38], we include
the AT-trained ViT as one of the most competitive works.
Another highly relevant work is [39], where an attention-
based adversarial robustness distillation method (ATARD)
was proposed in AMC to transfer robustness to a compact
transformer model by learning the adversarial attention map
from a robust large transformer model. Since our work also
involves a transformer-based defense, we consider the ATARD
system in [39] as one of the most competing works for perfor-
mance comparison. ATARD system reduces the computational
complexity of the model, however, it considers a training time
defense only which shows lower robustness when adversarial
perturbation is large. In this paper, to address the above issues,
we propose a novel ViT architecture by introducing an AdvI
token to detect adversarial attacks. In the meantime, this token
acts as a crucial element within the ViT, influencing attention
weights and thereby highlighting regions or features in the
input data that are potentially suspicious or anomalous. To the
best of our knowledge, this approach has not been explored
in the literature, even in the broader context.

III. THE PROPOSED AITVIT

Before providing specifics, we first introduce the ViT ar-
chitecture used for AMC. The goal of ViT based AMC is
to automatically identify the modulation type of a received
signal, including BPSK, QPSK, 8PSK, QAMI16, QAMO64,

CPFSK, GFSK, PAM4, WBFM, AM-SSB, and AM-DSB, etc.
A VIiT [22] is a neural network architecture originally designed
for image recognition. In [25], the authors introduced the
ViT into AMC for the first time. Unlike traditional CNNs,
ViTs divide a radio signal into small patches, treating these
patches as a sequence. Each patch is converted into a vector,
and a special “classification token” (CLS token) is included
in the sequence to gather information from all patches for
the final classification task. The CLS token is a learnable
embedding that interacts with all other patches to capture a
summary of the entire input. This sequence, including the CLS
token, is processed through a Transformer encoder, and the
output corresponding to the CLS token is used for modulation
classification.

However, as demonstrated in [40], the ViT-based AMC
systems are vulnerable to adversarial attacks. To improve
the adversarial robustness of ViT-based AMC systems, we
propose a novel ViT architecture in this paper, referred to as
AiTVIT, by introducing an Advl token to detect adversarial
attacks. The motivation stems from the fact that ViTs leverage
attention mechanisms to interpret and process input samples.
However, as highlighted in [41], the differences in attention
maps generated by clean and adversarial inputs in the deeper
layers of ViTs remain relatively small. By incorporating an
AdvI token, we aim to enable the ViT to distinguish between
the attention patterns of adversarial and benign samples during
training. This allows the ViT to focus on the most critical
regions of the input, thereby improving its capability to
identify and respond to adversarial perturbations. To the best
of our knowledge, this is the first work to propose an AdvI
token into ViT for defending against adversarial attacks. In
addition, a novel loss function which combines AT training
technique and a detection mechnism, is proposed; In this
way, a training time defense and running time defense are
integrated in a unified neural network model, which reduces
architectural complexity of the system as compared to the
two separate models. We analyzed the effect of our proposed
ViT on the attention weights, concentrating on its ability to
emphasize areas or features in the input radio signal that
could be identified as anomalous. Finally, to evaluate the
performance of the proposed AiTViT defense system, white-
box FGM, PGD and BIM attacks are designed, taking into
account the unique architecture of the proposed Advl token.

A. The proposed architecture

Now we provide details of our proposed AiTViT architec-
ture. The key difference from ViT is the addition of the AdvI
token, which complements the CLS token and is specifically
designed to detect the presence of adversarial attacks. The
AdvI token is a trainable embedding that interacts with all
other patches, including the CLS token, by integrating in-
formation from the entire input. After passing through the
transformer encoder layers, the output associated with the
AdvI token is used to determine the presence of adversarial
perturbations, with a binary classification indicating whether
the input sample is benign (Class “0”) or contains adversarial
perturbations (Class “17). Additionally, during training, the
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Fig. 2: The architecture of the proposed AiTViT.

AdvI token influences attention weights, helping to highlight
regions or features in the input data that may be suspicious.
This mechanism enables the proposed AiTViT to achieve
enhanced robustness against adversarial perturbations.

The architecture for AiTViT is shown in Figure 2. The input
consists of I and Q components of the received communication
signals combined to form a two-dimensional single-depth
image (1 x Iy X I3). This is initially processed through a
convolutional layer and subsequently reshaped, resulting in
Ny patch embeddings. The value of Ny is determined by the
formula Ny = 12;,7]\[’“ + 1. Each patch embedding is of size
1 x N, with N, set to 128 in this scenario. Two additional
learnable embeddings, the CLS token and the AdvI token, are
then added to the start of the patch embeddings array. The final
state of the CLS token and the Advl token at the end of the
transformer encoder is used to represent the signal and indicate
the existence of the adversarial attacks, respectively. The CLS
token and the AdvI token share the same dimensionality of
each patch embedding and their parameters are optimized
during training through backpropagation. Altogether, the set
of embeddings, including the CLS token and Advl token, is
represented as zg, comprising No-+2 patch embeddings. These
embeddings are then passed through N transformer encoder
layers (as N = 4 here), which maintain the same dimensional
structure as the input ((Ng + 2) X N,).

The encoder layer, a crucial component of the AiTViT
network, is made up of two distinct sub-layers. The initial sub-
layer employs a multi-head self-attention (MSA) mechanism,
while the second is a position-wise fully connected feed-
forward network. Each sub-layer is wrapped with a layer
normalization, and this is coupled with a residual connection.
Specifically, the output from the encoder layer is denoted as

Zn.
z,, = SA(LN(2zn_1)) + Zn_1, n=1

zn = FEN(LN(z, 1)) + 2, 1,

LN )
n=1,.N ()

The conventional self-attention (SA) mechanism operates
by transforming a query and associated key-value pairs into

an output. As detailed in (3), SA produces this output by
calculating the weighted sum of the values V, with weights
A assigned to each value. The weight A, referred to as the
attention, is derived from the function involving the query Q
and the keys K, each having dimension dj,. Particularly, A is
computed through scaled dot products between the query and
the keys, which is then processed through a softmax function,
as depicted in (4).

SA(Q,K,V) = AV 3)
T

Vi,
MSA extends SA by executing SA operations h times simulta-
neously. The results from these operations are then merged and
subsequently projected. Thus, the output of MSA is described
as follows:

MSA(Q,K7V) = [SAl;SAQ;...;SAh]UMSA, (5)

A = softmax(

) “4)

where Uypsa is a linear projection matrix. Following these
transformations, a layer normalization [22] process is applied,
particularly to the CLS token and Advl token output. Subse-
quently, the output of CLS token is sent through a dense layer,
culminating in a 1 x K dimensional vector that stands for the
likelihoods of K different classes for the input signal. In the
meantime, the output of AdvI token is fed to two dense layers,
which performs a binary classification to detect adversarial
attacks. The initial dense layer in the network produces an
output of size IV;, which is set to 32, and it is coupled with a
GeLU activation function for nonlinear processing. Following
this, the second layer outputs N dimensions, where N, = 2.
Through its output, we obtain two prediction scores for the
input sample. If it belongs to Class 0, it means the sample
is benign, otherwise, it indicates the presence of adversarial
perturbations.

B. The proposed training method

In this section, we detail our training methodology for
the proposed AiTViT. Before delving into details, we first



illustrate an adversarial training (AT) [42] technique. AT is
a robustness-enhancing technique where a neural network is
trained using a mixture of clean and adversarially perturbed
data. The process involves generating adversarial attacks dur-
ing the training phase and incorporating them into the training
dataset alongside the original examples. This approach helps
the network to learn more robust features that are less suscep-
tible to slight, often imperceptible, perturbations designed to
mislead the model. Formally, let x be a clean sample from the
training dataset with its corresponding label y. An adversarial
attack x*® is generated by applying a small perturbation § to
x, where § is often obtained by maximizing the loss function
L used to train the network, constrained by ||0]] < e, with
€ being a small upper bound characterizing the worst case
perturbations. This ensures that the perturbed example x®4?
remains perceptually similar to x. The network is then trained
on both the clean and the adversarial examples. The objective
function for AT can be expressed as:

minB ) pal(f5 (%),y) + (1= ) L(f5 ("), 9)], (6)

where 6 denotes the parameters of the model, D is the
distribution of training data, f, represents the classification
model, and « is a hyperparameter that balances the importance
of clean and adversarial examples in the training process.

Now based on AT, we describe our proposed training
method which considers the proposed AdvI token within
ViT architecture. Most adversarial defense strategies tend to
compromise normal accuracy (i.e., the accuracy for classify-
ing benign original samples). To address this issue, in our
proposed method, we pretrained models using the normal
training (NT) approach. This choice leverages the strengths of
pretrained models to enhance the generalization performance
of our system. The training algorithm of the proposed AiTViT
is shown in Algorithm 1. Specifically, during each training
iteration, we generate adversarial version of the examples
using projected gradient descent (PGD) algorithm as in line 5.
The PGD attack is an iterative method used to craft adversarial
examples by repeatedly adjusting a sample in the direction
that maximizes the model’s prediction error. Each modification
is followed by a projection step to ensure the perturbations
remain within a predefined bound, maintaining the sample’s
similarity to the original. Considering the training signals span
an extensive range of SNR from -20dB to 18dB, we propose
an adaptive method to generate PGD attacks, where the
size of the perturbations generated by PGD attacks increases
incrementally as the SNR rises. After adversarial version of the
samples are obtained, we train our proposed AiTViT. Specifi-
cally, our objective function (i.e., loss function) comprises two
components, loss; and losss. The first component, lossy, is
designed to ensure robust modulation classification by aligning
the predictions of both the adversarial samples and the original
samples as closely as possible with the ground truth label .
The objective of loss; can be written as follows:

loss1 = L(f3(x),y) + L(f3 (x*™),y), Q)

where f4(-) outputs the predictions of K different classes for
the input signal after processing the information extracted from

the CLS token as in Figure 2, and L is the cross entropy (CE)
loss in this work. The objective of the CE loss function is
to measure the discrepancy between the predicted probability
distribution and the true distribution, typically the ground truth
labels. The goal is to refine the model’s predictions to closely
match the true labels, effectively reducing the cross-entropy
between these distributions. Formally, the cross-entropy loss
function can be expressed using the following equation:

L= yilog(p:), ®)

where ¢ means each possible class, y; is the true label, and
p; is the predicted probability that the model assigns to
the corresponding class. In addition, the second component
of the loss function, losss, is formulated to differentiate
between adversarial and benign samples, i.e., it performs
binary classification based on the information extracted by
the Advl token. Specifically, after processing through two
dense layers, adversarial detection is achieved by encouraging
the predictions of adversarial samples and benign samples to
align closely with class "1’ (denoted as y,) and class "0’ (yp),
respectively. Formally, the objective of the losss can be written
as follows:

lossy = L(f§(x),y) + L(f7 (x"™), ya), ©))

where f7(-) outputs the predictions of two different classes
for the input signal after processing the information extracted
from the Advl token as shown in Figure 2. Overall, the total
loss we used for training our proposed AiTViT is the linear
combination of loss; and losss.

loss = Blossy + (1 — B)lossa, (10)

where ( is a hyperparameter that balances the importance of
two loss functions. In our model, we use two different types
of classification tasks: loss; handles an 11-class classification,
while losss deals with a binary classification for detecting
adversarial examples. To better focus on accurately identifying
these adversarial perturbations, we assign a higher weighting
factor to losso, i.e., in this work, we use 5 = 0.1.

C. Generation of white-box FGM, PGD and BIM attacks

In this section, we generate white-box FGM, PGD and
BIM attacks to assess the robustness of the proposed AiTViT.
Adversarial attacks can be categorized into three types based
on the extent of the attacker’s knowledge: zero-knowledge
black-box attacks, limited-knowledge gray-box attacks, and
perfect-knowledge white-box attacks. In a black-box attack,
the attacker has no information about the defense system’s
architecture, parameters, and data. In contrast, in a white-box
setup the attacker is fully aware of the system, and a gray-box
attack involves partial knowledge of the system. Our focus on
white-box attacks in this work helps establish a benchmark for
the worst-case scenario, assessing how such attacks could po-
tentially degrade the performance of the defense mechanisms
under severe conditions [43]. In computer vision applications,
ensuring that adversarial perturbations remain imperceptible
involves limiting their magnitude. Similarly, in the domain



Algorithm 1 The Proposed Training Method
Input:

« learning rate n

« number of epochs N

e batch size m, number of batches M
« distribution of the training data D

Output: adversarially robust AiTViT model G

1: for epoch =1,...,N do

2 for mini-batch=1, ..., M do

3 Sample a mini-batch {(x;,v;)}.~, from D

4 for : = 1,...,m (in parallel) do

5 Generate adversarial sample x
adaptive PGD generation methods.

adv of x; using

6: end for
7: 0 « 0 — nVe{BIL(fy(x),y) + L(f5(x*™),y)] +
(1= B)L(f7(x), yp) + L(f7 (x*"), ya) ]}

8:  end for
9: end for

of radio signal classification, the concept of imperceptibility
is governed by the perturbation-to-noise ratio (PNR) which
refers to the ratio of the power of the adversarial perturbation
relative to the power of the noise. Specifically, a perturbation
is considered imperceptible if the PNR does not exceed 0 dB,
indicating that the perturbation’s magnitude is at or below the
level of the noise, as outlined in [31, 33, 44].

The procedure for the white-box FGM attack generation is
outlined in Algorithm 2 which is adapted from [31]. The main
difference is that when designing the objective, we need to
consider the detection mechanism of Advl token. Specifically,
the adversarial perturbation consists of two components. As
shown in line 1 of the algorithm, we calculates the gradient
of the cross-entropy loss between the predicted classification
probabilities, denoted as f!(xg), and the ground truth label,
y. In addition, we calculate the gradient of the cross-entropy
loss between the predicted detection likelihood f 2 (x0), and yg.
This gradient is calculated with respect to the input, xq. Line 2
calculates the normalized perturbation ¢y, .., through dividing
the gradient g by its /o norm. After obtaining the normalized
perturbation, it is scaled by the allowed perturbation size ¢
and subsequently added to the original data sample in line 3.

In particular, consider an input signal xy with specified
PNR and SNR values, where SNR represents the power of
the signal relative to the noise. The allowable /5-norm for the
perturbation, €, can be determined by the following equation:

L [PNR ol
SNR + 1

This equation is derived as follows: The RML dataset [45],
denoted as x, comprises signal with signal power S and noise
with noise power IN. The total power P, of x, due to the
independence of signal and noise, is the sum of S and N,
ie., P, = S + N. Consequently, % = SJFTN = SNR + 1
can be established, leading to N = spgﬁ. Given € as
the [y-norm of the adversarQial perturbation, the power of
the perturbation becomes %, where L is the number of
elements in the perturbation vector. Hence, it can be derived

(1)

that PNR = 821\/[L = ¢2 . SSRHSolving for e, we find

e =/ s - This relationship confirms (11) by substituting
P, L with the sample estimate ||x0||§.

Algorithm 2 FGM attack for the proposed AiTViT
Input:

« input x( and its true label y
o the estimated classification likelihood f!(-) for the
input xg
o the estimated detection likelihood f2(-) for the input
X0
o the class that indicates the adversarial attack vy,
o permitted /s-norm for the perturbation ¢, allowed PNR
and SNR
e cross entropy loss [
Output: x’: the adversarial attacks.
8= VxOl<f1(X0),y) + onl(f2(X0>,ya>
: Bnorm = g/ ||g||2
x' =x¢+e- Snorm
return x’

BNz

The PGD attack is recognized for its effectiveness as
it capitalizes on local, first-order information regarding the
network [42]. The generation of PGD attack for the proposed
AITVIT is outlined in Algorithm 3 which is adapted from
[42]. There are two main differences. The first is that we need
to take into consideration the detection mechanism of AdvI
token when designing the gradients. In addition, in terms of the
termination condition, instead of only forcing the modulation
classification fail, we need to add another constraint make the
generated PGD attack avoid the detection of the AdvI token.
Specifically, line 4 of the algorithm outlines the initial step
where the gradients need to be computed which consists of
two components. The first is the cross-entropy loss between
the model’s predicted probabilities f'(xo), and the actual
classification label y. The second is the cross-entropy loss
between the predicted detection likelihood f2(x), and the
true detection label y;. This gradient serves as the basis for
a standard gradient update to derive the new sample x* as
in line 5, in which 7y = 0.001. Following this, in line 6, a
projection procedure is applied to x*.This procedure ensures
that the size of the adversarial perturbation does not exceed the
predefined threshold ¢, as stipulated by the equation (11). The
projection operation itself is defined through the optimization
process outlined below.

min ||x’ — x*||2
in = -
st ||x' —xol, <e

where x* represents the sample updated following the standard
gradient step, while x( refers to the initial input signal. The
solution to (12) is calculated as follows:

x* — X

x' = xq + - E.
7 max(e, [x* = xol,)

13)

Nevertheless, we utilize (14) as the projection method to
ensure that the /s -norm of the adversarial perturbation pro-



duced ||x" —xol|,, equals e. This approach facilitates the
specification of a particular PNR for analyzing performance.

’ - (x* —xo)

X =xg+ (14)

[x* —xoll,
Ultimately, the loop stops once the criterion in line 7 is
satisfied, specifically when the predicted classification label
of the generated adversarial sample does not match the actual
label, and the predicted detection label is not equal to the
adversarial indication class.

Algorithm 3 PGD attack for the proposed AiTViT
Input:

« the number of classes K

e input x( and its true label y

« the step size 79

o the estimated classification likelihood f1(-) for the
input xg

« the estimated detection likelihood f2(-) for the input
X0

o the class that indicates the adversarial attack vy,

« permitted [o-norm for the perturbation ¢, allowed PNR
and SNR

e cross entropy loss [

« a projector II on the l3-norm constraint ||x’ — xg||2 <

_ . /PNR-[x0ll3
€, where ¢ = —SNRII

Output: x’: the adversarial attacks.
;X Xg
: repeat
X+ x
g = Vo (F1(%0), ) + Vol (F2(x0), ¥
X*4—x+n-g
x' + T(x*)
. until argmax; f!(x') # y and arg max; f?(x') # ya
: return x’

X DN AR

The BIM attack [46] is a notable contribution that intro-
duced physical world attacks. The generation of BIM attack
for the proposed AiTViT is outlined in Algorithm 4 which
is adapted from [46]. There are two key differences. First,
when designing the gradients, it is necessary to account for
the detection mechanism of the Advl token. Additionally, for
the termination condition, rather than solely aiming to cause
modulation classification failure, an additional constraint must
be incorporated to ensure that the generated BIM attack evades
detection by the Advl token. Specifically, line 4 describes
the initial step, where gradients are calculated based on two
components. The first component is the cross-entropy loss
between the model’s predicted probabilities, f*(x¢), and the
true classification label, y. The second component is the
cross-entropy loss between the predicted detection likelihood,
f?(x0), and the true detection label 7. These gradients are
processed through a sign function and used in a gradient
update to generate the new adversarial sample, x*, as outlined
in line 5, where 1y = 0.001. In line 6, a clipping procedure
is applied to x* to ensure that the /,,-norm of the adversarial
perturbation does not exceed the predefined threshold 7. The

parameter 7 is used because the L,-norm of the perturbation
size is considered in BIM attacks, which cannot be directly
correlated with PNR values. The loop terminates when the
condition in line 7 is met: specifically, when the predicted
classification label of the adversarial sample differs from the
true label, and the predicted detection label does not match
the adversarial indication class.

Algorithm 4 BIM attack for the proposed AiTViT
Input:

« the number of classes K
e input x( and its true label y
« the step size 7
o the estimated classification likelihood f!(-) for the
input xg
o the estimated detection likelihood f2(-) for the input
X0
o the class that indicates the adversarial attack vy,
o permitted [,,-norm for the perturbation 7
e cross entropy loss [
Output: x’: the adversarial attacks.
: x ¢+ xg
: repeat
x ¢+ x/
g = Vo l(f1(%0),9) + Vo l(f*(%0), Ya)
X* x4 19 - sign(g)
x' « cip(x* — xg,—7,7T)
. until argmax; f!(x') # y and arg max; f?(x') # ya
: return x’

IV. RESULTS AND DISCUSSION

In this section, we discuss and examine the results of our
experiments. All algorithms were developed using PyTorch
and run on an NVIDIA GeForce RTX 4080 GPU.

A. Experimental setup

In this work, we utilize the GNU radio ML dataset
RML2016.19a [45] and RDL2021.12 [47]. The GNU radio
ML dataset RML2016.10a comprises 220,000 entries, each
representing a distinct modulation type at a specific SNR. It
encompasses 11 different modulation types including BPSK,
QPSK, 8PSK, QAMI16, QAM®64, CPFSK, GFSK, PAM4,
WBFM, AM-SSB, and AM-DSB. These entries are spread
across 20 different SNR levels, varying from -20 dB to 18
dB in increments of 2 dB. Each entry is made up of 256
dimensions, split between 128 in-phase and 128 quadrature
components. The dataset is divided evenly for training and
testing purposes. Compared to the RML dataset, the RDL
dataset includes two types of noise: Gaussian noise and
Alpha-stable distributed noise. Additionally, the RDL dataset
considers Rician fading channel. It contains 110,000 samples
generated for 11 different modulation types at SNR = 10 dB,
with 90% of the samples used for training and the remaining
10% for testing. The inclusion of Alpha-stable noise introduces
impulsive noise into the RDL dataset. To mitigate the impact



of this noise, the received signals were pre-processed before
being fed into the classifiers during both the training and
testing phases. Specifically, a five-sample moving median filter
was applied to the signal, and the standard deviation, o,
was computed. Any samples falling outside the range of +o,
were discarded. Finally, the data samples were normalized to
prepare them for model training and evaluation.

For evaluating the robustness of the proposed AiTViT
network to adversarial perturbations, we produce adversarial
version of the samples using 1000 test samples at an SNR of
10 dB and we consider all the perturbed samples as adversarial
attacks. We present two evaluation metrics to assess the
performance of the proposed methods: accuracy and false
negative rate (FNR). Accuracy measures the proportion of True
Positives (TP) and True Negatives (TN) out of the total number
of samples, as shown in Equation (15):

TP + TN

_ 15
total samples’ =

accuracy =
where total number of the samples includes TP, TN, False Pos-
itives (FP), and False Negatives (FN). We have 1000 benign
samples and 1000 generated adversarial attacks, resulting in a
total of 2000 samples. Accuracy measures the proportion of
samples that are either correctly classified or correctly recog-
nized as anomalous by the detection system. The definition of
FNR is shown in Equation (16) which measures the proportion
of adversarial attacks that the classifier fails to detect:
BN

~ TP+EN’

We use the normal training (NT) trained ViT as the baseline
and multiple defense systems in AMC from the literature as
comparison, including the AT trained ViT, the NR system, and
the ATARD defense. The details of these comparison defenses
are provided and discussed in Section II.

FNR (16)

B. Attention visualization

In this section, to understand how the proposed adversarial
indicator token influences the attention weights, we present a
visualization of the attention mechanisms within our proposed
AiTVIiT to analyze how it handles adversarial attacks. Our
focus is specifically on examining the attention weights be-
tween the CLS token with AdvI token and other signal patches.
Additionally, as a baseline for comparison, we also provide a
visualization of the attention mechanisms within conventional
VIiT architecture trained by the AT technique. For this analysis,
we generate PGD attacks for our proposed AiTViT, with
detailed generation algorithms provided in Section D. We also
produce adversarial versions of the same original samples
based on AT trained conventional ViT. During generation, we
introduce substantial adversarial perturbations with a PNR of
0dB when SNR = 10dB. The goal is to analyze if our proposed
AITVIT can concentrate its attention on the most useful
features of adversarial attacks. To directly visualize the main
features extracted by the network on the signal waveform, after
extracting the attention weights of the network, we map it back
onto the input adversarial sample to analyze the distribution
of attention weights. Specifically, we first extract the attention

weights of the network, particularly the attention weights
between the CLS token with the Advl token and other signal
patches. To map this attention features to the input adversarial
signal, we up-sample the extracted attention features to match
the size of the input signal. We then reshape this matrix to the
dimensions of the original I/Q data. This approach ensures that
each raw I/Q data point is associated with a unique neural unit
activation weight. We specifically prioritize the weights that
are relatively larger, indicating areas where the model focused
most intensively during the adversarial processing. To facilitate
this analysis, we normalize the weights to scale between 0 and
1. We then disregard any weights below 0.5, setting them to
zero, to maintain our focus exclusively on the higher-impact
features as identified by the attention mechanism.

We provide the visualization in Figure 3 - Figure 8. The
colorbar on the right side of the figures represents the value of
the attention weights. It can be observed that the attention in a
AT trained conventional ViT tends to be more dispersed across
the entire input adversarial signals. In contrast, the attention
weights of our proposed AiTViT are concentrated on fewer
components of the signal, exhibiting a more concentrated
attention distribution. This focused attention allows our model
to better pinpoint and emphasize the critical features of the
input sample, such as the phase, amplitude, and frequency of
the signal, which are essential for accurate analysis. To further
substantiate this finding, we compute the average number of
attention elements with high attention weights (i.e., weights are
not less than 0.5) across 1000 PGD attacks. The results showed
that the average number for the AT trained conventional
ViT was 165.48, while for our proposed AiTViT, it was
significantly lower at 38.21. Clearly, our AiTViT demonstrates
a more focused attention area when compared to the baseline,
underscoring its ability to concentrate on the most relevant
aspects of the input.
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Fig. 3: An example of attention visualization for AM-SSB
modulated signal within conventional ViT architecture.

C. Robustness results against white-box FGM, PGD and BIM
attacks

In this section, we provide simulation results to demon-
strate the robustness of our proposed method against white-
box FGM, PGD and BIM attacks. Considering a detection
mechanism, our proposed AiTViT defends adversarial attacks
by either correctly classifying them or detecting them. From
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Fig. 4: An example of attention visualization for AM-SSB
modulated signal within our proposed AiTViT.
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Fig. 5: An example of attention visualization for QAMI16
modulated signal within conventional ViT architecture.
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Fig. 6: An example of attention visualization for QAMI16
modulated signal within our proposed AiTViT.

Figure 9-12, it is clear that our proposed method can achieve
higher robustness against FGM and PGD attacks for a range
of PNR values. Specifically, as shown in Figure 9 and Figure
10, our proposed AIiTViT can achieve significantly higher
accuracy and lower FNR as compared to other 4 baseline
defenses when PNR is greater than -15 dB. In particular,
in Figure 9, when PNR = -10 dB, our proposed AiTViT
achieves approximately 10% higher accuracy compared to the
AT trained ViT and ATARD. Furthermore, it demonstrates a
26% improvement in accuracy compared to the NR system.
In Figure 10, when PNR = 0 dB, our proposed AiTViT can
achieve a very low FNR of 32% while the FNR of other four
baseline methods increase to almost 100%. The robustness
of our method within the PNR range of -15 dB to O dB is
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Fig. 7: An example of attention visualization for BPSK mod-
ulated signal within conventional ViT architecture.
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Fig. 8: An example of attention visualization for BPSK mod-
ulated signal within our proposed AiTViT.

primarily derived from the high detection rates. For instance,
at a PNR of 0 dB, the detection rate can achieve 68%, whereas
at PNR = -10 dB, the rate increases to 80%.

In terms of FGM attacks, it can be seen from Figure 11 and
Figure 12 that our proposed AiTViT outperforms the other four
baseline methods. Specifically, the robustness is significantly
higher when PNR is larger than -15 dB. Notably, in Figure
11, when PNR = -10 dB, our proposed AiTViT achieves
around 13% and 30% higher accuracy as compared to the
AT trained ViT and NR, respectively. In addition, in Figure
12, when PNR = 0 dB, the FNR of our proposed AiTViT
is nearly zero, whereas the FNR of other four baseline is
significantly higher, ranging from 58% to 73%. The robustness
against FGM attacks for PNR of -10 dB and 0 dB mainly
comes from the high detection performance our proposed
method achieved. For example, our proposed AiTViT can
have 85% and 89% detection rate when PNR = -10 dB and
PNR = 0 dB respectively. Similar trend can be found for
BIM attacks in Figure 13 and Figure 14. It can be seen
that our proposed AiTViT outperforms the other four baseline
methods for a range of adversarial perturbations size 7. The
parameter 7 is used because the L.,-norm of the perturbation
size is considered in BIM attacks, which cannot be directly
correlated with PNR values. In particular, in Figure 13, when
7 = 0.0012, our proposed AiTViT achieves approximately
23% higher accuracy compared to the AT trained ViT and
ATARD. Furthermore, it demonstrates a 35% improvement
in accuracy compared to the NR system. In Figure 14, our



proposed AiTViT can achieve a very low FNR of ranging from
10% to 20%, while the FNR of other four baseline methods
increase to more than 90%.

For the RDL dataset, the accuracy and FNR against PGD at-
tacks across a wide range of perturbation-to-generalized-noise
ratio (PGNR) values for Rician fading channels is presented
in Figure 15 and Figure 16. Following the approach in [47],
we assume identical power for Gaussian noise and alpha-
stable noise. PGNR is defined as the ratio of the perturbation
power to the alpha-stable noise power. Consequently, the ratio
of perturbation power to Gaussian noise power is equivalent
to PGNR, however, the ratio of perturbation power to the
combined power of Gaussian and alpha-stable noise is given
by PGNR/2 (i.e., 3 dB less than PGNR in dB). Additionally,
for a given SNR and PGNR value, the perturbation-to-signal
ratio (PSR) can be calculated as PSR = PGNR/SNR. It can
be seen from Figure 15 and Figure 16 that our proposed
AiTVIiT outperforms the NT and AT trained ViT. Notably,
in Figure 15, when PGNR = -10 dB, our proposed AiTViT
achieves around 25% higher accuracy as compared to the
AT trained ViT and NR. In Figure 16, our proposed AiTViT
can achieve a very low FNR of 13%, while the FNR of
other four baseline methods increase to almost 100%. To
assess the generalization capabilities of our proposed method,
we trained the AiTViT model using varying proportions of
the total training dataset, ranging from 10% to 50%. As
depicted in Figure 17 and Figure 18, our method demonstrates
robust generalization across different training levels. Notably,
when the adversarial perturbation is large at a PNR of 0
dB, the proposed method achieves approximately 30% higher
accuracy compared to the AT trained ViT model, whose FNR
nearly achieves 100% under the same conditions. Table I
compares the computational costs of our proposed AiTViT
with several baseline methods for processing 1000 samples,
including NT trained ViT, AT trained ViT, NR, and ATARD.
The proposed AiTViT achieves competitive performance with
a processing time of 0.21 seconds, significantly lower than that
of NR (2.43 seconds). Compared with the other four baseline
methods, it also demonstrates efficient CPU utilization at
1.4% and memory usage of 1568 MB, striking a balance
between computational efficiency and resource consumption.
Notably, AiTViT maintains comparable computational costs
to the baseline methods while delivering superior overall
performance.

Processing time (s) | CPU utilization (%) | Memory Usage (MB)
NT trained ViT 0.21 1.4 1678
AT trained ViT 0.21 1.4 1678
NR 243 1.7 1339
ATARD 0.09 1.2 1571
Proposed AiTViT 0.21 1.4 1568

TABLE I: Comparison of Computation Costs

V. CONCLUSION

A novel vision transformer architecture was proposed which
includes an adversarial CLS token to detect adversarial attacks.
To the best of our knowledge, this is the first work in the
literature to propose an adversarial CLS token to defend
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Fig. 11: Accuracy against FGM attacks for a range of PNR
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against adversarial perturbations. The proposed method can
integrate a training time defense (i.e., adversarial training
method) and a running time defense (i.e., detection mechanism
using advl token) into unified network, which reduces the
computation complexity as compared to two separate networks
as a detection system. We have also examined the impact of
our proposed AiTViT on the attention weights, demonstrating
how it highlights regions or features in the input data that
may be considered anomalous. Through experimental results,
we have shown that the proposed AiTViT achieves a better
robustness against adversarial attacks compared to the most
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competing works in the literature including NT trained ViT,
AT trained ViT, NR system and ATARD defense.
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