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 a b s t r a c t

The increasing integration of digital technologies in connected vehicles introduces cybersecurity risks that ex-
tend beyond individual vehicles, with the potential to disrupt entire transportation systems. Current practice 
(e.g., ISO/SAE 21434 TARA) focuses on threat identification and qualitative impact ratings at the vehicle bound-
ary, with limited systemic quantification. This study presents a systematic, simulation-based methodology for 
quantifying the systemic operational and safety impacts of cyber threats on connected vehicles, evaluating cas-
cading effects across the transport network. Three representative scenarios are examined: (I) telematics-induced 
sudden braking causing a cascading collision, (II) remote disabling on a motorway (M25) segment, and (III) a 
compromised Roadside Unit (RSU) spoofing Variable Speed Limit (VSL) and phantom lane closure messages to 
connected and automated vehicles (CAVs). The results highlight the potential for cascading safety incidents and 
systemic operational degradation, as evidenced by the defined systemic operational and safety vectors, factors 
that are insufficiently addressed in the current scope of the ISO/SAE 21434 standard, which primarily focuses on 
individual vehicle-level threats. The findings underscore the need to incorporate systemic evaluation into exist-
ing frameworks to enhance cyber resilience across connected vehicle ecosystems. The framework complements 
ISO/SAE 21434 by supplying quantitative, reproducible evidence for the impact rating step at a systemic scale, 
reducing assessor subjectivity and supporting policy and operations, enabling more data-driven evaluations of 
systemic cyber risks.

1.  Introduction

In an increasingly interconnected world, advanced digital tech-
nologies have become integral to road transportation infrastruc-
ture (Perallos et al., 2013; Joseph, 2006). These technologies en-
hance traffic management, road safety, and transportation efficiency 
while reducing environmental impacts (Deka et al., 2018; Cen-
tre for Connected and Autonomous Vehicles, 2020; Shladover, 2018). 
However, as these systems evolve, they introduce new cybersecu-
rity challenges due to the integration of complex and intercon-
nected digital components (Lamssaggad et al., 2021; Chowdhury 
et al., 2020; Dibaei et al., 2020a; Vellinga, 2022). Each techno-
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logical advancement potentially exposes additional attack surfaces
(Plappert et al., 2021).

1.1.  Cybersecurity threats in connected vehicles

Modern road transport networks comprising connected vehicles 
(CVs) and infrastructure encounter an increasing array of cyber vul-
nerabilities (Upstream Security, 2024). Exploitable flaws in Vehicle-
to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communications 
present risks such as data breaches, traffic manipulation, and disruptions 
to cooperative driving functions (Lamssaggad et al., 2021; Sun et al., 
2021). Similarly, autonomous vehicle perception systems such as LiDAR 
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(Light Detection and Ranging) and cameras are vulnerable to cyber in-
terference, with attackers leveraging laser-based spoofing techniques to 
distort sensor data, causing phantom braking, unintended lane changes, 
or complete sensor blindness (Thompson, 2022; Ji et al., 2021).While 
integrating cyber systems with physical operations improves efficiency, 
it simultaneously expands the attack surface and introduces cyber–
physical pathways that threaten privacy, operational safety, and net-
work resilience.

The complex software systems governing CVs are susceptible to ma-
nipulation, leading to potential disruptions in traffic flow and increased 
public safety risks. Notable incidents, such as the Miller-Valasek Jeep 
Cherokee hack and the Tesla Model S hack by Tencent Keen Security 
Lab, have demonstrated the real-world implications of these vulnera-
bilities (Miller and Valasek, 2015; Nie et al., 2016). In the 2015 Jeep 
Cherokee hack, white-hat hackers Miller and Valasek remotely exploited 
a vehicle’s infotainment system, gaining control over its brakes and 
acceleration, leading to the recall of 1.4 million vehicles (Miller and 
Valasek, 2015). Similarly, in 2016, Keen Security Lab remotely hacked 
a Tesla Model S, manipulating braking, doors, mirrors, and infotainment 
via vulnerabilities in the Controller Area Network (CAN) bus and web 
browser (Nie et al., 2016). Such remote attacks are particularly con-
cerning due to their scalability and ability to be executed without direct 
physical access, making them highly effective vectors for large-scale dis-
ruptions.

Recent years have seen a sharp rise in remote cyberattacks targeting 
vehicle control systems, undermining the safety and integrity of road 
transportation networks (Upstream Security, 2024). Attackers have ex-
ploited multimedia CAN bus vulnerabilities to hijack infotainment sys-
tems (Costantino and Matteucci, 2022; Kulandaivel et al., 2021), while 
weaknesses in Wi-Fi chips have been leveraged to breach telematics 
boxes, granting unauthorised remote access to vehicle operations such 
as door locking, engine control, and security system deactivation (Lab, 
2021). More concerningly, remote attacks capable of affecting multi-
ple vehicles simultaneously pose an even greater threat, as they can 
propagate across connected vehicles in a manner akin to a worm-like 
cyberattack, spreading from a single point of entry to compromise an 
entire network (Trullols-Cruces et al., 2015). These issues have been 
compounded by similar security breaches through compromised vehi-
cle partner applications, which allow further unauthorised control over 
various vehicle functions, such as engine ignition and headlight oper-
ation (Curry, 2023; Colombo, 2022). These vulnerabilities have been 
substantiated by a body of research, which points to an overarching risk 
of remote control over a vehicle’s secondary functions, leading to di-
rect threats to the safe operation of connected and autonomous vehicles 
(Jayaratne et al., 2025).

Beyond individual vehicles, cyber threats extend to mobility services 
and urban transportation systems, further amplifying systemic risks. 
Ride-hailing platforms have been targeted through compromised appli-
cations, leading to service disruptions, fraudulent ride allocations, and 
artificial congestion (Gordon, 2022). Further underscoring the urgency 
of the issue, Upstream’s 2024 Global Automotive Cybersecurity Report 
estimates that 95% of automotive cyberattacks are executed remotely 
(Upstream Security, 2024).

Collectively, these incidents highlight the urgent necessity for en-
hanced cybersecurity frameworks to address the expanding attack sur-
faces within connected transport networks. As road transportation sys-
tems become increasingly reliant on digital infrastructure, the demand 
for proactive, multi-layered defence strategies is paramount to safe-
guarding against operational disruptions, protecting road users, and en-
suring the long-term resilience of intelligent transport ecosystems.

1.2.  Limitations of current cybersecurity approaches

The increasing complexity of software stacks in modern and future 
vehicles underscores the critical need for secure and resilient vehicle 
and connected road transport infrastructure. To address these concerns, 

the automotive industry has increasingly adopted secure-by-design prin-
ciples, guided by ISO/SAE 21434: Road Vehicles – Cybersecurity Engi-
neering, which operationalises cybersecurity lifecycle activities (SAE, 
2010). This standard mandates the implementation of Threat Analy-
sis and Risk Assessment (TARA) for connected vehicles, focusing on 
the identification of threats, vulnerabilities, and associated risks. UN-
ECE R155 establishes the regulatory Cybersecurity Management Sys-
tem (CSMS) for type approval, with ISO/SAE 21434 serving as the 
principal technical means by which industry demonstrates compliance 
(UNITED NATIONS, 2021). In practice, ISO/SAE 21434 also interfaces 
with ISO 26262: Road Vehicles – Functional Safety, particularly for 
severity terminology and safety-of-the-intended-function considerations 
(Organisation, 2018). Despite this strong ecosystem, the current ap-
proach is limited in scope to the vehicular level and fails to consider 
potential impacts beyond the vehicle itself, despite these systems oper-
ating within shared spaces where malfunctions can lead to severe op-
erational, safety, privacy and financial consequences. Furthermore, the 
effectiveness of these frameworks heavily relies on the expertise of as-
sessors, which may result in inconsistent or unreliable outputs.

1.3.  Research gap and contributions of this study

There is thus a pressing need to account for the systemic impacts of 
vehicular cyber threats and to develop a framework that systematically 
evaluates damage scenarios arising from automotive cyber incidents. 
Such a framework would enable stakeholders to make informed deci-
sions about mitigating risks and addressing vulnerabilities. This study 
aims to address this gap by integrating a systematic simulation-based 
framework within the ISO/SAE 21434 TARA process to quantitatively 
evaluate both operational and safety impacts of cyber threats. The main 
contributions of this study are:

1. Expansion of the TARA process: This study extends the existing the 
TARA methodology by incorporating systemic impact assessments, 
explicitly addressing cascading effects that extend beyond individual 
vehicles.

2. Quantitative evaluation through simulation: A simulation-driven 
framework is developed to provide data-driven insights into cyber 
risks, enabling structured, quantitative assessments of operational 
and safety impacts.

Table 1 
Glossary covering key terms used in this study.
 Acronym  Description
 AIS  Abbreviated Injury Scale
 CACC  Cooperative Adaptive Cruise Control
 CAN  Controller Area Network
 CAV  Connected and Automated Vehicle
 CDS  Crashworthiness Data System
 COR  Coefficient of Restitution
 CV  Connected Vehicle
 ECU  Electronic Control Unit
 FR  Flow Ratio
 ISO/SAE 21434  Standard for Road vehicles - Cybersecurity engineering
 LOS  Level of Service
 MAIS  Maximum Abbreviated Injury Scale
 NASS  National Automotive Sampling System
 NHTSA  National Highway Traffic Safety Administration
 PR  Penetration Ratio
 RSU  Roadside Unit
 SR  Speed Ratio
 TARA  Threat Analysis and Risk Assessment
 V2I  Vehicle-to-Infrastructure
 V2V  Vehicle-to-Vehicle
 V2X  Vehicle-to-Everything
 VSL  Variable Speed Limit
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1.4.  Paper structure

The remainder of this paper is organised as follows. Section 2 pro-
vides background information and reviews related work. Section 3 out-
lines the overall methodology of the proposed frameworks. Section 4 
details the operational impact assessment framework, while Section 5 
describes the safety impact assessment framework. Section 6 presents 
three case studies to demonstrate the application of the proposed frame-
works. Finally, Section 8 concludes the paper by summarising the contri-
butions and suggesting directions for future research. The key technical 
terms used in this paper are defined in the Glossary Table 1.

2.  Related work

2.1.  Automotive cybersecurity risk assessment frameworks

Cybersecurity risk assessment frameworks play a crucial role in 
safeguarding connected vehicles from evolving cyber threats. Various 
methodologies have been developed to evaluate risks within cyber-
physical systems, integrating both safety and security aspects. Frame-
works such as Goal Tree Success Tree – Master Logic Diagram (GTST-
MLD) (Di Maio et al., 2019), S-CUBE SCADA (Supervisory Control and 
Data Acquisition) Safety and Security modelling)) (Kriaa et al., 2015), 
and Boolean Driven Markov Processes (Piètre-Cambacédès and Bouis-
sou, 2010) provide structured approaches for assessing risks in industrial 
and critical infrastructure systems. These frameworks rely on techniques 
such as hierarchical logic models, domain-specific languages, and graph-
based representations to analyse vulnerabilities. While these methods 
are robust for general cyber-physical systems, they lack specificity in 
addressing the unique challenges of the automotive domain.

In the context of connected vehicles, the ISO/SAE 21434: Road Ve-
hicles – Cybersecurity Engineering standard is the foundational frame-
work for automotive cybersecurity risk management. Aligned with UN 
Regulation No. 155, ISO/SAE 21434 provides a structured approach 
for identifying, assessing, and mitigating cybersecurity risks through-
out the lifecycle of vehicular components (Manuel, 2022). At its core 
is the TARA methodology, which evaluates risks based on asset iden-
tification, threat scenarios, impact analysis, attack feasibility, and risk 
value determination. TARA’s adaptability makes it well-suited for evolv-
ing automotive technologies, yet its primary focus remains on in-vehicle 
systems and perimeter components, with limited attention to systemic 
risks across broader transport networks.

The impact assessment framework within TARA evaluates the po-
tential consequences of cyber threats across four key categories: safety, 
operational, financial, and privacy impacts. Each damage scenario is as-
signed a severity rating, ranging from negligible to severe, based on its 
potential implications. However, the reliance on qualitative assessments 
and assessor expertise introduces subjectivity, making it challenging to 
address network-wide risks.

Beyond ISO 21434 TARA other popular automotive risk assessment 
frameworks can largely be classified as formula and model based meth-
ods (Luo et al., 2021). Formula-based methods (e.g., EVITA (E-safety Ve-
hicle Intrusion Protected Applications), HEAVENS (HEAling Vulnerabil-
ities to ENhance Software Security and Safe), SAHARA (Security-Aware 
Hazard Analysis and Risk Assessment), SARA, CVSS (Common Vulner-
ability Scoring System)-based adaptations) score impacts and feasibil-
ity at the vehicle/function level with varying granularity (Lautenbach 
and Mafijul Islam, 2016; Macher et al., 2015; Monteuuis et al., 2018; 
EVITA, 2009). Model-based approaches (STRIDE (Spoofing, Tampering, 
Repudiation, Information disclosure, Denial of service, Elevation of priv-
ilege), PASTA (Process for Attack Simulation and Threat Analysis), at-
tack graphs/ Boolean logic Driven Markov Processes (BDMP)) improve 
coverage and automation (graph-centric tooling such as attack-path pri-
oritisation), and Bayesian formulations have been explored for attacker 
modelling and risk aggregation (Saulaiman et al., 2025; Wang et al., 
2023). While valuable for identifying and ranking threats, these lines of 

work do not quantify the transport-network-level outcomes that follow 
from a successful manipulation.

Recent work in the domain continues to refine threat modelling and 
TARA for CVs. Benyahya et. al introduced TARA 2.0 which extends tra-
ditional TARA with focus on privacy centric modelling for vehicles with 
higher autonomy incorporating SAE automation levels as a metric influ-
encing attack likelihood and expert objectivity (Benyahya et al., 2025). 
However its scope remains risk identification/feasibility at the com-
ponent level rather than on systemic impact assessment. Other stud-
ies include the application of STRIDE analyses for in-vehicle infotain-
ment stacks combining SAHARA/ DREAD (Damage, Reproducibility, 
Exploitability, Affected users, and Discoverability) scoring to identify 
component level threat catalogues (Das et al., 2024), ISO 21434/ ISO 
24089 application to Autonomous Emergency Braking (AEB) systems to 
identify risk ratings and mitigations (Della Monica et al., 2025) both 
with no focus on impacts beyond the perimeter of the vehicle. Finally, 
ISO/SAE 21434 assessments of Automatic Collision Notification (ACN) 
architectures illustrate the community’s reliance on 21434/TARA for ar-
chitectural security evaluation (Boi et al., 2023) Taken together, these 
studies strengthen the standardised risk-assessment pipeline but remain 
item-centred and expert-dependent.

To address these limitations, this study proposes a simulation-based 
framework that complements TARA by providing quantitative met-
rics to support impact assessments. By simulating cascading cyber-
induced disruptions, the proposed methodology enhances TARA’s abil-
ity to evaluate systemic risks, offering a more comprehensive and 
data-driven approach to cybersecurity risk assessment for connected
vehicles.

2.2.  Impact assessment metrics

Most research related to impact assessment of connected vehicles 
within the scope of transport networks focuses on the efficiency and 
safety benefits introduced by connectivity and automation. A review of 
previous studies reveals that the majority of impact assessments evaluate 
their influence on traffic efficiency and safety, with some also consid-
ering environmental effects, such as energy consumption and emissions 
(Sadid and Antoniou, 2023). For efficiency assessments, common met-
rics include traffic flow parameters (e.g., flow rate and density), average 
travel time, string stability, and average velocity (Rahman et al., 2021; 
Tympakianaki et al., 2022; Song et al., 2023). Some studies have specif-
ically examined the impact of cyberattacks on CV operations. One such 
study evaluated CVs operating in an exclusive traffic environment—i.e., 
without mixed traffic conditions—using a Cooperative Adaptive Cruise 
Control (CACC) model. The attack scenario involved communication-
based spoofing, where adversaries manipulated vehicle speed and posi-
tion information to assess the impact of falsified data. The study mea-
sured the impact in terms of collision risk, using a surrogate measure, 
and speed variations to determine how cyber disruptions influence net-
work safety and stability (Dong et al., 2020).

Similarly, for safety impact evaluations, some studies have used sur-
rogate safety measures (SSMs) to quantify potential conflicting situa-
tions and assess the impact of CV penetration rates on traffic safety. The 
most frequently used metrics for safety assessment in the literature in-
clude time-to-collision (TTC), post-encroachment time (PET), and the 
number of conflicts, often based on TTC and PET thresholds (Karbasi 
and O’Hern, 2022; Miqdady et al., 2023; Rahman et al., 2021). Speed 
is recognised as a key contributor in crash likelihood and severity (Ju-
rewicz et al., 2016; Elvik, 2013). In a popular study in 2005, speed-
fatality probability relationships (Wramborg’s curves) were proposed 
for vehicle-pedestrian/cyclist and vehicle-vehicle collisions (Wramborg, 
2005). These relationships indicate a 10% fatality probability in vehicle-
vehicle collisions at 70 km/h (front-end) and 50 km/h (side), and in 
vehicle-pedestrian/cyclist collisions at just 30 km/h, mirroring values 
presented in Vision Zero (Tingvall and Haworth, 1999). In a later study, 
it was argued that delta-V (Δv) as a measure for the severity of vehicular 
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conflicts overcomes significant shortcomings in common metrics such as 
maximum speed, post-encroachment time, deceleration rate, and surro-
gate safety measures like time-to-collision (Shelby, 2011). It is well es-
tablished that delta-V is closely related to injury severity in vehicular 
crashes (Joksch, 1993; Shelby, 2011).

There have been numerous studies that link Δ𝑣 with injury severity 
and probability of fatality since it became evident that Δ𝑣 is a strong 
predictor of crash severity. One of the earliest efforts to link Δ𝑣 with 
injury severity was in a study by Carlson, who rated the injury severity 
using the Abbreviated Injury Scale (AIS) (Carlson, 1979). Research on 
vehicle-to-vehicle collisions by the National Highway Traffic Safety Ad-
ministration (NHTSA) has been pivotal, particularly studies by Bahouth 
and Schulman (2012), Bahouth et al. (2014). These studies have estab-
lished detailed delta-v versus severe injury probability relationships for 
various collision types using extensive crash data from the NASS/CDS 
(National Automotive Sampling System/ Crashworthiness Data System) 
and Crash Injury Research and Engineering Network (CIREN) databases 
in the USA.

3.  Methodology

3.1.  Scope

This study enhances the existing TARA process, as defined by 
ISO/SAE 21434, by integrating a systematic simulation-based frame-
work for quantitatively evaluating operational and safety impacts stem-
ming from cyber threat-induced events.

As illustrated in Fig. 1, the proposed framework fits within the TARA 
process by providing quantitative input through the simulation of the 
damage scenario and feeding the impact evaluations into the overall risk 
assessment methodology. This integration enables stakeholders to adopt 
an evidence-based approach in assessing the broader consequences of 
automotive cyber incidents.

The framework extends the conventional TARA methodology, which 
primarily focuses on vehicle-level risk assessment, by incorporating sys-
temic impacts across the connected transport network. This addresses 
a critical gap in current cybersecurity evaluations, where the cascading 
effects of cyber threats on broader transportation systems remain under-
explored. By integrating operational and safety impact assessments into 

Fig. 1. Integration of the proposed operational and safety impact assessment 
framework within the TARA process, illustrating its role in simulating damage 
scenarios and evaluating their impacts to support systemic risk analysis.

Fig. 2. Framework for simulation-based impact assessment of cyber threats in 
connected vehicles, integrating network, road traffic, and cyber-attack simula-
tions to evaluate systemic operational and safety impacts.

TARA, this approach provides a holistic risk perspective, enabling more 
resilient cybersecurity strategies for connected vehicle ecosystems. This 
integrated framework lays the foundation for informed decision-making, 
enabling stakeholders to enhance the resilience and security of con-
nected transport systems through structured, data-driven risk evalua-
tion.

3.2.  Overview of the methodological framework

Fig. 2 illustrates the integration of the simulation-based impact as-
sessment framework within the broader TARA framework. The proposed 
framework consists of three key stages: threat definition, simulation-
based impact assessment, and impact evaluation and rating.

The threat definition stage involves identifying potential cyber threat 
vectors alongside an adversary model that characterizes attacker inten-
tions, capabilities, and attack scenarios. This step ensures a structured 
understanding of the attack landscape and enables the identification of 
plausible threat scenarios that could compromise vehicle and transport 
system security.

Once these threats are defined, they are analysed through 
simulation-based impact assessment, which employs a multi-layered 
simulation model (see Section 3.3). This model consists of three key 
components: the network communications layer, which represents 
vehicle-to-everything (V2X) communications; the road and traffic layer, 
which simulates road infrastructure and vehicle interactions within the 
transport network; and the cyber attack simulation, which manipulates 
parameters within both the network and road traffic layers to replicate 
the execution and propagation of a cyber threat.

The final stage, impact evaluation and rating, quantifies the resultant 
damage scenario by assessing both safety and operational consequences. 
The incident safety vector (𝐼𝑆 ) is introduced as a structured metric for 
rating safety impact, incorporating factors such as injury severity and 
the number of collisions. Similarly, the systemic operational impact is 
captured through the operational impact vector (𝐼𝑂), which evaluates 
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parameters such as travel speed and traffic flow. By integrating 𝐼𝑆 and 
𝐼𝑂, the framework enhances conventional risk assessment methodolo-
gies, providing stakeholders with a data-driven foundation for decision-
making in automotive cybersecurity.

3.3.  Simulation framework

The road and traffic layer in this study is simulated using the mi-
croscopic traffic simulator SUMO, offering a robust platform for mod-
elling detailed vehicular dynamics (Lopez et al., 2018). To effectively 
incorporate V2X communications where necessary, the VEINS simula-
tion framework is employed, following the approach outlined in our 
earlier work (Jayaratne et al., 2024). VEINS leverages OMNeT++ for 
advanced network modelling and uses TraCI for seamless bi-directional 
coupling with SUMO (Sommer et al., 2019), thereby enabling realistic 
integration of V2V and V2I interactions. This integration enables a co-
hesive simulation of both the physical and communication layers, pro-
viding a comprehensive representation of transportation networks. The 
current study builds upon this foundation; the focus here shifts toward 
the transport impacts of cyber-threat scenarios, where SUMO is utilised 
independently to simulate traffic dynamics.

Within SUMO, the default car-following model ‘Krauss’ (Krauß, 
1998) and the lane-changing model ‘LC2013’ govern longitudinal and 
lateral vehicle movements, respectively. These models, together with 
secondary modelling parameters, create an adaptable and precise sim-
ulation environment. For scenarios requiring high-fidelity communica-
tion modelling, VEINS emulates wireless vehicular communications to 
capture the interactions within an integrated transportation system. In 
cases where communication simulation is not critical, the VEINS frame-
work is bypassed, and custom scripts are used to simulate the influence 
of the communication layer. This flexible approach allows the frame-
work to adapt to a variety of operational conditions, facilitating the 
analysis of cyber-threat impacts on transportation systems.

4.  Systemic operational impact assessment

To address the diverse nature of cyber threats in transportation sys-
tems and the varying requirements of operational impact assessment, we 
propose a model that is both adaptable and scalable. This flexibility al-
lows for the evaluation of operational impacts at a granular level, such 
as individual lanes or intersections, as well as at a macroscopic scale, 
including entire motorways or urban transport networks. The systemic 
operational impact of a cyber incident is modelled as a function of key 
factors influencing the severity and extent of the disruption (Eq. (1)).
𝐼𝑂 = 𝑓

(

𝐼𝐶 , 𝐼𝐷, 𝐼𝑇𝐶 , 𝐼𝑁𝑅|𝐴, 𝑇
)

(1)

Here 𝐼𝐶 represents the direct outcome of the cyber attack, such as 
a vehicle being disabled, involuntary acceleration, or unintended acti-
vation of signal lights. 𝐼𝐷 quantifies the duration over which this di-
rect outcome persists and continue to disrupt normal operations. For 
instance, if a vehicle is immobilised due to the attack, 𝐼𝐷 would reflect 
the time taken to restore functionality, remove the vehicle, or otherwise 
mitigate its disruptive effect on traffic flow. 𝐼𝑇𝐶 represents the prevail-
ing traffic conditions of the transportation network during the time of 
the attack. 𝐼𝑁𝑅 reflects the network’s resilience, considering both the 
criticality of the affected segment and the system’s capacity to reroute 
traffic during disruptions. Finally, 𝐴 and 𝑇  define the spatial and tem-
poral areas of the assessment, specifying the geographic scope and the 
time frame over which the impact is evaluated, respectively.

While Eq. (1) encapsulates the key factors influencing systemic op-
erational impact, translating these factors into measurable outcomes re-
quires a structured assessment process. Fig. 3 outlines the operational 
impact assessment framework, which provides a scalable methodology 
for quantifying impact across different spatial and temporal scales.

The framework begins by comparing the cyber incident-induced 
damage scenario with an incident-free baseline scenario. This compar-
ison, based on simulation data, enables the identification of impacts 

Fig. 3. Simulation-based systemic operational impact assessment framework.

attributable specifically to the cyber incident. Primary performance 
metrics—Speed Ratio (𝑆𝑅) and Flow Ratio (𝐹𝑅)—are used to quantify 
this impact (see Sections 4.1 and 4.4). Secondary metrics, such as Level 
of Service (𝐿𝑂𝑆), Mean Travel Time Loss (𝑀𝑇𝑇𝐿), Total Vehicle Delay 
(𝑇𝑉 𝐷), queue length, time to gridlock, and queue build-up rate, may 
also be incorporated to provide additional context and insight.

The spatial and temporal assessment areas are defined based on the 
scope of analysis (see Section 4.2), allowing the framework to capture 
both localised impacts and widespread disruptions. Within the defined 
assessment area, 𝑆𝑅 and 𝐹𝑅 are computed for each zone and subse-
quently aggregated to produce overall metrics representing the systemic 
operational impact. These aggregate values are then mapped to prede-
fined impact thresholds, resulting in a categorical rating that reflects the 
severity and extent of the impact. Details on the threshold definitions 
are provided in Section 4.4.

The high-level model described in Eq. (1) is practically applied in 
this framework, supporting a nuanced understanding of the systemic 
operational impact of cyber threats, for informed decision-making and 
resilience planning.

4.1.  Operational impact metric definitions

The impact of a cyberattack on road transportation networks can be 
evaluated at varying scales, from individual lanes and intersections to 
entire roadways, motorways, sections of a city, or even city-wide net-
works. Speed and flow are fundamental traffic flow metrics that are 
universally applicable across all scenarios, regardless of the scale or in-
frastructure being evaluated. The performance measures 𝑆𝑅 and 𝐹𝑅
evaluate the system’s mobility and throughput under attack scenarios 
compared to baseline conditions.

SR evaluates the operational impact of a cyberattack-induced inci-
dent on mean travel speed (Eq. (2)).

𝑆𝑅 =
𝑣att
𝑣base

(2)

Where 𝑣att is the mean travel speed during the attack scenario, and 
𝑣base is the mean travel speed during the baseline scenario. 𝑆𝑅 provides 
a measure of mobility, highlighting the extent to which the incident dis-
rupts the expected travel speed. A lower 𝑆𝑅 indicates a greater impact 
on mobility.
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Table 2 
Operational metrics at a glance. 𝑆𝑅 and 𝐹𝑅 are 
baseline-normalised ratios.

 Metric  Interpretation
 SR 1: no impact; < 1: slower than baseline
 FR 1: no impact; < 1: reduced throughput
 LOS [𝐴 ⇔ 𝐹 ]; A best, F worst

The 𝐹𝑅 assesses the impact on the system’s vehicular throughput 
and is expressed as given in Eq. (3).

𝐹𝑅 =
𝑞att
𝑞base

(3)

Where 𝑞att is the vehicular flow during the attack scenario, and 𝑞base
is the vehicular flow during the baseline scenario. 𝐹𝑅 reflects the sys-
tem’s ability to maintain throughput under cyberattack-induced disrup-
tions. A lower 𝐹𝑅 signifies a more significant reduction in vehicular 
flow. By construction, both 𝑆𝑅 and 𝐹𝑅 are normalised ratios to the 
scenario’s baseline; values are reported only where the corresponding 
baseline denominator is non-zero.

𝑆𝑅 evaluates mobility by measuring the extent to which vehicu-
lar speeds are maintained under incident conditions, directly reflect-
ing the road users’ experience of movement efficiency. This metric pri-
marily captures the perspective of road users by highlighting how a 
cyberattack-induced disruption impacts their ability to traverse the net-
work efficiently. In contrast, 𝐹𝑅 serves as a proxy for accessibility by as-
sessing the system’s ability to accommodate traffic and sustain through-
put. By reflecting the performance and capacity of the network under 
incident conditions, 𝐹𝑅 aligns with the concerns of service providers, 
such as road authorities, who focus on maintaining the operational in-
tegrity and accessibility of the transportation system.

While 𝑆𝑅 and 𝐹𝑅 form the primary metrics for evaluating opera-
tional impact, additional secondary metrics can provide deeper insights, 
depending on the specific scale and type of facility being studied. At the 
scale of individual lane or intersection, metrics such as queue length, 
intersection delay, and stop frequency are relevant for understanding 
localised impacts. For roadways or motorways, metrics such as 𝐿𝑂𝑆, 
lane density, volume-to-capacity (𝑉 ∕𝐶) ratio offer insights into how ef-
ficiently the system operates under stress. At a city-wide scale, metrics 
such as time to gridlock and time to recovery help quantify the broader 
systemic impact of a cyber incident. Table 2 summarises the key opera-
tional impact metrics and its interpretation.
Illustrative example. If the baseline mean speed is 100 km/h and the 
attack mean speed is 70 km/h, then 𝑆𝑅 = 0.70, indicating reduced mo-
bility relative to baseline. If the baseline flow is 1800 veh/h and the at-
tack flow is 1500 veh/h, then 𝐹𝑅 = 0.83, indicating reduced throughput 
on the sampled road section.

4.2.  Assessment scope: spatial and temporal definitions

The scope of the operational impact assessment is defined in terms 
of ‘Spatial assessment region (𝐴)’ and ‘Temporal assessment window (𝑇 )’. 
These represent the geographical extent and the duration, respectively, 
over which the operational impacts are evaluated. The spatial assess-
ment region comprises all the spatial zones included in the analysis, 
representing the total area of analysis. The assessment time window en-
compasses the total duration over which operational metrics are moni-
tored; this could include the incident onset, disruption phase, and sys-
tem recovery. Together, these form the scope within which operational 
impacts are measured.

4.2.1.  Spatial assessment region (𝐴)
The assessment region is composed of discrete spatial zones. A spatial 

zone (𝑎𝑖) is defined as a geographically homogeneous segment within 

the transportation network, characterised by consistent traffic opera-
tional conditions, road geometry, or functional classification. This seg-
mentation enables the independent assessment of operational impacts 
within each zone, facilitating a detailed analysis of disruptions across 
specific sections of the network.

The assessment region is defined as the total of all spatial zones (𝑎𝑖) 
considered within the operational impact evaluation. Formally, this is 
expressed as:

𝐴 =
𝑁𝑎
∑

𝑖=1
𝑎𝑖 (4)

where each zone 𝑎𝑖 represents a geographically homogeneous segment, 
and 𝑁𝑎 is the total number of zones.

This formulation allows the assessment region to be flexibly defined 
based on the required level of analysis, accommodating both broad 
network-level evaluations and detailed, localised assessments. This en-
sures its applicability across a wide range of transportation network con-
figurations and disruption scenarios.

4.2.2.  Temporal assessment window (𝑇 )
The temporal assessment window (𝑇 ) is defined as the total dura-

tion over which operational impact metrics are evaluated, composed 
of discrete time intervals (Δ𝑡𝑗). Formally, the total assessed duration is 
expressed as:

𝑇 =
𝑁𝑡
∑

𝑗=1
Δ𝑡𝑗 (5)

where Δ𝑡𝑗 is the duration of the 𝑗th time interval, and 𝑁𝑡 is the total 
number of intervals within the assessment period.

The temporal boundary can be adapted based on the nature of the 
incident or the specific objectives of the assessment. For example, a fixed 
time limit approach involves using a predefined duration to evaluate 
the impact. Alternatively, the assessment can extend until the end of 
the incident, capturing the period during which the incident actively 
influences traffic flow or speed. A further approach is to continue the 
evaluation until traffic stabilises, encompassing the time required for 
conditions to return to a steady state.

Both the spatial and temporal assessment scopes are designed to be 
flexible, allowing adjustments that reflect the specific characteristics of 
the incident under consideration. For the spatial assessment, segmenting 
the network into discrete zones based on the locations where primary 
metrics are evaluated ensures a systematic and granular analysis. Simi-
larly, the temporal assessment window allows for adaptability to differ-
ent time scales, enabling the capture of both short-term disruptions and 
longer-term recovery processes.

4.3.  Overall systemic operational impact

The operational impact is defined using 𝑆𝑅 and 𝐹𝑅 metrics calcu-
lated for each individual spatio-temporal zone. For a given spatial zone 
(𝑎𝑖) and time step (Δ𝑡𝑗), 𝑆𝑅 and 𝐹𝑅 are defined as shown in Eqs. (6) 
and (7):

𝑆𝑅𝑖,𝑗 =

(

𝑣𝑎𝑡𝑡
)

𝑖,𝑗
(

𝑣𝑏𝑎𝑠𝑒
)

𝑖,𝑗

(6)

𝐹𝑅𝑖,𝑗 =

(

𝑞𝑎𝑡𝑡
)

𝑖,𝑗
(

𝑞𝑏𝑎𝑠𝑒
)

𝑖,𝑗

(7)

Where 𝑣att(𝑖, 𝑗) and 𝑣base(𝑖, 𝑗) denote the mean travel speeds in attack 
and baseline scenarios, respectively, while 𝑞att(𝑖, 𝑗) and 𝑞base(𝑖, 𝑗) repre-
sent the corresponding vehicular flows for zone 𝑖 at time step 𝑗.

To evaluate the systemic operational impact across the network, 
spatial weighting factors (𝜔𝑖) reflecting the operational significance of 
each spatial zone (e.g., arterials vs. minor roads) are introduced. The 
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Table 3 
Operational impact threshold definitions for Speed ratio (SR) and Flow ratio (FR) metrics.
 Operational impact rating Description  Metric threshold
 Negligible Minimal operational impact relative to baseline conditions. The system operates near its baseline per-

formance, with negligible reductions in speed and flow.
0.75 ≤ 𝑆𝑅 ≤ 1.00 0.75 ≤ 𝐹𝑅 ≤ 1.00

 Moderate Noticeable but manageable impact relative to baseline conditions. Speed and flow show moderate 
reductions, resulting in some delays or reduced efficiency.

0.50 ≤ 𝑆𝑅 < 0.75 0.50 ≤ 𝐹𝑅 < 0.75

 Major Significant operational disruption compared to baseline conditions. Speed and flow experience substan-
tial reductions, leading to severe delays, reduced capacity, and a marked decrease in system efficiency.

0.25 ≤ 𝑆𝑅 < 0.50 0.25 ≤ 𝐹𝑅 < 0.50

 Severe Critical operational breakdown relative to baseline conditions. Speed and flow are drastically reduced. 
The system operates under highly degraded conditions, far from its baseline performance.

𝑆𝑅 < 0.25 𝐹𝑅 < 0.25

weighted aggregation of 𝑆𝑅 and 𝐹𝑅 metrics over all spatial zones (𝑁𝑎) 
and time intervals (𝑁𝑡) is expressed as:

𝑆𝑅𝐴𝑇 ,𝜔 =

∑𝑁𝑎
𝑖=1

∑𝑁𝑡
𝑗=1 𝜔𝑖 ⋅ 𝑆𝑅𝑖,𝑗

𝑁𝑡 ⋅
∑𝑁𝑎

𝑖=1 𝜔𝑖

(8)

𝐹𝑅𝐴𝑇 ,𝜔 =

∑𝑁𝑎
𝑖=1

∑𝑁𝑡
𝑗=1 𝜔𝑖 ⋅ 𝐹𝑅𝑖,𝑗

𝑁𝑡 ⋅
∑𝑁𝑎

𝑖=1 𝜔𝑖

(9)

The systemic operational impact is formalised as a vector of key per-
formance metrics, evaluated over a defined spatial assessment region 
and temporal assessment window (Eq. (10)). This structure supports 
scalability, allowing the same formulation to be applied at various lev-
els of analysis—from individual zones and time steps to corridor-wide 
or network-level assessments.
[𝐼𝑂]𝐴𝑇 ,𝜔 =

[

𝑆𝑅𝐴𝑇 ,𝜔; 𝐹𝑅𝐴𝑇 ,𝜔; 𝐴𝑇 ,𝜔
]

(10)

The metrics 𝑆𝑅𝐴𝑇 ,𝜔 and 𝐹𝑅𝐴𝑇 ,𝜔 reflect relative changes in speed and 
flow due to the cyber-induced incident. Complementary metrics, such as 
𝐿𝑂𝑆, offer additional context regarding absolute operational impact is 
represented by 𝐴𝑇 ,𝜔. This formulation allows results to be consistently 
interpreted across varying temporal and spatial scales, enabling tailored 
yet comparable impact assessments.

4.4.  Impact metric threshold criteria

Table 3 establishes the operational impact rating criteria, delineat-
ing threshold values for varying degrees of transport network disruption 
caused by the cyber threat. The impact rating follows a four-tier classi-
fication aligned with the ISO 21434 TARA framework. Each classifica-
tion represents a quantifiable deviation from baseline operational per-
formance, ranging from negligible impact (Negligible) to severe network 
degradation (Severe). These criteria offer a structured methodology for 
evaluating operational degradation and assessing the network’s capacity 
for recovery following a cyberthreat-induced incident.

The threshold boundaries are adapted from the Speed Performance 
Index developed by He et al., and are used to define operational thresh-
olds for SR and FR that represent deviations from baseline performance 
under cyber-induced disruptions (He et al., 2016). The thresholds ap-
plied in this study follow a uniform segmentation: values below 0.25 
indicate a Severe impact, reflecting substantial degradation in vehicu-
lar mobility, while values approaching 1.00 correspond to a Negligible
impact, signifying near-baseline functionality. This segmentation pro-
vides a practical approach in the absence of context-specific thresholds. 
These definitions are not intended to be prescriptive, but rather serve as 
a configurable template for classifying operational impact. They may be 
refined or calibrated to reflect specific operational contexts, stakeholder 
priorities, or domain-specific considerations.

5.  Systemic safety impact assessment

5.1.  Scope

This subsection outlines the methodology for assessing the safety 
impact of vehicular collision scenarios in the context of cyber-threat-

induced events. The framework, illustrated in Fig. 4, provides a struc-
tured approach to evaluate such damage scenarios. Fig. 4 depicts the 
process flow of the safety impact assessment, starting from a simulated 
damage scenario of a vehicular collision, through to the calculation 
of pre- and post-collision speeds, the determination of Delta-V (Sec-
tion 5.2), and finally the assignment of a vehicular safety impact rating 
and incident safety vector (Section 5.5).

The damage scenario is simulated to obtain the necessary data for 
the safety impact assessment. This process involves modelling vehicular 
collisions and extracting the pre-collision speeds of the involved vehicles 
from the simulation. These pre-collision speeds are used to calculate the 
delta-v (Δ𝑣) metric, which measures the change in velocity due to the 
collision.

5.2.  Post collision speed and delta-V

Speed is recognised as a key contributor in crash likelihood and 
severity (Jurewicz et al., 2016; Elvik, 2013). In vehicular collisions, 
delta-V is a widely accepted measure for the severity of vehicular con-
flicts, as it overcomes significant shortcomings in common metrics such 
as maximum speed, post-encroachment time, deceleration rate, and sur-
rogate safety measures like time-to-collision (Shelby, 2011). It is well 
established that delta-V is closely related to injury severity in vehicular 
crashes (Joksch, 1993; Shelby, 2011).

To accurately calculate delta-V, both pre-collision and post-collision 
speeds of the vehicles involved are required. Pre-collision speeds are ex-
tracted from the simulated damage scenario, which provides the initial 
conditions for the collision. The change in velocity (delta-V) between 
the pre-collision and post-collision trajectories of a vehicle is calculated 
using the following fundamental equation (Eq. (11)).
Δ ⃖⃗𝑣 = ⃖⃗𝑣𝑎𝑓𝑡𝑒𝑟 − ⃖⃗𝑣𝑏𝑒𝑓𝑜𝑟𝑒 (11)

We derive the fundamental equation for the change in velocity (Δ𝑣) 
as follows. Consider a vehicle, with mass 𝑚1, travelling at an initial ve-
locity 𝑣1 and approaching another vehicle, which has a mass 𝑚2 and 
an initial velocity 𝑣2. The velocities of both vehicles post-collision are 
represented as 𝑣̃1, 𝑣̃2 (see Fig. 5). The change in velocity (Δ𝑣) for each 
vehicle is determined by the difference between their respective pre-
collision and post-collision velocities, as detailed in Eq. (12).
Δ𝑣1 = 𝑣̃1 − 𝑣1
Δ𝑣2 = 𝑣̃2 − 𝑣2

(12)

Vehicular collisions exhibit a somewhat elastic effect where they 
rebound from each other. The elasticity of collisions is represented 
through the coefficient of restitution (COR), with zero (COR = 0) for 
perfectly inelastic collisions and one (COR = 1) for perfectly elastic col-
lisions. Research suggests that while vehicular collisions exhibit elastic 
behaviour, the COR is typically between 0.1-0.3, with lower values at 
higher collision speeds (Neades and Smith, 2011; Rose et al., 2006). For 
simplicity, we assume that the collisions are inelastic, as done by previ-
ous studies (Jurewicz et al., 2016; Shelby, 2011; Tolouei et al., 2012). 
This assumption simplifies the complex dynamics of the collision and 
logically follows the movement of vehicles during the initial impulse of 
the crash. Hence, applying conservation of momentum equations, we 
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Fig. 4. Safety impact assessment framework. The framework evaluates the severity of vehicular collisions using pre- and post-collision speeds, Delta-V, and Maximum 
Abbreviated Injury Scale (MAIS) ratings to determine the Incident safety vector.

Fig. 5. Illustration of velocity change (Δ𝑉 ) in a vehicular collision, showing 
initial velocities (𝑣1, 𝑣2), impact angle (𝜃) and vehicle masses (𝑚1, 𝑚2).

get Δ𝑣 (Δ𝑣1 and Δ𝑣2 for the vehicles with mass 𝑚1 and 𝑚2 respectively) 
as in Eq. (13), where 𝜃 is the angle between the pre-collision velocity 
vectors of the two vehicles: 𝜃 = 0 corresponds to a rear-end collision, 
and 𝜃 = 𝜋 corresponds to a head-on collision.

Δ𝑣1 =
𝑚2

𝑚1 + 𝑚2

√

𝑣21 + 𝑣22 − 2 ⋅ 𝑣1 ⋅ 𝑣2 ⋅ cos 𝜃

Δ𝑣2 =
𝑚1

𝑚1 + 𝑚2

√

𝑣21 + 𝑣22 − 2 ⋅ 𝑣1 ⋅ 𝑣2 ⋅ cos 𝜃
(13)

It is noted that the assumption of inelastic collisions leads to a 
slight overestimation of Δ𝑣 side-impact scenarios (Jurewicz et al., 2016). 
While such cases are not explicitly modelled within the current frame-
work, this renders the derived risk estimates conservative.

5.3.  MAIS rating

The Maximum Abbreviated Injury Scale (MAIS) is a globally recog-
nised trauma severity index widely applied in vehicle collision injury 
assessment (Wang, 2022). It represents the highest Abbreviated Injury 
Scale (AIS) score sustained by a patient with multiple injuries. This 
study adopts the 2005 revision of the AIS, updated in 2008 (referred 
to as MAIS(05/08)), which remains a standard in injury severity anal-
ysis. To quantify the relationship between collision severity and injury 
outcomes, we utilise data from the NASS/CDS covering the years 2010 
to 2015. In this dataset, the key severity metric, delta-V, is estimated 
using the WinSMASH crash reconstruction tool (Wang, 2022).

The AIS categorises injuries on a scale from 1 (minor) to 6 (maxi-
mum). MAIS corresponds to the most severe injury a person sustains in 
an accident. The report presents curves that estimate the likelihood of 
different MAIS level injuries as a function of delta-V, using logistic re-
gression to model these probabilities. Due to sample size limitations for 
severe injuries, non-fatal MAIS 5 and MAIS 6 categories are combined, 
with fatalities designated as MAIS 6 and above. MAIS 3+ is widely con-
sidered the serious injury threshold and includes fatalities.

For a given delta-v value, near-side impacts (driver’s side) are the 
most severe for occupants due to minimal protection from the vehicle 
body. Far-side impacts are less severe, benefiting from the empty crush 
zone to the left of the driver. Frontal impacts follow, where the engine 
compartment provides some protection, though the steering wheel poses 
a risk. Rear-end impacts are the least severe, thanks to the extensive and 
usually empty crush space behind the driver.

Fig. 6 depicts the MAIS+ curves for frontal and rear end crashes 
against Delta-V. The probability models are given in Appendix A. For 
example, given a delta-v value of 40 mph, the probabilistic MAIS+ val-
ues would be as given in Fig. 7 for frontal and rear-end crashes.

5.4.  Safety impact rating mapping

The next step is to map the correlated delta-V to MAIS probabilities to 
a safety impact rating. For this, we take the direction from ISO 26262-
3 (Road vehicles – Functional safety – Part 3: Concept phase), which 
provides a mapping from MAIS to safety ratings. However, the empirical 
equations developed and presented in the previous subsection are not 
sensitive enough to distinguish between S0 and S1 severity ratings. To 
address this, we turn to the literature for threshold delta-V speeds that 
can distinguish between S0 and S1. The remaining thresholds are based 
on the empirical method discussed in the previous section.

Table 4 presents a mapping between different scales used to rate 
the severity of impacts in vehicle collisions. The ‘Impact rating/severity 
class’ provides a general description ranging from ‘Negligible’ to ‘Se-
vere’. It is mapped against the ISO/SAE 21434: 2021 standard, which 
offers a structured classification of injury potential from no injuries (S0) 
to fatal injuries (S3). These classifications are compared to the MAIS rat-
ing, which quantifies injury severity from 0 (no injury) to 6 (maximum, 
untreatable injuries). This mapping serves as a reference for assessing 
vehicle impact severity across different standards and methodologies.

Table 5 provides the delta-V thresholds corresponding to each sever-
ity class, distinguishing between front-end and rear-end impacts. These 
thresholds serve as an operational output of the proposed framework, 
enabling users to estimate injury severity classes directly from known 
delta-V values. Threshold values for classes S2 and S3 are adapted from 
the NHTSA MAIS study, while the threshold for S1 is derived from prior 
literature (Khastgir et al., 2017; Sini and Violante, 2020). This classi-
fication scheme allows for risk categorisation in post-collision analysis 
where delta-V data are available.

5.5.  Incident safety vector

The incident safety vector (𝐼𝑆 ) is introduced to present a structured 
representation of the safety impact of a collision event by reporting the 
number of affected parties across each severity level. Severity is classi-
fied in accordance with the ISO/SAE 21434 safety impact rating. Each 
involved party in a crash is assigned a severity level based on the ob-
served or estimated injury outcome. The overall safety impact of an in-
cident is expressed as a severity distribution vector, structured as given 
in Eq. (14):
𝐼𝑆 = [𝑆3; 𝑆2; 𝑆1; 𝑆0] (14)

This representation captures both the extent and distribution of in-
jury severity in a compact and scalable format, supporting both high-
level comparisons and detailed risk evaluations. For an example, con-
sider a two-vehicle collision where Vehicle 1 sustains moderate injuries 
(S1) and Vehicle 2 sustains major injuries (S2). The incident safety vec-
tor will be as shown in Eq. (15):
𝐼𝑆 = [𝑆3 ∶ 0; 𝑆2 ∶ 1; 𝑆1 ∶ 1; 𝑆0 ∶ 0] (15)

6.  Scenarios

This section presents three illustrative scenarios used to demon-
strate the proposed impact assessment frameworks. Scenario I involves a 
cyberthreat-induced cascading collision event on a multi-lane road and 
is evaluated using the safety impact assessment framework. Scenario II 
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Fig. 6. MAIS+(05/08) injury probability curves for frontal (left) and rear-end (right) collisions as a function of delta-V. Adapted from Gennarelli and Wodzin (2008), 
Wang (2022).

Fig. 7. Injury probability distribution at Delta-V of 40 mph for frontal and rear-end vehicle collisions. Severity levels follow the maximum abbreviated injury scale, 
where 0 = no injury, 1+ = MAIS 1 or higher, 2+ = MAIS 2 or higher, etc.

Table 4 
Impact rating and severity classifications for safety impact assessment.

 Impact rating / severity class  ISO/SAE 21434: 2021  MAIS threshold values
 0: Negligible  S0: No injuries  < (0.1 MAIS1+)
 1: Moderate  S1: Light and moderate injuries  > (0.1 MAIS1+)
 2: Major  S2: Severe and life-threatening injuries (survival probable)  > (0.1 MAIS3+)
 3: Severe  S3: Life-threatening injuries (survival uncertain), fatal injuries  > (0.1 MAIS5+)
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Table 5 
Severity class thresholds based on delta-V for front-end and rear-end collisions.

 Severity Class  S0  S1  S2  S3

Delta-V Thresholds (km/h)  Front End Δ𝑉 < 21 21 ≤ Δ𝑉 < 47 47 ≤ Δ𝑉 < 68 Δ𝑉 ≥ 68
 Rear End Δ𝑉 < 21 21 ≤ Δ𝑉 < 52 52 ≤ Δ𝑉 < 71 Δ𝑉 ≥ 71

Fig. 8. Simulation of a cyber-induced sudden deceleration event leading to a 
multi-vehicle collision on a motorway, illustrating the propagation of secondary 
crashes due to traffic disruption.

examines a similar cyber threat, using real-world traffic and location 
data from the UK M25 motorway. Here, the operational impact assess-
ment framework is applied. Scenario III explores a prospective attack 
leveraging compromised Roadside Units (RSUs) in a connected vehicle 
environment, also assessed using the operational impact framework.

6.1.  Scenario I: telematics - cascading braking attack

This scenario examines the potential consequences of a cyberattack 
targeting the telematics unit of a connected vehicle, a critical asset re-
sponsible for vehicle-to-cloud communication. The telematics unit can 
be compromised through its cellular interface, which serves as a gateway 
for remote diagnostics, firmware updates, and fleet management func-
tions. Once breached, this vulnerability allows an attacker to manipulate 
the vehicle’s electronic control architecture, leading to systemic safety 
and operational risks across the transport network. This scenario high-
lights how a single compromised asset in a connected vehicle ecosystem 
can propagate threats, ultimately disrupting road safety and traffic effi-
ciency (see Fig. 8).

Threat-vector mapping. This scenario represents a telematics/ECU 
compromise via the cellular path; in simulation we issue an emergency 
brake command to a single CV, while all other vehicles operate nomi-
nally.

The feasibility of such an attack has been demonstrated in real-world 
experiments. In 2015, Miller and Valasek remotely exploited a 2014 
Jeep Cherokee by targeting its Uconnect telematics system over a cellu-
lar network (Common Vulnerabilities and Exposures, CVE-2015-5611; 
rated 8.3 “High” on the Common Vulnerability Scoring System, CVSS), 
enabling them to manipulate critical functions such as braking, accel-
eration, and steering (Miller and Valasek, 2015; Database, 2015; NVD, 
2007).

Following the ISO/SAE 21434 framework, the telematics unit is iden-
tified as a high-value asset due to its integral role in vehicle connectivity. 
In this scenario, a threat vector is introduced where the cellular inter-
face is exploited, granting unauthorised access to the gateway electronic 
control unit (ECU). This access allows the attacker to inject malicious 
control signals, leading to unintended acceleration or deceleration.

6.1.1.  Scenario I: configuration
The attack scenario is modelled on a 70 mph motorway with flow 

rate of 1800 veh/h/l simulating a high traffic condition. The compro-
mised vehicle induced to a rapid deceleration by activating emergency 
braking causing a cascading rear-end collision event. The simulation re-
sults, depicted in Fig. 9, show the speed profiles of the involved vehicles, 
illustrating the rapid deceleration of the attacked vehicle followed by se-
quential braking and collisions of surrounding vehicles. The cascading 

Fig. 9. Speed profiles of vehicles affected, illustrating the propagation of brak-
ing events leading to a multi-lane blockage.

nature of these collisions highlights the potential for multi-vehicle inci-
dents in real-world traffic scenarios due to a cybersecurity compromise.

6.1.2.  Scenario I: impact assessment results
The safety impact of the collision sequence was assessed using the 

safety impact assessment framework, which classifies collision sever-
ity and estimates injury risk probabilities. The quantitative results pre-
sented in Table 6 demonstrate that the attacked vehicle experienced a 
Delta-V of -92 km/h, with a probability of fatality of 0.66, classifying 
it under the S3 (Severe) safety impact rating. Additionally, the first im-
pacted vehicle (vehicle 1) also exhibited a severe frontal collision with 
a Delta-V of 92 km/h, leading to a high fatality probability of 0.48. The 
subsequent vehicles in the chain collision exhibit progressively lower 
Delta-V values, resulting in lower severity classifications (S2: Major and 
S1: Moderate). The distribution of safety impact ratings across all af-
fected vehicles in this scenario is summarised by the incident safety 
vector, Eq. (16):
𝐼𝑆 = [𝑆3 ∶ 2; 𝑆2 ∶ 4; 𝑆1 ∶ 1; 𝑆0 ∶ 0] (16)

Here, two vehicles are classified under S3 (Severe), four under S2 
(Major), one under S1 (Moderate), and none under S0 (Negligible).

6.2.  Scenario II: telematics - remote disabling attack

This scenario investigates a cyberattack similar to that in Scenario 1, 
in which multiple vehicles are disabled remotely; this time within a 
real-world motorway setting. Traffic data were sourced from WebTRIS 
(National Highways Traffic Data) (England, 2025), providing baseline 
flow rates reflective of actual operating conditions. Fig. 10 presents a 
geospatial overview of the modelled M25 segment between Junctions 27 
and 28.

Threat-vector mapping. This stands in for a coordinated telematics im-
mobiliser attack; we implement it by immobilising 1-3 CVs, pinned to 
their lanes, to emulate the loss of lane capacity and create a merge bot-
tleneck.

6.2.1.  Scenario II: configuration
The simulated section is a four-lane per direction, 70 mph seg-

ment of the M25 motorway. The analysis focuses on the weekday af-
ternoon peak period (15:30–16:30), during which the recorded total 
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Table 6 
Scenario I: Safety impact assessment data table.
 Vehicle ID  Pre-collision speed (km/h)  Collision type  Delta-V (km/h)  Probability of Fatality  Safety impact rating
 attacked vehicle  0  Rear end -92  0.66  S3: Severe
 vehicle 1  92  Frontal  92  0.48  S3: Severe
 vehicle 2  79  Frontal  79  0.21  S2: Major
 vehicle 3  74  Frontal  74  0.14  S2: Major
 vehicle 4  64  Frontal  64  0.06  S2: Major
 vehicle 5  60  Frontal  60  0.04  S2: Major
 vehicle 6  51  Frontal  51  0.02  S1: Moderate

Table 7 
Summary of operational impact across three attack cases in Scenario II. Each case reflects a different number of effective blocked 
lanes over a 3 km motorway segment during a 1h window. Qualitative severity levels are mapped based on metric thresholds 
defined in the framework.

 Case  Effective no. of blocked lanes  Operational impact vector string
 Case 1  1 [𝐼𝑂]𝐴=3𝑘𝑚,𝑇=1ℎ;𝜔=1 =

[

𝑆𝑅 = 0.97(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐹𝑅 = 1.00(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐷
]

 Case 2  2 [𝐼𝑂]𝐴=3𝑘𝑚,𝑇=1ℎ;𝜔=1 =
[

𝑆𝑅 = 0.67(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 0.94(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐹
]

 Case 3  3 [𝐼𝑂]𝐴=3𝑘𝑚,𝑇=1ℎ;𝜔=1 =
[

𝑆𝑅 = 0.44(𝑀𝑎𝑗𝑜𝑟);𝐹𝑅 = 0.59(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐿𝑂𝑆𝐶→𝐹
]

Fig. 10. Simulation of a cyber-induced vehicle disabling attack on a section of 
the M25 motorway, illustrating the resulting congestion and disruption to traffic 
flow.

flow was 7167 veh/h. The cyberattack is modelled at the 3 km mark 
along the direction of travel from Junction 27 to Junction 28. To evalu-
ate the operational impacts, three simulation configurations are consid-
ered, corresponding to the blockage of one, two, and three motorway
lanes.

6.2.2.  Scenario II: impact assessment results
The spatial assessment region comprises the 3 km upstream segment 

leading to the incident location, and the temporal assessment window 
is defined as 3600 s. The spatial zones (𝑎𝑖) are taken as 100m, Δ𝑡𝑗 as 
300 s and 𝜔 as 1 since the spatial zones are homogeneous. The primary 
operational metrics, SR and FR, are computed for each configuration. 
To capture service quality degradation, the LOS is evaluated for both 
baseline and attack scenarios based on the US HCM methodology for 
urban freeways using density thresholds (Board, 2016).

The resultant operational impact vector strings for each case are sum-
marised in Table 7. Fig. 11 illustrates the SR, FR, and LOS heatmaps for 
Case 2, demonstrating the spatial and temporal degradation in network 
performance.

The results indicate negligible to major impacts on vehicle speeds 
and negligible to moderate impacts on flow across the three configura-
tions. In Cases 1 and 2, the motorway’s high capacity and multi-lane 
geometry allow traffic to recover and reroute effectively, resulting in 
limited operational disruption. In contrast, Case 3 exhibits significant 
performance degradation, with the SR falling to 0.44 and LOS dete-
riorating from baseline LOS C to LOS F. These outcomes reflect the 
network’s reduced ability to absorb disruptions under severe lane loss
conditions.

6.3.  Scenario III: RSU spoofing attack

This scenario simulates a futuristic cyber-physical attack in which 
a compromised Roadside Unit (RSU) disseminates deceptive messages 
to Connected and Automated Vehicles (CAVs) operating on a motor-
way segment equipped with Variable Speed Limit (VSL) control (see 
Fig. 12). RSUs are anticipated to play a critical role in V2I communi-
cation, serving as trusted broadcasters of traffic information to nearby 
vehicles (RSU Standardization Working Group, 2022). However, due 
to this trust relationship, a compromised RSU presents a significant 
attack vector (Abhishek et al., 2022; Dibaei et al., 2020a). Services 
such as In-Vehicle Signage (IVS) and speed advisories, which transmit 
digital updates and hazard alerts directly to vehicles, enhance driving 
safety but simultaneously introduce substantial cyber-physical risks (Au-
totalks, 2021).

The attack is modelled across four sequential 30min phases. In 
Phases 1 to 3, the compromised RSU progressively reduces the broad-
casted VSL from 70mph to 50mph, then to 40mph, and finally to 
30mph. These spoofed advisories target CAVs exclusively, inducing un-
necessary deceleration. In Phase 4, the RSU broadcasts phantom lane 
closure messages affecting the left lane, beginning at the midpoint of 
its service region. This causes CAVs to execute unilateral lane changes, 
concentrating flow into the right lane and further compounding conges-
tion. Human-driven vehicles (HDVs) remain unaffected, operating under 
standard conditions.

Within the ISO 21434 TARA framework, this constitutes a down-
stream damage scenario, emerging from a successful cyberattack on 
a critical asset vulnerability; specifically, the V2I data communication 
channel. The scenario illustrates how spoofed infrastructure-originated 
messages, if not adequately filtered or validated by in-vehicle systems, 
can propagate through the functional communication chain (from the 
navigation ECU to vehicle actuators), leading to broader systemic traf-
fic disruptions.

Threat-vector mapping. This represents RSU credential misuse/mis-
configuration; the manipulated variables are the time-varying VSL pro-
file and a lane-closure flag applied to CAVs, under an assumed 100% 
CAV compliance; HDVs remain unaffected.

6.3.1.  Scenario III: configuration
The simulated environment consists of a two-lane per direction, 

70 mph motorway segment of total length 5 km. This includes a 1 km 
feeder section, 2 km upstream section, a 1 km incident section (cor-
responding to the compromised RSU broadcast range), and a 1 km 
downstream section. Three configurations of CAV penetration rate (PR) 
are evaluated: 20%, 40%, and 60%. The traffic flow rate is fixed at 
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Fig. 11. Heatmaps of SR, FR and LOS of Case 2, Scenario II, illustrating the spatial and temporal degradation in traffic flow due to a cyber-induced disruption.

Fig. 12. Attack scenario showing compromised RSU affecting motorway traffic.

Table 8 
Operational impact across three cases in scenario III - Incident region within 
RSU broadcast range.
 CAV PR  Operational impact vector string
 20% [𝐼𝑂]𝐴=1𝑘𝑚,𝑇=2ℎ;𝜔=1 =

[

𝑆𝑅 = 0.69(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 1.00(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐷
]

 40% [𝐼𝑂]𝐴=1𝑘𝑚,𝑇=2ℎ;𝜔=1 =
[

𝑆𝑅 = 0.61(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 0.99(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐸
]

 60% [𝐼𝑂]𝐴=1𝑘𝑚,𝑇=2ℎ;𝜔=1 =
[

𝑆𝑅 = 0.58(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 0.93(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐸
]

Table 9 
Operational impact across three cases in scenario III - Incident region and up-
stream region.
 CAV PR  Operational impact vector string
 20% [𝐼𝑂]𝐴=3𝑘𝑚,𝑇=2ℎ;𝜔=1 =

[

𝑆𝑅 = 0.89(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐹𝑅 = 1.00(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐶
]

 40% [𝐼𝑂]𝐴=3𝑘𝑚,𝑇=2ℎ;𝜔=1 =
[

𝑆𝑅 = 0.86(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐹𝑅 = 0.98(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐷
]

 60% [𝐼𝑂]𝐴=3𝑘𝑚,𝑇=2ℎ;𝜔=1 =
[

𝑆𝑅 = 0.79(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐹𝑅 = 0.96(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐸
]

1250 veh/h/l, representing a typical medium-flow condition with a 
baseline LOS of C. CAVs are modelled using the CACC car-following 
model (Xiao et al., 2017).

6.3.2.  Scenario III: impact assessment results
The spatial assessment region is defined as 1 km for the incident area 

and 3 km for the combined incident and upstream region. Spatial zones 
(𝑎𝑖) are set to 100m intervals, with a temporal resolution Δ𝑡𝑗 = 300 s. 
The resultant operational impact vectors for each case are summarised 
in Tables 8 and 9. Fig. 13 presents heatmaps for the SR, FR, and LOS 
for the 60% PR case, capturing the spatial-temporal propagation of the 
disruption.

The results show that the incident region experiences more severe 
degradation than the upstream region, as expected due to its proxim-
ity to the compromised RSU. Additionally, the impact intensifies with 
higher CAV penetration rates, both in severity and in the spatial extent 
of upstream propagation. This scenario illustrates a critical cybersecu-
rity vulnerability in future connected vehicle ecosystems. While current 
vehicle fleets are not fully reliant on RSUs, the increasing deployment of 
V2X-enabled CAVs may expose systems to such attacks, especially where 
infrastructure-based advisories are prioritised over onboard decision-
making.

Table 10 
Operational impact across three demand traffic flow values in scenario III at 
60% CAV PR- Incident region.
 Demand flow  Operational impact vector string
 500 veh/h/l [𝐼𝑂]𝐴=1𝑘𝑚,𝑇=2ℎ;𝜔=1 =

[

𝑆𝑅 = 0.64(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 1.00(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐴→𝐵
]

 1250 veh/h/l [𝐼𝑂]𝐴=1𝑘𝑚,𝑇=2ℎ;𝜔=1 = [

𝑆𝑅 = 0.58(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 0.93(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐶→𝐸
]

 2000 veh/h/l [𝐼𝑂]𝐴=1𝑘𝑚,𝑇=2ℎ;𝜔=1 = [

𝑆𝑅 = 0.52(𝑀𝑜𝑑𝑒𝑟𝑎𝑡𝑒);𝐹𝑅 = 0.86(𝑁𝑒𝑔𝑙𝑖𝑔𝑖𝑏𝑙𝑒);𝐿𝑂𝑆𝐸→𝐹
]

6.4.  Sensitivity analysis

To evaluate the sensitivity of the primary operational metrics (𝑆𝑅, 
𝐹𝑅) and 𝐿𝑂𝑆 to traffic demand levels, additional experiments were 
conducted with demand flows of 500, 1250, and 2000 veh/h/l. These 
correspond to increasing traffic densities with baseline LOS values of A, 
C, and E, respectively, while all other parameters were held constant. 
Table 10 summarises the results, showing the progressive degradation 
of 𝑆𝑅, 𝐹𝑅, and 𝐿𝑂𝑆 with higher demand.

7.  Discussion

The systemic impact assessment framework proposed in this study 
is agnostic to the cyber kill-chain; it consumes manipulated opera-
tional variables (e.g., commanded deceleration, VSL profile) and re-
turns systemic impact metrics. This decoupling helps keep TARA up-
dates tractable as new vectors emerge. Other vectors (e.g., V2V spoof-
ing/jamming, GPS spoofing) would enter the framework via equiv-
alent manipulated variables (e.g., stochastic emergency-brake prob-
ability; spatial/time bias); their full exploration is left to future
work.

7.1.  Comparative positioning to ISO/SAE 21434 TARA

Our framework complements the ISO/SAE 21434 process by sitting 
downstream of threat identification and feasibility analysis. Given a de-
fined damage scenario, it returns quantitative, baseline-normalised op-
erational metrics (SR, FR, LOS) and Δ𝑣-derived safety classes from a 
systemic perspective. The mapping from these outputs to an organisa-
tion’s severity labels is an external layer, so assessors can consume our 
results without altering existing workflows (see Fig. 1).

For Scenario I we report the incident safety vector 𝐼𝑆 (Eq. (16)). 
For Scenarios II–III we report the operational impact vectors [𝐼𝑂]𝐴,𝑇 ,𝜔
(SR/FR with LOS) relative to baseline. The framework thus ex-
tends the impact rating step from item-level judgement to system-
level measurement, without altering21434’s likelihood/feasibility
workflow.
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Fig. 13. Heatmaps of SR, FR, and LOS for Scenario 3 (PR = 60%), illustrating spatial and temporal degradation in traffic flow due to a cyber-induced disruption.

Table 11 
Simulation runtime summary. Runtimes are wall-clock times on Intel Xeon W-2125, SUMO (GUI off).
 Scenario / Config  Network (km)  Demand (veh/h/l)  Assessment window 𝑇  (s)  Simulated duration‡ (per run) (s)  Runtime per seed† (median [IQR]) (min)
 I  5.5 (2 lanes)  1800  –  3600  20.6 [19.3–20.9]
 II: Case 1  37.6 [35.9 - 38.6]
 II: Case 2  13.0 (4 lanes)  1792  3600  600 + 3600  49.1 [47.9 - 49.9]
 II: Case 3  58.5 [58.1 - 58.7]
 III: PR 20%  22.8 [22.0 - 23.4]
 III: PR 40%  5.0 (2 lanes)  1250  7200  600 + 7200  37.7 [36.5 - 38.4]
 III: PR 60%  49.2 [47.7 - 50.1]

‡ Simulated duration per run = warm-up + assessment window 𝑇 ; warm-up populates demand.
† Per seed = baseline run + attack run (combined wall time).

7.2.  Simulation runtimes and scalability

Table 11 presents per-seed runtimes with sequential execution of 
the scenarios on a dedicated workstation (Intel®  Xeon®  W-2125 @ 
4.00GHz, 32GB RAM, Ubuntu 24.04). The simulation step length for 
all experiments was 0.1 s. The experiments were executed sequentially 
across seeds, and the runtimes reflect network size, simulated duration, 
and scenario complexity. The current experiments imposed a light com-
putational load, indicating that larger networks can be accommodated 
within the same framework using SUMO without fundamental changes 
to the workflow.

7.3.  Validation

The framework quantifies potential systemic impacts conditional on 
a successful cyber attack to support existing TARA processes. Accord-
ingly, the framework is validated at three levels. (i) At the framework 
level, primary operational metrics (SR, FR) are defined as ratios nor-
malised to each scenario’s baseline, and supplementary metric LOS is 
interpreted based on standard HCM guidelines. This anchors the outputs 
to accepted operational constructs independent of any singular network. 
For safety impact assessment, Δ𝑣 is mapped to safety severity classes 
using published empirical relationships and ISO 26262 classifications. 
(ii) At the implementation level, the SUMO microsimulator is widely 
used in transport research and is established for reproducing key traffic 
phenomena; our setup follows standard practice (simulation step size, 
car-following and lane-change models). (iii) At the instantiation level 
(Scenario II), baseline flows/speeds are reproduced within the observed 
WebTRIS ranges for the assessment period. This anchors the baseline 
reference state to site conditions before we report relative degradation 
via 𝑆𝑅/𝐹𝑅 and 𝐿𝑂𝑆.

Given the limited availability of ground-truth cyber-incident impact 
data, the framework is designed to be readily calibratable when such 

data are available. With field or test-bed data, standard parameters can 
be tuned: (a) traffic/network: demand levels, route splits, road geometry, 
control plans; (b) microscopic behaviour: car-following/lane-change pa-
rameters and CAV compliance; (c) attack/disruption: onset timing, clear-
ance duration, RSU scope.

7.4.  Limitations

The following limitations are noted within the current work:
Compliance variability: In the present study, message compliance is 
treated implicitly and, for CAVs, effectively deterministic within the 
spoofed-zone logic. In practice, compliance may vary across drivers, 
OEM designs, and context (message salience, enforcement image, trust 
in the source).
Risk perception and avoidance: Vehicles’ adaptation to perceived risk 
through manoeuvres such as earlier braking, longer headways, and con-
servative lane changes and CAVs risk-aware fall-back modes are not ex-
plicitly modelled.
Delta-v calculation: For post-impact kinematics we adopt a plastic-
impact approximation (COR, 𝑒 = 0) along the line of impact to keep the 
safety pipeline simple and reproducible. In the one-dimensional normal 
component, the change in velocity scales as Δ𝑣(𝑒) = (1 + 𝑒) Δ𝑣 ∣𝑒=0. This 
assumption is conservative at motorway-relevant speeds, where resti-
tution values tend to be very small, but it may underestimate Δ𝑣 for 
lower-speed impacts where partial rebound occurs. The framework can 
be adjusted by scaling with (1 + 𝑒) if site-specific restitution values are 
available.

8.  Conclusions and future work

This study presents a systematic framework for assessing the sys-
temic impacts of cyber threats on connected vehicles. By integrating 
operational and safety impact assessments, the proposed methodology 
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offers a structured and quantifiable approach to evaluating the impacts 
of cyber incidents. Through the use of simulation-based assessment, we 
demonstrate how impacts can significantly affect mobility and safety. 
The findings highlight the importance of accounting for systemic risks 
beyond individual vehicle vulnerabilities, extending traditional risk as-
sessment approaches like ISO/SAE 21434 to incorporate broader trans-
port network implications.

The case studies illustrate the applicability of the framework in quan-
tifying the severity of cyber-induced incidents. In the first scenario, a 
telematics-based attack led to a multi-vehicle collision with severe safety 
consequences, while the second and third scenarios demonstrated the 
systemic operational impact of telematics and RSU-based attacks on mo-
torway traffic flow. These results underscore the need for proactive cy-
bersecurity measures that consider not only vehicle-level risks but also 
network-wide disruptions.

The framework’s baseline-normalised operational metrics (𝑆𝑅, 𝐹𝑅, 
𝐿𝑂𝑆) and incident safety vector (𝐼𝑆 ) provide decision-ready evidence 
for road authorities and operators. Beyond TARA integration, the same 
metrics are relevant to defining autonomous-vehicle Operational De-
sign Domains (ODDs): scenario sweeps across facility types, demand 
levels, and CAV penetration can delineate operating envelopes under 
acceptable risk, supporting evidence-based ODD entry/exit criteria and 
geofencing policies. Thresholds (e.g., 𝑆𝑅<0.7 or a ≥2-class 𝐿𝑂𝑆 drop 
within a defined (𝐴, 𝑇 ) window) can be used to trigger lane control, 
diversions, or hard-shoulder use; [𝐼𝑂]𝐴𝑇 ,𝜔 and 𝐼𝑆 further inform inci-
dent response planning, resource sizing, and post-incident debriefs with 
reproducible metrics.

The framework outputs translate directly into cyber-resilience prac-
tice. For example, scenario sweeps across facility type, demand, and 
CAV penetration highlight where impacts are most pronounced (e.g., in 
Scenario III, spoofed VSL advisories drive 𝐿𝑂𝑆 to F under higher de-
mand), guiding targeted hardening (e.g., RSU authentication and mon-
itoring on links with the largest 𝑆𝑅∕𝐹𝑅 degradation) and resource 
pre-positioning. Finally, baseline-normalised histories allow like-for-
like after-action comparisons across corridors and periods; the result-
ing thresholds and compliance parameters feed back into connected-
infrastructure implementation policies and ODD/geofencing updates.

As connected vehicle technologies continue to evolve, the method-
ologies developed in this study can serve as a foundation for enhancing 
cyber resilience in next-generation connected vehicles. By providing a 
comprehensive and quantifiable approach to evaluating cyber threats 
in connected vehicle networks, this research contributes to the growing 
body of knowledge in automotive cybersecurity. It supports policymak-
ers, transport authorities, and industry stakeholders in making informed 
decisions to enhance the security, safety, and operational resilience of 
future transportation infrastructures.

In future work, we plan to expand the simulation framework to in-
clude a broader range of cyber-attack vectors and transport environ-
ments, such as complex urban networks and mixed traffic scenarios 
involving autonomous, connected, and conventional vehicles. Incorpo-
rating attack scenarios that target signalised intersections, V2X-based 
routing mechanisms, and public transport systems would improve sce-
nario diversity and practical relevance. Finally, a key research direction 
lies in coupling impact assessment with attack feasibility analysis to en-
able quantified cyber risk estimation framework for connected vehicle 
ecosystems.
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Appendix A.  MAIS probability model

Table A.1 gives the MAIS functions.

Table A.1 
MAIS levels and probability curves by crash type (Wang, 2022).
 MAIS Level  Frontal  Rear End
 MAIS 0 𝑝(𝐷) = 1 − 𝑒−1.4930+0.0854⋅𝐷

1+𝑒−1.4930+0.0854⋅𝐷
𝑝(𝐷) = 1 − 𝑒−1.8199+0.0671⋅𝐷

1+𝑒−1.8199+0.0671⋅𝐷

 MAIS 1+ 𝑝(𝐷) = 𝑒−1.4930+0.0854⋅𝐷

1+𝑒−1.4930+0.0854⋅𝐷
𝑝(𝐷) = 𝑒−1.8199+0.0671⋅𝐷

1+𝑒−1.8199+0.0671⋅𝐷

 MAIS 2+ 𝑝(𝐷) = 𝑒−4.9429+0.1425⋅𝐷

1+𝑒−4.9429+0.1425⋅𝐷
𝑝(𝐷) = 𝑒−6.1818+0.1482⋅𝐷

1+𝑒−6.1818+0.1482⋅𝐷

 MAIS 3+ 𝑝(𝐷) = 𝑒−6.9774+0.1620⋅𝐷

1+𝑒−6.9774+0.1620⋅𝐷
𝑝(𝐷) = 𝑒−8.0329+0.1793⋅𝐷

1+𝑒−8.0329+0.1793⋅𝐷

 MAIS 4+ 𝑝(𝐷) = 𝑒−8.4254+0.1586⋅𝐷

1+𝑒−8.4254+0.1586⋅𝐷
𝑝(𝐷) = 𝑒−11.8787+0.2210⋅𝐷

1+𝑒−11.8787+0.2210⋅𝐷

 MAIS 5+ 𝑝(𝐷) = 𝑒−8.8355+0.1566⋅𝐷

1+𝑒−8.8355+0.1566⋅𝐷
𝑝(𝐷) = 𝑒−12.1944+0.2276⋅𝐷

1+𝑒−12.1944+0.2276⋅𝐷

 Fatality 𝑝(𝐷) = 𝑒−9.0422+0.1571⋅𝐷

1+𝑒−9.0422+0.1571⋅𝐷
𝑝(𝐷) = 𝑒−12.1982+0.2255⋅𝐷

1+𝑒−12.1982+0.2255⋅𝐷
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